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About this Guide

NOTE: This Administrator’s Guide covers the Enhanced Security (ES) and Standard versions
of AssurelD. The information provided is applicable to both versions of the software
except where explicitly stated otherwise.

The AssurelD software suite can be used with Frontier IR Systems, Spectrum Two,
Spectrum 400 Series, Spectrum 100 Series, Spectrum One and Spectrum One NTS
spectrometers.

AssurelD can also be used to carry out data acquisition and analysis of samples using a
Raman Triggered Fiber Optic Probe, with the appropriate instrument settings obtained from a
.rex (Raman Experiment) file created using the Spectrum software and referenced as part of
the method.

This Administrator’s Guide is divided into the following sections:

Installation of AssurelD — The step-by-step procedure for installing the software.
AssurelD Windows Administration — This section describes the tasks that need to be
carried out to ensure that the Windows environment in which AssurelD is used comply with
the requirements of 21 CFR Part 11, for AssurelD ES, and to establish routines for the
backup and recovery of data.

AssurelD Software Administration — This section describes the tasks that need to be
carried out by a Software Administrator, using the AssurelD software. These include:

o Establishing the login type

o Managing users and groups

o Configuring electronic signature points
e Viewing and managing audit trails

An Overview of AssurelD — An introduction to the five main applications: Method
Explorer, Method Editor, Analyzer, Results Browser and Database Tools.

Appendices — There are three appendices that describe the following:
) Configuring TCP/IP communications
e  Administering the PerkinElmer security server Windows user account

) Enhanced Security Settings provided by the security server configuration utility

Further Information

For more detailed information on using AssurelD software, access the on-screen help by
selecting the Contents and Index option from the Help menu.

For more information on your spectrometer, consult the manuals and multimedia tutorials
that come with the instrument.
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Conventions Used in this Manual

Normal text is used to provide information and instructions.
Bold text refers to text that is displayed on the screen.

UPPERCASE text, for example ENTER or ALT, refers to keys on the PC keyboard. “+” is used
to show that you have to press two keys at the same time, for example, ALT+F.

All eight digit numbers are PerkinElmer Part numbers unless stated otherwise.

Notes, Cautions and Warnings

Three terms, in the following standard formats, are also used to highlight special
circumstances and warnings.

NOTE: A note indicates additional, significant information that is provided with some
procedures.

We use the term CAUTION to inform you about situations that could result
CAUTION inserious damage totheinstrument orotherequijpment. Details about
these circumstances are in a box like this one.

We use the term WARNING to inform you about situations that could result
inpersonal injury to yourself or other persons. Details about these
circumstances are in a box like thisone.

WARNING

Folder Names

In this guide we use the term “C:\Program Files” to represent the name of the top-level
folder location used to store software programs. In practice, this name will vary depending
upon your operating system and your locale.

For example if you have a Windows 7, Windows 8 or Windows 10 operating system,
because AssurelD runs as a 32-bit application, on 64-bit systems the folder name will be
C:\Program Files (x86).
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PC Requirements

The following pages detail the hardware and software requirements for the PC that will run
the AssurelD software and communicate with the instrument. To ensure successful
installation of the software, please check these requirements before starting the installation.

Hardware Requirements

The PC you install the software on must meet the following minimum specification:
o Intel® Pentium 4, 1.6 GHz processor.

e Atleast 1 GB of Random Access Memory (RAM).

o The capability of displaying at least High Color (16 bit) at 1280 x 1024 (normal) or
1280 x 900 (widescreen).

) 40 GB Hard disk with at least 1 GB free space as an NTFS drive.

NOTE: We have locked the system into using an NTFS drive because the alternative FAT32
file system doesn’t provide enough protection at a folder and file level to ensure that
users and groups of users cannot delete or amend data files, while at the same time
being able to create new data files.

. CD-ROM drive.

o Ethernet network connection (for Frontier FT-IR, Spectrum 100N, and Spectrum 400
Series instruments).

e A keyboard and PS/2®-style mouse.
Software Requirements
Operating System

This software requires that either Windows® 7 Professional (32-bit or 64-bit), or
Windows® 8.x Pro (32-bit or 64-bit) , or Windows® 10(32-bit or 64-bit) operating system
is installed on the PC before you install AssurelD.

NOTE: It is important to note that you must be logged on at Administrator level on Windows
before installing the software.

Microsoft Service Packs can be downloaded from www.microsoft.com/downloads.
TCP/I1P Communication

To operate Frontier IR Systems, Spectrum Two, Spectrum 400 Series, or Spectrum 100
Series spectrometers, you will need TCP/IP protocols established on the PC (see Appendix 1:
Configuring TCP/IP Communication on page 82). We recommend that you do not install any
software until this has been set up.
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Previous versions of IR Software

We recommend that you purchase a new PC to run the software (see PC Requirements on
page 10). If you are re-using a PC, we recommend that you re-format the hard disk on the
PC (after backing up any important data) and re-install Windows before installing AssurelD.

NOTE: AssurelD ES will not install on a PC that already has installed Spectrum version 3.x,
or later versions of the standard Spectrum software; that is, non-ES versions.

NOTE: If you have AssurelD version 1.0 or version 2.1 already installed, you should backup
your databases and then un-install before installing the latest version of AssurelD.
You can use the data migration tool to migrate the data to the new database. See

Using Database Tools on page 28 for further information.
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Installing AssurelD Software

NOTE: We strongly suggest you read the hardware and software requirements given in
AssurelD PC Requirements, starting on page 10, before attempting to install your
software.

NOTE: Before installing the software, we recommend that you read and print the release
notes (AssurelD Release Notes.rtf or AssurelD Release Notes.pdf), which can be
found in the Documentation folder of the AssurelD CD, because they contain
important information that may not be in this Administrator’'s Guide or the on-screen
help.

NOTE: To read pdf files you will need Adobe Reader version 5.0 or later. An installation of
Adobe Reader is available on the Software Utilities CD.

NOTE: You must be logged on to Windows as an Administrator before installing the
software.

The AssurelD CD contains an Installation Wizard to help you install the correct software on
your PC.

1. Place your AssurelD CD into your CD drive.

2. |If the installation program does not start automatically, start the program setup.exe
located in the root folder of the CD.

The InstallShield Wizard starts.

InstallShield Wizard

g Preparing to Install...
3 3 AszzurelD Setup iz preparing the InstallShield Wizard, which

will guide you through the program setup process. Pleaze
wait,

Configuring *Windows Installer

Cancel

If you have a previous version of the AssurelD software installed, you will be required
to uninstall AssurelD. Select Remove and then click Next to uninstall the software. Do
not attempt to repair the software as this will result in an error.
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When the installer is ready, the Welcome dialog is displayed.

i% AssurelD - InstallShield Wizard [2|

Welcome to the InstallShield Wizard for
AssurelD

The InstallShield(R) Wizard will install AssureID on your
computer, To continue, click Mext,

< Back ek = ] [ Cancel

Click Next.
The License Agreement page is displayed.

i AssurelD - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

The program furnished herewith is licensed by PerkinElmer to customers for their - &
use only on the terms and conditions set forth below. Clicking ‘Next’ indicates your =
acceptance ofthese terms and conditions.

¥

1.0 DEFINITIONS

1.1 “"Licensed Program™ shall mean any Object Code supplied by LICENSOR
under this License.

1.2 "Use” shall mean the copying of any portion of Licensed Program from a
storage unit or media into a machine, for processing of the machine instructions or

(%) I accept the terms in the license agreement

()1 do not accept the terms in the license agreement

< Back ” Mext = ] [ Cancel
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4. Read the license and if you accept the terms, select that option and then click Next.
You will then be asked which type of installation you would like.

i AssurelD ES - InstallShield Wizard

Product Selection

Select the package you would like to install:
" Full Tnskall
" anakyzer Package

" Results Browser Package

' Raman Package

Enter the License Number For your chosen package:

InstallStisld

Mext = I Cancel

5. Select the package you would like to install.
The options are described below.

Full Install

Installs Method Explorer, Method Editor, Analyzer, Results Browser and Database Tools.
This option is suitable for installations where Method Developers develop methods for
use by analysts.

Analyzer Package

Installs Method Explorer, Analyzer, Results Browser and Database Tools. This option will
be suitable for installations where Analysts will analyze samples and validate
instruments.

Results Browser Package

Installs Method Explorer, Results Browser and Database Tools. This option will be
suitable for installations where Managers will view, review and approve results.

Raman Package

A full installation, but without IR-specific items. Suitable for Raman analyses where
Method Developers will develop methods using a Raman Experiment (.rex) file and
analysts will obtain sample data using a Triggered Fiber Optic Probe. Offline Raman
analyses, in which all data will be obtained from disk files, are also supported.
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Enter the software license number printed on the certificate provided and then click
Next.
The Ready to Install page is displayed.

iz AssurelD - InstallShield Wizard

Ready to Install the Program ‘ ." |

The wizard is ready to begin installation,

Click Install ko begin the installation,

IF vou wish to exit the wizard, click Cancel,

[ < Back ” Install ] [ Cancel

Click Install to begin installing AssurelD.
The Installing AssurelD page is displayed, which informs you of the status of the
installation.

i AssurelD ES - InstallShield Wizard

Installing AssurelD ES ‘ ol |
The program features are being installed. T |

= Flease wait while the InstallShield Wizard installs AssurelD ES. This may take
several minutes,

Status;

( J

If you have already installed PerkinElmer software that contains the PerkinElmer
security component on the PC, the following message is displayed. Click OK.

Security Manager,

"f ‘fou are about ko reqgister a new application in an existing Security database,

‘ou must login as a PerkinElmer Security administrator to perform this action,
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The PerkinElmer Login dialog is displayed.

PerkinElmer Login

.‘—_-_{3 Enter your user name and password.,

User name

Password

I Ok H Cancel ]

Log in as a PerkinElmer Software Administrator.

Use the Administrator User name and Password that you use for the PerkinElmer
software that is already installed on the PC.

When the installation is complete, the InstallShield Wizard Completed page is displayed.

& AssurelD - InstallShield Wizard X

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed AssurelD,
Click Finish ko exit the wizard,

8. Click Finish.
The restart dialog is displayed. You now have to restart your PC.

i2 AssurelD ES Installer Information X

‘fou musk restart your svstem For the configuration
changes made to AssurelD ES ko take effect, Click Yes
ko restart now or Mo if wou plan to restart laker,

9. Click Yes to restart your PC immediately, or No if you want to restart your PC later.
The installation is now complete.
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Migrating from Earlier Versions of AssurelD

Security Manager Database

The Security Manager database schema has changed since AssurelD version 1.0 and cannot
be used with AssurelD version 4 or later. A new database must be created when installing
AssurelD 4.x.

NOTE: The user names of Analysts and Developers are recorded in the method and results
databases and do not rely on the Security Manager database for reference.

The Security Manager database schema has also been changed since AssurelD 2.x. However,
this database can be used directly with AssurelD 4.x. Use Register Database in Database
Tools if you would like to use your AssurelD 2.x Security Manager database. The AssurelD
2.x database will be automatically updated the first time it is accessed by AssurelD 4.x.

AssurelD Databases

The AssurelD method and result database schemas have changed since AssurelD
version 1.0. AssurelD 1.0 databases can be migrated to AssurelD 4.x using Migrate
Database in Database Tools.

For further information on how to use Database Tools, see Using Database Tools on page 28.
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Logging in to AssurelD for the FirstTime

During the installation of AssurelD a number of user names are created automatically, as
follows.

Logins for AssurelD ES

The default passwords for the five default user groups in AssurelD ES are the same as the
name of the group in lower case, as follows:

Login Name

Password

Group Membership

Administrator

administrator

Administrators

Developer developer Developers
Approver Approver Approvers
Analyst Analyst Analysts
Supervisor supervisor Supervisors

You should immediately change these passwords to stop any unauthorized access to the

software.

Further information about these groups is given in Pre-defined groups in AssurelD ES on

page 35.

NOTE: We recommend that you immediately create a second Administration level login for

emergency use in case of a problem with the primary Administrator.

Logins for AssurelD (Standard)

The default passwords and Group membership for the two default users in AssurelD are as

follows:

Login Name

Password

Group Membership

Administrator

administrator

Administrators

Analyst

analyst

Users

You should immediately change these passwords to stop any unauthorized access to the

software.

Further information about these groups is given in Pre-defined groups in the Standard

version of AssurelD on page 36.

NOTE: We recommend that you immediately create a second Administration level login for

emergency use in case of a problem with the primary Administrator.
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Overview

Someone trained as a Windows Administrator should control the PC that the AssurelD is
installed on. They will be responsible for all Windows user/password settings; and in the
Enhanced Security version they will also be responsible for Auditing and NTFS file security.

NOTE: End users (that is, people using the software and instruments to collect data) should

run as Windows Users, never as Windows Administrators.

The Windows Administrator should:

>

Set up password and user name policies according to the company’s internal security
policy.

It is possible for users to login to AssurelD using their Windows User Name and
Password instead of having a separate AssurelD User Name and Password. See Sefting
up Windows Login on page 31 for further information about setting this up.

In the Enhanced Security version of AssurelD, they should also:

Ensure that appropriate backup procedures are in place for data files and databases, as
discussed in File and Database Backups on page 21.

Manage the PKIUsers group. For details, see Administering the PKIUsers Group on
page 23.

Ensure that users only have access to folders and files that they need access to. This
includes network drives.

Setup the Start menu so that the users can only access applications that they need.

Make sure that users are prevented from deleting or appending any (by using the
security features in NTFS) files in the file locations where data is saved.

Use the Windows auditing features to track login attempts or attempts to delete files.

Consider whether to set up a password protected screen saver to guard against
unauthorized use of the system when unattended.
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File and Database Backups

It is essential that backups of key files and databases are taken regularly, to secure data in
the event of computer failure or accidental loss or damage. The following folders (including
sub-folders) should be included in a back-up schedule.

o C:\ProgramData\PerkinEImer\AssurelD (Windows 7 and 8 and 10) — This folder
contains the database of methods and the database of analysis results.

) C:\ProgramData\PerkinEImer\Security System (Windows 7 and 8 and 10) — This
folder contains the database of users.

) C:\Program Files (x86)\PerkinElmer\AssurelD\Workflow Templates (Windows 7 and 8
and 10) — This folder contains sub-folders that hold files required to run the analysis
workflows.
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Windows Login Security

During installation of the software, folder and file security permissions are automatically set
so that AssurelD can run on an NTFS system under the Windows operating system. The
Windows administrator should review these settings and consider whether further changes
are required.

The Windows Administrator account is a member of the Administrators group, and this gives
the administrator full access to the whole system, including the ability to delete and rename
files, run any application, and change user and file/folder permissions.

The Windows User account provides a minimum set of permissions for someone to run the
software and use the instrument.

NOTE: Being logged on as a Windows Administrator gives full read/write permissions to the
system. To avoid negating the 21 CFR Part 11 compliance required in an Enhanced
Security environment, end users (individuals using the AssurelD ES software to
collect data) should run as Windows Users, never as Windows Administrators.
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Default Windows Groups and Accounts

The installation of AssurelD sets up the following default Windows groups and accounts:

o PKIUsers group — This group is used to set permissions on files, folders and registry
entries required for AssurelD to work correctly. See below for details of how to
administer this group.

o 21CFR_Admin group — A group used for Windows login functionality. This containsthe
Windows Administrator account, 21cfr, used by Windows login functionality to
authenticate Windows user names and passwords.

) PEService — A Windows Administrator account for use by PerkinElmer Service Engineers.

NOTE: It is recommended that the Administrator sets up different groups and accounts
according to the company requirements, following standard procedures, and deletes
the standard accounts, or as a minimum, changes the passwords. This could be a
way for an unauthorized person to access the system, if the default accounts are left
unchanged (see Appendix 2: Administering the PerkinElmer Security Server Windows
User Account on page 92).

Administering the PKIUsers Group

The Windows user group PKIUsers is created by AssurelD during installation. This group is
used to set permissions on files, folders and registry entries for AssurelD to work correctly.
All users of AssurelD must be members of the PKIUsers group on their local PC.

NOTE: If the AssurelD login type is set to Windows Login, users may also need to be made
members of a separate Windows Login group. See Setting up Windows Login on
page 31.

The PKlUsers group initially contains the global user, “Everyone”. However, to provide
security, the Windows Administrator should identify the individual Windows users who are to
be allowed to use AssurelD, add them to this group, and then remove “Everyone”.

To add users to the PKIUsers group on a local PC, follow the steps described below.

1. Log in to the PC as a Windows Administrator.

2. On the Control Panel, select
Administrative Tools > Computer Management (Windows 7 and 8).

The Computer Management dialog is displayed.
3. In the left-hand panel, click Local Users and Groups.

4. In the right-hand panel, double-click the Groups folder to see the list of available
Groups on the PC.

5. Double-click PKIUsers.
The PKIUsers Properties dialog is displayed.

6. To add a user to the Group, click Add.
The Select Users, Computers, or Groups dialog is displayed.
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7. To select a user from a different location (domain), click Locations and then select the
required location for the user you want to add.

Click OK.

8. Enter the name of the user in the Enter the object name to select field and then click

Check Names.

Clicking Check Names validates the name on the specified domain.

NOTE: To add more users, repeat steps 6-8.

9. Once you have added all the required users, click OK.
The Select Users, Computers, or Groups dialog is closed and the user is added as a

member to the PKIUsers Properties dialog.

10. Click OK and then close all the Control Panel dialog boxes.

Administering PKIUsers When Using AssurelD Across

a Network

If AssurelD is to be used across a network, with a single, shared, security database, the
Windows Administrator should create a user group on an accessible domain, and add users
to that group. This domain group should then be added to the local PKIUsers group on each

PC where the software is to be used.

NOTE: For further information on using AssurelD across a network, see Sharing the
PerkinElmer Security Database Across a Network on page 27.

File Permissions

Members of the PKIUsers group are given the following permissions for the folders used by

AssurelD.

Folder

Permissions

C:\ProgramData\PerkinEImer\Security
System (Windows 7 and 8 and 10)

Create Files, Create Folders, Read/Write
Attributes, No delete.

C:\ProgramData\PerkinEImer\AssurelD
(Windows 7 and 8 and 10)

Create Files, Create Folders, Read/Write
Attributes, No delete.
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Folder Permissions

C:\ProgramData\PerkinElmer\Reference All Permissions

Data (Windows 7 and 8 and 10)

NOTE: All sub-folders automatically inherit these permissions.
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Windows Auditing

Within the Windows NTFS file system it is possible to audit activities carried out on folders or
files. This allows the Windows Administrator to keep a log of which user is accessing what
data, and whether this is failing or succeeding.

For example, it is possible to set auditing of the folder where the data files are stored, and
monitor attempts to delete files.

NOTE: Audit logs can get very large, and occupy a lot of disk space, if not set up and
managed carefully.

Login auditing is also available within Windows to monitor access to the system. For
example, this may be used to look for failed attempts to log in. Login auditing can be set
from the Control Panel by selecting Audit Policy.
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Sharing the PerkinElmer Security Database
Across a Network

If you have multiple installations of PerkinElmer software that use the Security Database, you
should consider whether to share the database across a network.

The advantages of sharing the database are:

[

PerkinElmer User names and Passwords are global, and so can be re-used with multiple
products.

The security policies for all PerkinElmer applications using the security system can be
consistently applied.

The Audit Trails and Login History are located in one database.
Network file storage is typically more reliable than PC hard disk storage.

Backups might be easier to manage as they can be incorporated into your company’s
IT-based backup process.

However, if the network is not reliable it might be better to keep the database on the local

PC.

When AssurelD is installed, the Security Database is installed on the local PC. You can use
Database Tools to create a new database on the network, or register with an existing
database on the network. For instructions see the Database Tools Help.
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Using Database Tools

There are three types of database used in AssurelD:

Method Repositories — Store the methods as set up by the Method Editor and are
accessed by the Method Explorer.

Result Stores — Hold the results of analyses and instrument validations completed through
the Analyzer and are accessed by the Results Browser.

Security Database — Holds the information required for logins and is accessed by the
Administration tools.

The Database Tools utility allows you to manage these databases.

1. Select Database Tools from the AssurelD group in the PerkinElmer Applications
under Programs on the Start menu.

The Database Tools login dialog is displayed.

2. Enter your User name and Password and then click OK.
You must be an AssurelD Administrator to use Database Tools.
The Database Tools application is started.

3. Select the required type of database by clicking on the icon in the left panel.

The list of available databases of that type is displayed. The currently active database is
indicated by a tick in a green circle .

The database tools available depend on the type of database selected.

4. Click the button for the database tool required:

Set Active Database — Sets the selected database to be the active one.
Compact Database — Compacts the files to free up disk space.
Create Database — Creates a new database.

Register Database — Enables you to connect the PC to a database already in
place on a network.

Check Database — Checks to see if a database has been tampered with or is
corrupted.

Migrate Database — Migrates a database from version 1 of AssurelD to work
with the current version of the software.

Un-Register Database — Enables you to remove a database from the list of
available databases. The database is not deleted from the hard disk on the PC.
You cannot un-register the currently active database.

NOTE: All of the options are available for the Method Repositories and Result Stores. The

Security Database only has the Compact Database and Register Database options.




AssurelD Software
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30. AssurelD Administrator’s Guide

Overview

The AssurelD Software Administrator has privileges to set up and maintain the security of
the AssurelD software and, for AssurelD ES, ensure technical compliance to 21 CFR Part 11.
To do this, the Software Administrator is required to:

Define how users login to AssurelD, see AssurelD Login Types on page 31.

Administer the database of users, including adding new users and setting their group
assignments. See Creating New AssurelD Userson page 37 and Assigning New Users to
AssurelD Groups on page 39.

In the Enhanced Security version of AssurelD, they should also:

Define the Signature Points in the software, see Configuring Electronic Signature Points
on page 40.

Track the Login History, see Viewing the Login History on page 42.

Track the Audit Trail, see Viewing the Audit Trail on page 43.

NOTE: The AssurelD Administrator does not need to be a Windows Administrator, they can

be a Windows User if required.

NOTE: It is important to remember that the Software Administrator assigned to administer

the AssurelD software will automatically have the permissions required to administer
any other PerkinElmer applications that have been installed and which use the
PerkinElmer Security system.

In the same manner, user names are global; that is, a user name assigned to one
PerkinElmer application is automatically made available to all other PerkinElmer
applications.

However, although administrators and users are global in nature, groups and
instruments assigned to the software are application specific.
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AssurelD Login Types

There are three ways to login to AssurelD. The AssurelD Administrator is responsible for
determining which login type is used.

) PerkinElmer Login

This involves creating a User Name and Password for each AssurelD user, in addition to
the Windows login on the PC.

e  Windows Login

This allows Windows users to login to AssurelD using their Windows User Name and
Password instead of having a separate AssurelD User Name and Password.

) No Passwords Login (AssurelD Standard version only)

This allows users to login to AssurelD by selecting their User Name from a drop-down
list in the Login dialog. No Password is required.

NOTE: Changing the login type within AssurelD will automatically change the login type for
all other PerkinElmer software installed on the same PC.

Setting up PerkinElmer Login

When AssurelD is installed, it is set to PerkinElmer Login by default. This login type is ideal
when users do not have individual Windows accounts, and log in to Windows systems using
common or generic user names.

When PerkinElmer Login is used, the Software Administrator can create user names and
passwords specifically for AssurelD.

To setup the AssurelD users and groups go to Creating New AssurelD Users on page 37.
Setting up Windows Login

Windows Login is appropriate if your users all have individual Windows user names (either on
a Windows domain, or locally on the PC) and you want to use the same user names and
passwords when running AssurelD.

When you set the AssurelD login type to Windows Login, you must specify the name of a
Windows group whose members are to be allowed to use the Windows Login facility. By
default this is the PKIUsers group on the local PC, created when the software was installed.

However, if appropriate, the Windows Administrator can create an alternative group,
containing details of users who are to be allowed access using Windows Login. The software
will then only allow members of the specified Windows group, who are also members of the
PKlUsers group on the local PC, to access AssurelD. For further details, see Administering
the PKIUsers Group on page 23.

NOTE: All members of the Windows Login group must be members of PKIUsers on the local
PC.
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Depending on your company’s security policy, you should consider whether to replace the
default Windows Administrator account called 21cfr. This account is used by the Windows
Login functionality. For a description of how to create a new account and then change the
password, see Appendix 2: Administering the PerkinElmer Security Server Windows User

Account on page 92.
To set the AssurelD login type to Windows Login, follow the steps described below.

1. From within the Method Explorer, select Administration from the Tools menu.
A sub-menu is displayed.

2. Select Setup Users and Groups.
The dialog opens at the Users tab.
3. On the Password Control tab, change the Login Type to Windows Login.
Users and Password Control §|

Users | Password Control

Login &Type
PerkinElmer Login v
PerkinElmer Login

() Password expires after (days) 42 2

Minimum password age
() allows changes immediately
(&) allow changes after (days) 1

4

Minimum password length

) allow blank password
(%) At least (charackers) &

4

Password unigueness

() Do not keep password history

4

(&) Number of passwords to remember 24

@ [ Ok ] [ Cancel ]
The Load Windows Users dialog is displayed.

Load Windows Users

The Security Manager is about to update the users list from the
Windows group specified below,

Press QK to continue, or Cancel to stop processing.
Domain
LASSGEMLDE2Z (this computer) w

GEroup
PKIUsers

o4 |[ Cancel ]

4. If appropriate, select the Domain and Group containing the Windows users you want to
be able to access the software.

The default is the PKIUsers group on your local PC.
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5. Use the drop-down to select the user who is to be the PerkinElmer administrator and
then click OK.

Choose Administrator

There are no Windows users currently defined as PerkinElmer
administrators for Windows Login mode,

Select a user from the drop down list below,

Usernarme

6. Click OK again to close the Setup Users dialog.
7. Exit the AssurelD software.

At this point, the login type is set to Windows Login, but only one user (the administrator)
has access to the software. The administrator must log back into AssurelD to configure all
the other users who need access to the software.

Additionally the administrator does not yet have permission to access instruments from
AssurelD software.

The steps below describe how to set up your remaining users and configure your
administrator.

1. Start the AssurelD software and log in using the administrator login.

2. From the Tools menu select Setup Users and Groups.

On the Users tab, the Name drop-down contains all the users who are members of the
Windows Login group. Each of these users will need to be given appropriate
PerkinElmer software access.

Users and Password Control r5_<|

Users | Pazsword Control

User

Update users
Group membership
Available groups for user User is a member of
Users Administrators

@ Ok ] [ Cancel
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— Any user required to be an Administrator in PerkinElmer software will need to be
in the Administrators group. We recommend that at least two users are set up
as administrators, for emergency use.

— Any user requiring access to AssurelD software, including Instrument Access,
needs to be a member of the Users group. In AssurelD ES they need to be
either Supervisors or Analysts.

3. Select each user in turn from the Name drop-down and configure them appropriately.

4. When you are finished, click OK.

Users should now have access to AssurelD software.

Setting up No Passwords Login (AssurelD Standard
version only)

Outside 21 CFR Part 11 compliant environments, where security and audit trails are not
important, you can use No Passwords Login (AssurelD Standard version only). This involves
each user logging in to AssurelD by selecting their User Name from a drop-down list in the
PerkinElmer Login dialog. No Password is required.

To set the login type to No Password login:

1. From within the Method Explorer, select Administration from the Tools menu.
A sub-menu is displayed.

2. Select Setup Users and Groups.
The dialog opens at the Users tab.

3. On the Password Control tab, change the Login Type to No Passwords Login.

4. Click OK.
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Managing Users and Groups

A user’s access to functions within the AssurelD software depends on the permissions set by
the Software Administrator. Part of the planning process for establishing AssurelD ES within
a 21 CFR Part 11 compliant environment must be to plan the permissions allocated to the
users and groups that best fit the company’s working procedures.

Each user of AssurelD is assigned to one or more user groups. Each group is able to perform
operations such as acquiring data or approving results, as defined by the permissions
allocated to that group by the Software Administrator.

NOTE: Only a person who is a member of the Administrators group is able to setup Users
and Groups.

Managing users and groups involves:
o Understanding the pre-defined groups. See Pre-defined Groups on page 35 for details.

) Creating new users and assigning them to groups; see Creating New AssurelD Users on
page 37 and Assigning New Users to AssurelD Groups on page 39.

For details of other user administration activities such as managing user passwords, disabling
user access, and what to do if a user is locked out, see the on-screen Help by selecting
Contents and Index from the Help menu in the AssurelD software.

Pre-defined Groups

A number of groups are created automatically during the installation of AssurelD or
AssurelD ES.

Pre-defined groups in AssurelD ES

The following groups are pre-defined in AssurelD ES: Administrators, Analysts,
Developers, Approvers and Supervisors.

NOTE: It is possible to change the group membership of the default users. By default, the
default users are only members of the default group with the same name. For
example, the Analyst user is a member of the Analysts groups, and the Developer is a
member of the Developers group.

NOTE: It is not possible to modify the Administrator Group permissions.
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The following table lists what these groups of users are able to do:

Group Member of the group is able to:

Administrators | The Administrator is only able to perform Administration tasks. This includes
setup new users, create new groups and define signature points.

Analysts Run methods and view results.

Developers Read methods, develop methods, delete methods and folders, copy and
move methods, configure instruments and accessories, set up and test
instrument validation, and perform instrument validation.

Approvers Read methods, copy and move methods, approve methods, view results and
approve results.

Supervisors Read methods, delete methods and folders, copy and move methods, and
view results.

For more information on configuring users and groups see the on-screen help by selecting
Contents and Index from the Help menu in the AssurelD Method Explorer.

Pre-defined groups in the Standard version of AssurelD
The following groups are pre-defined in AssurelD: Users and Administrators.

The following table lists what these groups of users are able to do:

Group Member of the group is able to:

Administrators | Administrators are only able to perform Administration tasks. This includes
setup new users and passwords.

Users Users are able to perform all tasks except setup new users and passwords.

For more information on configuring users and groups see the on-screen help by selecting
Contents and Index from the Help menu in the AssurelD Method Explorer.
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Creating New AssurelD Users

Each person using AssurelD must be setup as a user by the AssurelD Administrator.

For PerkinElmer Login Type

To define new User names and Passwords:

1.

From within the Method Explorer, select Administration from the Tools menu.
A sub-menu is displayed.

Select Setup Users and Groups.

In the Enhanced Security version of AssurelD, the Users, Groups, Password Control and
Summary dialog is displayed. In the Standard version of AssurelD, the Users and
Password Control dialog is displayed.

Select the Users tab and then click New.
The New User dialog is displayed.

Enter the User name, Full name, Password, and repeat the Password in the
Confirm password entry field.

The Password is case sensitive. It can consist of letters, numbers and single spaces
only.

Select Enabled if you want the user to be able to login or Disabled if you do not want
them to be able to login at the current time.

If Enabled is selected, select User must change password at next login to force the
user to change their password when they first log in.

In the Enhanced Security version of AssurelD, User must change password at next
login is always selected when creating a new user, forcing them to change their
password the first time they log in.

Click OK.
The Name drop-down list is updated with the new user.

Add the user to a group, to allow access to the software.
See Assigning New Users to AssurelD Groups on page 39 for details.
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For Windows Login Type

To create a new user for the AssurelD software within a Windows Login environment, follow
the steps described below.

NOTE: Before you start, a Windows Administrator must have created the new Windows user
and added that user to both the PKIUsers group and, if appropriate, to the group
defined for Windows Login users. See Administering the PKIUsers Group on page 23
and Setting up Windows Login on page 31, for details.

1. Login to Method Explorer as an AssurelD Administrator.

2. Select Administration from the Tools menu.
A sub-menu is displayed.

3. Select Setup Users and Groups.

In the Enhanced Security version of AssurelD, the Users, Groups, Password Control and
Summary dialog is displayed. In the Standard version of AssurelD, the Users and
Password Control dialog is displayed.

4. Select the Users tab and then click Update Users.
The new user will now be able to login to AssurelD.

5. Add the user to a group, to allow access to the software.
See Assigning New Users to AssurelD Groups on page 39 for details.

For No Passwords Login Type (AssurelD Standard version only)

1. From within the Method Explorer, select Administration from the Tools menu.
A sub-menu is displayed.

2. Select Setup Users and Groups.

In the Enhanced Security version of AssurelD, the Users, Groups, Password Control and
Summary dialog is displayed. In the Standard version of AssurelD, the Users and
Password Control dialog is displayed.

3. Select the Users tab and then click New.
The New User dialog is displayed.

4. Enter the User name and Full name.

5. Select Enabled if you want the user to be able to login or Disabled if you do not want
them to be able to login at the current time.

6. Click OK.
The Name drop-down list is updated with the new user.

7. Add the user to a group, to allow access to the software.
See Assigning New Users to AssurelD Groups on page 39 for details.
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Assigning New Users to AssurelD Groups

New users must be assigned to one or more AssurelD groups. Each group is given access to
particular applications and functionality within the AssurelD software package, for example
Administrators can access Method Explorer but cannot access Analyzer. Within these
applications, users are able to perform specific operations such as “Perform instrument
validation” or “Develop methods” as defined by the AssurelD Administrator. If necessary, a
group can be created for each user such that each user has their own specific set of access
permissions.

To assign users to AssurelD group(s):

1. From within the Method Explorer, select Administration from the Tools menu.
A sub-menu is displayed.

2. Select Setup Users and Groups.
The Users, Groups, Password Control and Summary dialog opens at the Users page.

3. Select the user from the Name drop-down list.

4. Select the Group from the list of Available groups for user and then click Add.
The Group is added to the User is a member of list.

5. Click OK to close the Users, Groups, Password Control and Summary dialog and apply
the changes.

NOTE: When using the Windows Login, at least one user must be assigned Administrator
rights. If not, it will not be possible to exit the software. This Administrator account
replaces the default account which is disabled.

NOTE: If a user is not added to at least one group, an error message will be displayed when
they try to log in informing them that they do not have access to the application.
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Configuring Electronic Signature Points

NOTE: Signature Points are only available in the Enhanced Security version of AssurelD.

An electronic signature as defined by 21 CFR Part 11 means a computer data compilation of
any symbol or series of symbols executed, adopted, or authorized by an individual to be the
legally binding equivalent of the individual's handwritten signature.

A Signature Point is a point in the software that requires a signature. The Signature Points in
AssurelD are pre-defined. For example, one Signature Point is Lock Method, so when a
method is locked it requires a Signature and a dialog automatically appears. The user has to
enter their User name and Password. They may also be able to add additional comments if
this option has previously been selected by the Administrator.

The Signature Points within the software are:

Software Area Signature Point
Method Explorer Save Instrument Validation
Method Editor Save Method

Lock Method
Approve Method

Analyzer Save Results
Save IPV Results

Results Browser Approve Results

The Administrator is able to define the settings (that is, whether a signature and comments
are required) for each Signature Point individually or apply the same settings to all Signature
Points.

A Signature Point will only require an action if Signature required and/or Prompt for
comments is selected. Otherwise, the software will ignore the Signature Point and the user
will not be prompted for a signature and/or comments.

To define the settings for each Signature Point:

1. From within the Method Explorer select Administration from the Tools menu and then
select Signature Points from the sub-menu.

The Signatures dialog is displayed.
2. Select the Signature Point Name from the drop-down list of available names.

3. If a Signature is required for a Signature Point, select Signature required.
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If you want the user to be able to add comments if required, select Prompt for
comments.

NOTE: Signature required and Prompt for comments are independent of each other. It is

possible to select a signature point that requires only one or both of these options.

5.

Repeat steps 2 to 4 for each Signature Point Name.

To define the same settings for each Signature Point:

1.

From within the Method Explorer select Administration from the Tools menu and then
select Signature Points from the sub-menu.

The Signatures dialog is displayed.

To define the same settings for all Signature Points, click Update All.
The Update All Signature Points dialog is displayed.

Select either All Points require a signature, No Points require a signature, orDo
not change the current settings.

If Do not change the current settings is selected, the settings selected for each
Name will apply.

Select either All Points require a prompt, No Points require a prompt, or Do not
change the current settings.

If Do not change the current settings is selected, the settings selected for each
Name will apply.

Click OK.

The Update All Signature Points dialog closes and the Signatures dialog is
re-displayed.
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Viewing the Login History

| NOTE: Login History is only available in the Enhanced Security version of AssurelD.

The Login History can only be viewed by users who are members of the Administrators
group.

1. From within the Method Explorer select Administration from the Tools menu and then
select View Audit Trail from the sub-menu.

The Login History and Audit Trail dialog is displayed.

2. Select the Login History tab.

The login history is displayed. This details every login attempt, since the history was last
cleared, by:

. Full Name
. User Name
o Computer

o Status — OK indicates that the user logged in with the correct password, Failed
indicates that a login was attempted with an incorrect password.

) Logged In — Date and time.

Logged Out — Date and time.

NOTE: If a non-existent User Name is entered during login a failed login attempt is recorded.
Not Found is entered in the Full Name field of the Login History, and the incorrectly
entered User Name is also recorded.

NOTE: The only limit to the size of the Login History is the amount of disk space, but we
recommend that all audit trails are regularly reviewed and archived to save disk
space.

The Login History can be printed and exported as a comma-separated values (.csv) file,
which can be opened, for example, in Microsoft Excel.
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Viewing the Audit Trail

| NOTE: Audit Trails are only available in the Enhanced Security version of AssurelD.

The Administration Audit Trail records all changes to security settings in compliance with
21 CFR Part 11. All changes to users, groups and password settings are recorded.

1. From within the Method Explorer select Administration from the Tools menu and then
select View Audit Trail from the sub-menu.

The Login History and Audit Trail dialog is displayed.

2. Select the Audit Trail tab.

The audit trail is displayed. For each change recorded, the following information is given
in the Audit Trail:

o Function — The item that was changed, for example, Add New User.

o Previous Value — The state of the item before it was changed.

e  Current Value — The new state.

o Full Name — The full name of the user who made the change.

. User Name — The login user name of the user who made the change.

. Computer — The name of the computer from which the change was made.
. Date Modified — The date and time of the change.

The Audit Trail can be printed and exported as a comma-separated values (.csv) file, which
can be opened, for example, in Microsoft Excel.
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An Overview of AssurelD
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Overview of AssurelD

AssurelD is a PerkinElmer software package that compares spectra against reference data to
check the acceptability of materials. Qualitative and quantitative analyses can be performed.

For IR analyses, the AssurelD software suite can be used with Frontier IR Systems,

Spectrum Two, Spectrum 400 Series, Spectrum 100 Series, Spectrum One and

Spectrum One NTS spectrometers; see Using AssurelD with FT-MIR and FT-NIR Instruments
on page 49 for details.

For Raman analyses, the AssurelD software suite can be used in conjunction with a Raman
Fiber Optic Probe. See Using AssurelD with a Raman Triggered Fiber Optic Probe on page
50.

Offline working, for both Raman and IR analyses, is also supported, allowing spectra (both
sample and reference spectra) to be imported from files; see Using AssurelD Without an
Instrument on page 51.
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Starting AssurelD Applications

There are five AssurelD applications. These are Method Explorer, Method Editor, Analyzer,
Results Browser and Database Tools. Method Editor is started from Method Explorer. The
applications available will depend on the type of installation. For example, if you have the full
installation all the applications will be available, but if you have the Results Browser installer
you will only have the Method Explorer, Results Browser and Database Tools applications.

Using PerkinElmer Login

1. To start an AssurelD application, from the Start menu select Programs, PerkinElmer
Applications and then the relevant application from the AssurelD group.

The PerkinElmer Login dialog is displayed.

PerkinElmer Login

.‘—_na Enter wour user name and password,

User name

Password

2. Enter your User name and Password as set up by the AssurelD Administrator.
See Logins for AssurelD ES , and Logins for AssurelD (Standard) on page 18 for details.

3. Click OK.

If you have appropriate permissions assigned to you (Enhanced Security version of
AssurelD only), the software will start.
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Using Windows Login

NOTE: You can only start AssurelD applications using the Windows Login if this Login Type
has been specified by the AssurelD Administrator. For more information, see Setting
up Windows Login on page 31.

1. From the Start menu select PerkinElmer Applications, then select AssurelD,and
then select the required application.

The Windows Login dialog is displayed.

Windows Login

;n_@) Enter vour user name and
password,
User name
Password
Log on to
|PERKINELMERNET ﬂ
ok | Cancel | Options << |

2. Enter your User name and Password.
If the Log on to field is not displayed, click Options to show the field.

3. Select the required Domain or Local PC (this computer) from the Log on to drop-
down list.

By default, the Domain last logged on to is displayed.

NOTE: If all users are on the same Domain, there is no need to show the Log on to field as
the correct Domain will be listed. It may avoid confusion to users if this field is
hidden. If the Log on to field is shown, click Options to hide it.

4. Click OK.

Using No Passwords Login (AssurelD Standard
version only)

1. From the Start menu select Programs, PerkinElmer Applications and then the
relevant application from the AssurelD group.

The PerkinElmer Login dialog is displayed.
2. Select your User name from the drop-down list.

3. Click OK.
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Using AssurelD with FT-MIR and FT-NIR
Instruments

When you use the AssurelD software as part of a system which has an FT-MIR or FT-NIR
instrument (or a dual-range instrument) attached, you specify the type of instrument and
any accessory when you create a method using the AssurelD Method Explorer New Method
Wizard.

You then configure the instrument and any associated accessory; and specify the instrument
validation required.

Once a method has been created, the AssurelD Method Editor is used to build the method.

This will include:

o Defining instrument settings.

o Using the instrument to collect spectra of materials that will be used to test the identity
of unknown samples subsequently supplied for analysis. Spectra of materials can also

be imported from disk, if required.

) Using the instrument to collect spectra of validation samples that can be used to test
the model. Spectra of validation samples can also be imported from disk, if required.

) Defining the Analysis Workflow.

When a method is run using the AssurelD Analyzer, the Analysis Workflow determines the
activities that must be carried out. Typically, these will include:

) Performing instrument background scans.
) Carrying out system suitability checks.
Then, for each sample:

) Entering sample details.

) Preparing the sample.

) Obtaining sample spectra.

e  Analyzing results and reporting.
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Using AssurelD with a Raman Triggered Fiber
Optic Probe

AssurelD can be used to carry out data acquisition and analysis of samples using a Raman
Triggered Fiber Optic Probe, with the appropriate instrument settings obtained from a .rex
(Raman Experiment) file created using the Spectrum software and referenced as part of the
method.

To do this, you should select the Generic Raman instrument type option, together with a
Trigger Probe as an accessory, when you create a method using the AssurelD Method
Explorer New Method Wizard.

Once a method has been created, the AssurelD Method Editor is used to build the method.

This will include:

) Importing spectra of materials that will be used to test the identity of unknown samples
subsequently supplied for analysis.

o Importing spectra of validation samples that can be used to test the model.

o Defining the Analysis Workflow, including specifying the .rex file that containsthe
required Raman instrument settings.

NOTE: If you are using the Enhanced Security (ES) version of AssurelD, you should consider
storing the .rex files you create for use with AssurelD in a read-only folder.

When a method is run using the AssurelD Analyzer, the Analysis Workflow determines the
activities that must be carried out. Typically, for each sample, these will include:

o Entering sample details.
o Using the probe to acquire a sample spectrum.

e  Analyzing results and reporting.

NOTE: For full details of how to use a triggered fiber optic probe, refer to the Raman
Triggered Fiber Opftic Probe leaflet (L1321887).
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Using AssurelD Without an Instrument

AssurelD can be used to carry out analysis of existing sample spectra, held on disk, without
the use of an instrument. To do this, you specify a Generic instrument type when you create
a method using the AssurelD Method Explorer New Method Wizard.

NOTE: When you create a Generic MIR or Generic NIR method, you are given the option of
selecting an accessory (Shuttle, HATR or UATR in the case of Generic MIR; NIRA in
the case of Generic NIR). Any accessory selection you make here implies the
accessory used when the sample data was acquired.

When you create a Generic Raman method, you are given the option of selecting a
Trigger Probe as an accessory. Selecting the Trigger Probe accessory creates a
method in which sample data will be acquired using a probe, rather than read from
disk files. See Using AssurelD with a Raman Triggered Fiber Optic Probe on page 50.

Once a method has been created, the AssurelD Method Editor is used to build the method.
This will include:

o Importing spectra of materials that will be used to test the identity of unknown samples
subsequently supplied for analysis.

) Importing spectra of validation samples that can be used to test the model.
o Defining the Analysis Workflow.

When a method is run using the AssurelD Analyzer, the Analysis Workflow determines the
activities that must be carried out. Typically, for each sample, these will include:

) Importing the sample spectrum, from disk.

e  Analyzing results and reporting.
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Offline and Online Working

AssurelD allows spectra, both sample and reference data, to be obtained in two ways:

o Online — collecting spectra from an instrument attached to the PC running the AssurelD
software.

) Offline — importing spectral data from a file.
The way in which you obtain data will depend upon:

o Your license type — some licenses allow both collection and import of data; others only
permit data to be imported.

e  Where your license allows both offline and online working, that is both collection and
import, the instrument type selected on the New Method Wizard defines how you will
obtain data. In particular, a range of Generic instrument options have been provided
specifically to enable offline working, with all data imported from files.

NOTE: For UV, only a Generic instrument type is provided. For Raman, a Generic
instrument type is provided; but if a Trigger Probe is selected as an accessory, the
probe can be used to acquire sample spectra using AssurelD Analyzer. See Using
AssurelD with a Raman Triggered Fiber Optic Probe on page 50.

When working with an AssurelD method created for a Generic instrument type, the following
activities are not relevant and will not be included in the method:

o Defining instrument settings.
o System suitability checks.

) Collection of data (only Import options will be provided in the method).
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Method Explorer

The AssurelD Method Explorer is used for managing folders and methods. The Repository
holds your folders, which in turn contain your methods. The folders you see are determined
by your Login, which is defined by the Software Administrator (Enhanced Security version

only).

The Method Explorer screen is divided into six areas:

Menu — 1) Assureltt Method Explorer

L
Toolbar — 1+

alea Method
Panel
Repository J
Tree
p— Information
Panel

| Status Bar

[FOTE: # 7w 3w s o e sy o P anks mpcrtas hare 3 sevabin o on Acmrmivato b v e o parmmstion 1 /]

rady B airtrates | L b

) The menus give you access to the commands available from the Method Explorer,
including the ability to create a new method, select and configure the instrument to be
used, and set up the validation tests.

) The toolbar enables quick access to certain commands.

o The Repository Tree gives you access to the different folders of methods.

o The Method Panel lists the methods in the selected folder on the Repository Tree.
Clicking on a method selects it and it can then be edited using the Method Editor as
discussed on page 75.

o The Information Panel shows a description of the current folder or the description saved
when a selected method was created. It can also give information about what you

should do next and may contain links to the help file.

) The Status Bar displays context sensitive messages and shows who is currently logged
into the system.
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Creating a New Method

NOTE: If you are using AssurelD ES you must have Develop methods permission. If you
are using the standard version of AssurelD you must be logged in with User group
permissions. In both AssurelD and AssurelD ES it is not possible for the Administrator
to create methods.

1. Highlight the folder in the Repository Tree where you want the new method to be saved
once it has been created.

2. Select New and then New Method from the File menu.
The New Method Wizard is displayed.
New Method Wizard 3
EEEIUCH DR \\eicome to the New Method Wizard

New Method Wizard

This wizard helpe you create a new AssurelD method.

}» Introduction
Method Information

It will:

= Alow you to enter a name and description for your method.
* Choose the default analysis conditions based on the instrument,
accesszory, and sample types you choose

To centinue, click Hext.

3. Work through the wizard, making selections as required and then clicking Next to move
to the following page.
When the wizard finishes the Method Editor starts with the new method loaded, which
includes default instrument and pre-processing settings selected based on the
information you provided.

Configuring an Instrument

Before collecting spectra you must add and configure an instrument. If there is only one
instrument of a particular type available, this will be selected as the default instrument.
However, if there is more than one instrument of the same type available (for example, over
the network), you must select the required instrument and set it as the default instrument
for data collection.

NOTE: This function is only relevant if you are using an FT-MIR or FT-NIR spectrometer.

NOTE: If you are using AssurelD ES you must have Configure instruments and
accessories permission. If you are using the standard version of AssurelD you must
be logged in as a member of the User group. In both AssurelD and AssurelD ES it is
not possible for the Administrator to configure instruments.




An Overview of AssurelD . 55

Selecting an Instrument
To select which instrument to use when collecting spectra:

1. From within the Method Explorer, select Configure Instruments and Accessories
from the Tools menu.

A sub-menu is displayed.

2. Select Configure Instruments.
The Instrument Configuration dialog is displayed.

Instrument Configuration gl

Select an instrument type:
|PerkinE Imer FT-MIR ~|

Available instruments:
PerkinElmer: ©93333

W denctes default instrument to be uzed for
selected instrument type

QK | Caticel | Help |

3. Select the instrument type from the drop-down list.

The options are mid-infrared (FT-MIR) and near-infrared (FT-NIR) instruments. The list
of Available instruments is updated for the selected instrument type.

4. Select the instrument to be the default and then click Set as Default.

If only one instrument is listed, it is automatically set as the default. If more than one
instrument is listed, the first instrument in the list is automatically set as the default. If
the first instrument you added was a dual-range spectrometer, this will be the default
for both FT-MIR and FT-NIR. A check mark in a green circle is displayed next to the
default instrument.

5. Click OK to close the dialog.
The selected default instrument will be used when collecting spectra.
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Adding an Instrument

For a particular instrument type you may have access to several instruments across a
network but you may want the user to only have access to one (or a restricted number) of
these. Having the list of Available instruments within the Instrument Configuration dialog
ensures that only the instruments you want to make available are actually available for use
during method development.

To add an instrument to the list of available instruments:

1.

10.

11.

12.

From within the Method Explorer, select Configure Instruments and Accessories
from the Tools menu.

A sub-menu is displayed.

Select Configure Instruments.
The Instrument Configuration dialog is displayed.

Click Add/Edit.
The Instrument Install Wizard is displayed.

Select the New Instrument option and then click Next.
The Instrument Details page is displayed.

Enter the Instrument Name.
This may be any name to distinguish your instrument.

Click Use Factory Default if your instrument is connected directly to the PC. If your
instrument is connected to the network, enter the IP Address and then click Next.

The Test Configuration page is displayed. This automatically tests the connection and
configuration of the new instrument. If any of the tests fail, you cannot proceed.

The installation procedure for a Spectrum Two instrument continues at step 11.

When the Open dialog is displayed, insert the Instrument Configuration Disk that was
shipped with the new instrument.

Navigate to the correct drive and then highlight the configuration file.

Click Open.

When the files have been copied from the disk, Completed is displayed at the bottom
of the page.

Click Next.
The Test the performance of your instrument page is displayed.

Click Skip if you do not want to test the performance of the instrument now, or click
Next if you want to continue with the tests.

The Test Instrument Performance page is displayed. The performance tests start
automatically. The result of each test is indicated as Passed or Failed.

When the tests are complete, click Next.
The Collect ASTM Reference Spectra page is displayed.



13.

14.

15.

16.

17.

18.
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Click Skip if you do not want to collect the spectra now, or click Next if you want to
continue and collect the ASTM spectra.

The Collecting ASTM Reference Spectra page is displayed. The collection starts
automatically. This data is stored as reference spectra at C:\ProgramData\PerkinElmer\
Reference Data (Windows 7 and 8 and 10) to be used when ASTM validation tests are
performed. The outcome is indicated as Passed or Failed.

When the collection is complete, click Next.
The Install Accessories page is displayed.

Click Skip if you do not want to install any accessories now, or click Next if you want to
continue with the accessory installation.

The Testing your accessory page is displayed. The tests start automatically. The result
of each test is indicated as Passed or Failed. If any of the tests fail, you cannot
proceed.

When the tests are complete, click Another Accessory to install another accessory.

Click Next when you do not want to install any more accessories.
The Finish page is displayed.

Click Finish.

The Instrument Install Wizard closes and the new instrument is added to the list of
available instruments.

If you have added an FT-MIR/NIR dual-range spectrometer, it adds to both mid-infrared
(FT-MIR) and near-infrared (FT-NIR) instrument types. If you have added an FT-
MIR/FIR dual-range spectrometer, only a mid-infrared (FT-MIR) instrument type is
added.

Deleting an Instrument

To delete an available instrument:

1. From within the Method Explorer, select Configure Instruments and Accessories

from the Tools menu.
A sub-menu is displayed.

Select Configure Instruments.
The Instrument Configuration dialog is displayed.

Select the instrument from the list of Available instruments and then click Delete.
You are asked to confirm the deletion.

Click Yes.
The instrument is removed from the list of Available instruments.
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Configuring an Accessory

Before collecting spectra you must install and test any accessories. This option should be
used if you purchase a new accessory after installing the instrument.

NOTE: This function is only relevant if you are using an FT-MIR or FT-NIR instrument.

NOTE: To configure accessories you must have Configure instruments and accessories
permission as set on the Groups tab of the Users, Groups, Password Control and
Summary dialog.

1. From within the Method Explorer, select Configure Instruments and Accessories
from the Tools menu.

A sub-menu is displayed.
2. Select Configure Accessories.

3. If you have configured more than one instrument, use the drop-down list to select
which instrument you would like to add the accessory to, and then click OK.

The Instrument Install Wizard is displayed.

4. Click Next.

The Instrument Install Wizard performs tests against all currently configured
instruments.

5. Click Another Accessory if you want to install a new accessory.

6. Click Next if you do not want to install any more accessories.
The Finish page is displayed.

7. Click Finish.
The Instrument Install Wizard closes.
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Setting up Instrument Validation

NOTE: If you are using AssurelD ES you must have Setup and test instrument validations
permission. If you are using the standard version of AssurelD you must be logged in
as a member of the User group. In both AssurelD and AssurelD ES it is not possible
for the Administrator to setup and test instrument validations.

You need to set up the Validation workflow that will run when the Analyst clicks Validate on
the Analysis page of the AssurelD Analyzer, as shown on page 77.

NOTE: This function is only relevant if you are using an FT-MIR or FT-NIR instrument.

1. From the Tools menu within Method Explorer select Instrument Validation, and select
Setup, then select the required validation setup or a New Validation.

2. If New Validation is selected, select the required template and then click Open.
The Validation Setup Property Page is displayed and the setup can be edited.

Instrument Validation - Yalidation Setup Property Page

=1-+_ 7 Instrument Validation
B Introduction
[E] Moise Test
] sbscissa Test
] Ordinate Test

+ EP Tests
+ ASTM Level Zero Tests

] validation Results
B Finish

Current configuration
Marne:

X

|FT-MIF| Walidation with None [cm-1]

Description:

Instiument validation workflow in wavenumbers (cm-1] for FT-MIR instruments.

Frint... Audit Trail..

Impant.. Expant..

Fiun optians

&+ Perform on demand

™ Perform every days, wamn days before expiry.

Cancel | Help |

Once you have set up an instrument validation workflow you can test it from within the
Method Explorer. This runs the validation workflow without saving any results in the Results

database.

»  From the Tools menu, select Instrument Validation, then Test, and select therequired

validation setup.

The validation workflow will run just as the Analyst will see it, but without saving the

results.
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AssurelD Validation |z‘
= Introduction

FT-MIR Validation You are about to perform instrument validation. If an accessory is fitted,
with None {cm-1) please remaove it from the sample compartrnent

Ordinate T

alidation Results
Finish

st > I Cancel

Custom Fields

Analysis Options on the Tools menu enables the Developer to define custom fields that the
Analyst will see as part of the Analysis Workflow. A custom field is a data entry field that is
specific to your analysis requirements. For example, you may want the manufacturer's name
to be included in the information saved when a sample is analyzed.

To do this, you create a custom field that requires the manufacturer's name to be entered.

Custom Data Entry Fields

Add entries for any custom information you wish to collect duiing an analysis.
These fields will be displayed ta the analyst when analyzing a sample.

Drata entry fields:

M ame [Must Enter | Type
1| Manufacturer's name? Text

| 2|Certificate of Analysis? YezMa

Fie-order entries by dragging to the desired position. Changing data entry

fields will effect all methods.

Add Entry | DeleteEntryl
0K I Cancel | Help |

There are two types of custom fields available:
e  Atext field — For example, to enter the manufacturer's name.

. Yes/No selector — For example, for the Analyst to say whether the sample has a
Certificate of Analysis (COA).

The information entered in the custom field(s) is stored along with the result of the analysis
and can be viewed using the Results Browser.
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Printing a Method or Validation Audit Trail

It is not possible to export a Method Audit Trail or a Validation Audit Trail. Instead, the Audit
Trail needs to be printed to a file. This is achieved by installing and selecting a suitable
printer which should be selected from the Printer Setup icon in the Audit Trail window.

There are two possible methods for doing this:

) Printing to a generic text file.

) Printing to an Adobe PDF file.

Printing to a generic text file (txt format)

This is a driver which can be installed to the system from Windows. Printing from the audit
trail window or the Print dialog to the generic text printer requests the user to enter a name
for the file and will produce a text file in the \Program Files\PerkinElImer\AssurelD or
\ProgramFiles (x86)\PerkinElmer\AssurelD folder. This text file can be opened in WordPad or
a similar text program.

Printing to an Adobe file (PDF format)

Adobe Acrobat must be installed on your PC to be able to print a pdf file. When the printer is
selected, the user is requested to enter a name and can also change the folder for the pdf
file. The file can also be secured from modification at this stage. The file can be opened

using Acrobat Reader which is freely available from the Adobe website or the Software
Utilities CD.

Collecting Reference Spectra

AssurelD requires the following reference spectra for setting up instrument validation and
system suitability within methods:

Instrument Validation

NOTE: This function is only relevant if you are using an FT-MIR or FT-NIR instrument.

e ASTM MIR (%T) — Transmission for FT-MIR instrument test.

e ASTM NIR (%T) — Transmission for FT-NIR instrument test.

e ASTM NIR (%R) — Reflectance for use with the NIRA.

) USP Linearity — Set of reflectance spectra collected in Absorbance.

System Suitability

NOTE: This function is not relevant for Generic methods, developed for use without an
instrument.

) Contamination and Throughput Check — This is a reference background for the
accessory used in the method.
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) Control Check — This is a spectrum of a designated material specifically for a particular
method.

To collect a reference spectrum:

1. From within the Method Explorer, select Instrument Validation from the Tools menu.
A sub-menu is displayed.

2. Select Collect Reference Spectra.

The Reference Data Settings dialog is displayed. This displays the current instrument
settings.

3. Click Change Settings.
The Instrument Settings Properties dialog is displayed.

4. Change the instrument settings to those described below for your required
reference spectrum, and then click OK.

The instrument settings are updated to reflect the new values, and the Instrument
Settings Properties dialog closes.

5. Click Collect.

The Collect Reference Spectra dialog is displayed. A background spectrum is
automatically collected. The Scan Sample and Monitor buttons remain grayed until the
background spectrum has been collected.

6. Click Save As.

The Save Reference Spectra dialog is displayed. The default folder is C:\ProgramData\
PerkinElmer\Reference Data (Windows 7 and 8 and 10).

7. Navigate to the required folder if you do not want to save the background spectrumin
the default location.

8. Click Save.
The background spectrum is saved.

9. Enter the Sample ID and any Comment.
The Comment will be saved with the spectrum.

If a polystyrene reference is required, select the Use APV Polystyrene checkbox. This
instructs the system to use the polystyrene sample in the instrument filterwheel.

NOTE: If your spectrometer does not have a filterwheel, the Use APV Polystyrene
checkbox is not displayed. If you want to use a polystyrene sample, you should insert
a polystyrene reference card in the sample area.

10. Click Scan Sample.
A progress bar is displayed during scanning.
When the spectrum has been collected it is displayed in the graph window of the dialog.
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11. Click Save As.
The Save Reference Spectra dialog is displayed.

12. Navigate to the required folder if you do not want to save the spectrum in the default
location.

13. Click Save.
The reference spectrum is saved.

ASTM MIR
The ASTM E1421 Level Zero Tests are intended for an open beam instrument.

»  Use the following settings to collect the spectra listed below:
Scan Range — At least 4050 to 150 cm™*
Resolution — 4 cm™

Number of Scans — 5

Scan Speed — 0.2 cm/s

Ensure CO,/H,0 Suppression is switched off

It is assumed that all other settings are default.
Spectra required:

e  An energy reference spectrum (named as, for example, ASTM E1421 Energy
Reference.sp). This is a single beam or background spectrum generated under the
above conditions.

e A polystyrene reference spectrum (named as, for example, ASTM E1421 Polystyrene
Reference.sp). This is a sample spectrum generated under the above conditions with
polystyrene in the beam.

The polystyrene spectrum may either be the polystyrene in the filter wheel (APV), if your
instrument has one, or a card in the sample area.

Both (APV and sample area) may be recorded initially but when the ASTM test is set up in
AssurelD validation then the particular reference polystyrene spectrum must be stored. It is
an important requirement of the ASTM test that the same sample is measured each time in
the same orientation as when the reference spectrum was recorded from that same sample.

ASTM NIR in Transmission

The ASTM E1944 Level Zero Tests in transmission are intended for an open beam
instrument.

»  Use the following settings to collect the spectra listed below:
Scan Range — At least 12550 to 3950 cm™*
Resolution — 4 cm™

Number of Scans — 5

Scan Speed — 0.2 cm/s

Ensure CO»/H,O Suppression is switched off

It is assumed that all other settings are default.
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Spectra required:

e  An energy reference spectrum (named as, for example, ASTM E1944 Energy
Reference.sp).

e A reference material spectrum (named as, for example, ASTM E1944 Check Sample
Reference.sp).

The check sample (reference) material specified by ASTM E 1944 is not specific (unlike ASTM
E 1421 which specifically requires polystyrene), and recommends that it meets certain
documented criteria. The polystyrene (1.2 mm thick) in the filter wheel (APV), or the
polystyrene (1.2 mm) sample card can be used for the test.

ASTM NIR in Reflectance

The ASTM E1944 Level Zero Tests in reflectance are used for FT-NIR or FT-IR/NIR dual-
range spectrometers fitted with a NIRA.

»  Use the following settings to collect the spectra listed below:
Scan Range — At least 12550 to 3950 cm™*
Resolution — 4 cm™
Number of Scans — 26 (equivalent to approximately 30 seconds)
Scan Speed — 1.0 cm/s
Ensure CO,/H,0 Suppression is switched off

It is assumed that all other settings are default.
Spectra required:

e An energy reference spectrum (named as, for example, ASTM E1944 NIRA Energy
Reference.sp) collected using the open beam.

e A reference material spectrum (named as, for example, ASTM E1944 NIRA Check
Sample.sp) collected using the sample area.

The check sample (reference) material specified by ASTM E1944 is not specific (unlike
ASTM E1421 which specifically requires polystyrene), and recommends that it meets certain
documented criteria. A suitable reflectance material is required, for example NIST SRM 1920.

NOTE: The internal polystyrene sample in the filter wheel is not really suitable for this test
but it is currently selected by default in the ASTM for FT-NIR and dual-range
instruments with a NIRA fitted.
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USP Linearity Spectra

The USP Linearity check (USP <1119> Vol 24, No 4) needs reference spectra collecting for
the reflectance standards. The USP tests as a whole are conducted in absorbance.

These reference spectra must be collected with the NIRA fitted.

»  Use the following settings to collect the spectra listed below:
Ordinate Units — Absorbance
Scan Range — 10000 to 4000 cm™*
Resolution — 16 cm™
Number of Scans — 30
Scan Speed — 1.0 cm/s
It is assumed that all other settings are default.

One spectrum for each reflectance standard is required. These spectra are then imported
into the USP Linearity test properties.

At run time, similar spectra are collected from the same reference reflectance samples and a
plot of the observed absorbance against the stored reference absorbance is calculated to
obtain the slope and intercept.

System Suitability Contamination and Throughput

NOTE: This function is not relevant for Generic methods, developed for use without an
instrument.

The Contamination and Throughput Checks require a stored reference background spectrum
to compare against during the System Suitability Checks.

The System Suitability Workflow settings for Contamination and Throughput Checks in an
AssurelD method will require a specific reference background for the accessory (and top
plate) collected under the same instrument settings defined within the particular AssurelD
method.

System Suitability Control Check

NOTE: This function is not relevant for Generic methods, developed for use without an
instrument.

The Control Check requires a reference spectrum of a known sample. The same sample is
used at run-time, where a spectrum is collected and compared (using the Compare function)
against the reference spectrum of that particular sample.

This System Suitability Control Check Reference Spectrum must be collected using the same
instrument settings defined within the particular AssurelD method.
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Adjustments Toolbox

The Adjustments Toolbox enables access to the instrument adjustment commands.

| NOTE: This function is only relevant if you are using an FT-MIR or FT-NIR instrument.

NOTE: To access the Adjustments Toolbox in the Enhanced Security version of AssurelD,
you must have Configure instruments and accessories permission as set on the
Groups tab of the Users, Groups, Password Control and Summary dialog. To access

the Adjustments Toolbox in the Standard version of AssurelD, you must be logged in
as a member of the User group.

1. From the Tools menu in the Method Explorer, select Configure Instrumentsand
Accessories, and then select Adjustments Toolbox.

The Adjustments Toolbox is displayed.

Adjustments Toolbox E|

A’E WiCal: Set the wavelength calibration for pour instrument.

-@n Align: Align wour instrument,

ey . . .
f1 Centre Burst: Find the centreburst position for pour instrument.

AV' A Calib: Ferform an A%l calibration for your instrument.

|_|, Replace Source: Runs the Source Replacement ‘Wizard

w2

Replace Windows: Rung the Sample Area Window Replacement Yizard

% Replace Desiccant: Rung the Desiccant Replacement Yizard

2. Click on the tool for the adjustment you want to make.

A dialog will appear or the adjustment will be implemented, depending on the tool
selected.

NOTE: The options available will depend upon your instrument type, and any accessories
being used.

3. When you have finished making adjustments, click Exit.
The Adjustments Toolbox closes.
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Maintenance

The Maintenance dialog enables you to set and record desiccant change dates and routine
service periods.

NOTE: This function is only relevant if you are using an FT-MIR or FT-NIR instrument.

The dialog enables you to:
e View the date of the last desiccant change or routine service.
) Set the interval for the desiccant and service warning messages to appear.

e Acknowledge that the desiccant has been changed or that a routine service has been
performed.

To use this dialog:

1. From the Tools menu in the Method Explorer, select Configurelnstruments and
Accessories, and then select Adjustments Toolbox.

The Adjustments Toolbox is displayed.

2. Click Tr

The Maintenance dialog is displayed.

3. Make the changes required.

Click in the box, 3 , to set that the desiccant has been Changed or that the
instrument has been Serviced.

4. Click OK.
The changes are applied and the Maintenance dialog closes.

Wavenumber Calibration

A wavenumber shift may be observed as a result of sample effects. When the wavenumber
calibration is re-defined, care should be taken when comparing spectra with previously-
collected spectra or library spectra or performing instrument validation. Wavenumber
calibration is controlled by the value of the stored laser wavenumber. You can adjust the
calibration by up to 0.1% of the nominal laser value by entering expected and observed
wavenumbers for a reference peak.

Changing the laser wavenumber only affects the interpolation of data collected subsequently.
You cannot make the laser wavenumber different for sample and background spectra.

For information on when to recalibrate your instrument see the User’'s Guide supplied with
your spectrometer. These are provided, in .PDF format, on the /R & Raman Manuals CD (part
number L1050002).

NOTE: This function is only relevant if you are using an FT-MIR or FT-NIR instrument.
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1. From the Tools menu in the Method Explorer, select Configurelnstruments and
Accessories, and then select Adjustments Toolbox.

The Adjustments Toolbox is displayed.

o
2. Click J;

The Wavenumber Calibration dialog is displayed.
3. Select Calibrate from known band.

4. Enter the expected position of a band in cm™ in the Expected position text box.
We recommend the reference band at 5669.3 cm™tin the polystyrene spectrum.

5. Enter the observed position of that band in cm™ in the Observed position text box.

6. Click OK.

If the correction to the laser wavenumber correction is greater than 0.1% (this is very
unlikely) the following error message is displayed:

Delta is too big

In this case we recommend that you make sure that the positions of the bands entered
in the Observed position and Expected position text boxes are correct.

If a correction to the laser wavenumber greater than 0.1% is required, we recommend
that you:

e Select Set laser wavenumber and then reset the laser by clicking Reset and then
OK.

e Repeat the calibration using your standard.

If a correction greater than 0.1% is still required, we recommend that you contact your
local PerkinElmer Service Department.

7. Choose OK.
The laser wavenumber in the instrument is reset.

Aligning the Instrument
Alignment is the adjustment of the interferometer mirror angles to optimize the amplitude of
the interferogram centerburst. This is achieved by maximizing the energy of the region of the

interferogram around the centerburst.

The Align function aligns one mirror in the interferometer to achieve this.

NOTE: This function is only relevant if you are using an FT-MIR or FT-NIR instrument.

1. Make sure that the sample compartment is empty.

2. From the Tools menu in the Method Explorer, select Configure Instrumentsand
Accessories, and then select Adjustments Toolbox.

The Adjustments Toolbox is displayed.
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3. Click i

Alignment of the instrument begins.
4. To stop the alignment, click Cancel.

5. When alignment is complete, click OK.
The Instrument Alignment dialog closes.

NOTE: If significant absorption occurs in the sample area, the beam energy reaching the
detector may not be sufficient to enable alignment. During alignment, do not disturb
the instrument by, for example, obstructing the infrared beam in the sample
compartment.

Relocating the Centerburst

The Relocate Centerburst function is used to find the position of the scanning mirrors in the
interferometer such that there is zero path difference between the two beams when they
recombine. In this position the infrared radiation interferes constructively at all wavelengths,
so the amplitude of the interferogram is at its maximum.

Relocate Centerburst is implemented automatically as part of the initialization process.

NOTE: This function is only relevant if you are using an FT-MIR or FT-NIR instrument.

To manually relocate the centerburst after initialization:

1. From the Tools menu in the Method Explorer, select Configurelnstruments and
Accessories, and then select Adjustments Toolbox.

The Adjustments Toolbox is displayed.
2. Click ‘J\r
The centerburst is relocated.
3. To stop the process before completion, click Cancel.

4. Click OK.
The Finding Centreburst dialog closes.

Instrument Display

The Instrument Display adjustment is only available when you are connected to Frontier IR
Systems, Spectrum 400 Series, or Spectrum 100 Series spectrometers. It enables you to
adjust the brightness and contrast of the instrument display.

To use the Instrument Display tool:

1. From the Tools menu in the Method Explorer, select Configure Instrumentsand
Accessories, and then select Adjustments Toolbox.

The Adjustments Toolbox is displayed.
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-,
~»
2. Click 4 |

The Display Settings dialog is displayed.

3. Adjust the Brightness and Contrast to suit your working environment, and then click
OK.

The Display Settings dialog closes.

Fiber Probe Display

The Fiber Probe Display adjustment is only available when you are using a spectrometer with
an Triggered Fiber Optic Probe accessory connected. It enables you to adjust the brightness
and contrast of the Fiber Probe display.

NOTE: This function is only relevant if you are using an FT-NIR instrument.

To use the Fiber Probe Display tool:

1. From the Tools menu in the Method Explorer, select Configurelnstruments and
Accessories, and then select Adjustments Toolbox.

The Adjustments Toolbox is displayed.
2. Click 78
The Display Settings dialog is displayed.

3. Adjust the Brightness and Contrast to suit your working environment, and then click
OK.

The Display Settings dialog closes.

AV Calibration

AVI calibration is a routine that takes a spectrum of a methane standard, and calculates the
correction needed for the current sampling configuration.

NOTE: This function is not relevant for Generic methods, developed for use without an
instrument.

NOTE: You cannot perform an AVI calibration if you are using a spectrometer with an
accessory fitted in the sample area.

1. From the Tools menu in the Method Explorer, selectConfigure Instruments and
Accessories, and then select Adjustments Toolbox.

The Adjustments Toolbox is displayed.

2. Click AV'

The AVI calibration routine begins.
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3. Make sure that the sample area is clear and nothing is blocking the beam, then click
OK.

NOTE: If your instrument has a filterwheel with a methane cell, this is used as the reference
sample.

If your instrument does not have a filterwheel, or if the filterwheel does not have a
methane cell, you are prompted to insert one in the sample area by the software.
Click Continue to start the calibration.

At the end of the calibration a confirmation message is displayed.
4. Click OK.
You can now use AVI correction for this instrument configuration.
Replace Source

The Replace Source wizard guides you through the process of changing your spectrometer
source.

NOTE: This function is only relevant for Spectrum Two instruments.

1. From the Tools menu in the Method Explorer, select Configure Instrumentsand
Accessories, and then select Adjustments Toolbox.

The Adjustments Toolbox is displayed.
M,
2. Click e |
The Replace Source wizard starts.

For further information on the Replace Source wizard, see the Spectrum Two User’s Guide
(L1050228).

Replace Windows

The Replace Windows wizard guides you through the process of changing your spectrometer
windows.

NOTE: This function is only relevant for Spectrum Two instruments.

1. From the Tools menu in the Method Explorer, select Configure Instrumentsand
Accessories, and then select Adjustments Toolbox.

The Adjustments Toolbox is displayed.

2. Click .
The Replace Windows wizard starts.

For further information on the Replace Windows wizard, see the Spectrum Two User’s Guide
(L1050228).
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Replace Desiccant

The Replace Desiccant wizard guides you through the process of changing the desiccant
packs in your spectrometer.

NOTE: This function is only relevant for Spectrum Two instruments.

1. From the Tools menu in the Method Explorer, select Configure Instrumentsand
Accessories, and then select Adjustments Toolbox.

The Adjustments Toolbox is displayed.

2. Click %

The Replace Desiccant wizard starts.

For further information on the Replace Desiccant wizard, see the Spectrum Two User's Guide
(L1050228).

NIRA 11 Corrections

If you have a NIRA Il accessory installed in your instrument, there will be two further options
in the Adjustments Toolbox:

@ Reference Correction Standardize a reference material for the NIRA 11
- accessory.

%% Stray Light Correction Correct for any stray light in the NIRA Il accessory.

These options run wizards to collect spectra and apply the corrections. Refer to the NIRA I/
User's Guide (L1050086) for further information.

Quant Import

The legacy Spectrum Quant+ and Spectrum Beer's Law applications do not form part of the
21 CFR Part 11 compliant PerkinElmer software. It is therefore likely that they are not
installed on the same PC as AssurelD. To use methods from these applications in AssurelD,
you will have to export the method from the Quant PC as a zip file, and then import the
method onto the AssurelD PC.

Exporting the Quant Method
The Quant Method is exported as a zip file. It is then unzipped when it is imported.

1. From the Start menu select PerkinElmer Applications and then select Quant Export.
The Quant Transfer Utility dialog is displayed.

2. Select the Methods Directory that contains the Method you want to export.

3. Select the Quant type from the drop-down list.
The list of available Methods is displayed.
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4. Highlight the Method(s) to be exported.
5. Select the Destination Path for the zipped method(s).

6. Click Next.
The Methods are zipped and exported to the selected folder.

7. Click Exit to close the Quant Transfer Utility dialog.

8. Copy the zipped files from the Quant PC to the AssurelD PC.

Importing the Quant Method

1. From the Tools menu in the Method Explorer, select Administration and then select
Quant Import.

The Quant Import dialog is displayed.
2. Click Add zipfile to List.

3. Select the zip files to be extracted.
The file extension is .qmz.

4. Click Next.
The zip files are extracted.

5. View the Log file to determine where the files have been extracted to.

6. Click Exit to close the Quant Import dialog.
The Quant Methods are now available to be imported into AssurelD.

NOTE: This procedure is not required when using quantitative methods generated in
Spectrum Quant which use Beer’s Law, PLS or PCR algorithms. These methods can
be imported into AssurelD directly.

Legacy File Converter

| NOTE: Legacy File Converter is only available in AssurelD ES.

21 CFR Part 11 technical compliance mandates very high levels of data integrity and security.
To ensure that AssurelD ES only accesses and uses data acquired on a 21 CFR Part 11
compliant system, a data security checksum has been added to the spectrum data file
generated from an Enhanced Security software application.

Spectra without this 21 CFR Part 11 checksum will not be read into the Enhanced Security
software and cannot be processed. This feature stops data from older data systems from
being automatically used in new compliant systems.

To allow users access to their legacy data a Conversion Utility has been included as part of
the Administration tools. This allows users to add a data security checksum to all spectra in a
folder of legacy spectra.

NOTE: Use of the utility should be highly controlled and spectra that are converted should
have full supporting GxP provenance as part of their audit trail.
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1.

Select Legacy File Converter from the Administration sub-menu under the Tools menu
within the Method Explorer.

The Legacy File Converter is displayed.

For the Source Path, click Browse and on the file selector displayed, select the Source
Path for the folder containing the legacy data.

The default path is C:\Users\<your Windows user
name=>\CheckSumInput (Windows 7 and 8 and 10).

For the Destination Path, click Browse and on the file selector displayed, select the
Destination Path for the folder containing the converted data.

The default path is C:\Users\<your Windows user name=>\CheckSumOutput
(Windows 7 and 8 and 10).

Click Next.

The data is copied and a checksum is added to each file, then the new files are written
to the destination folder, leaving the original data untouched. The default text _cs is
appended to each filename.

To view information about the conversion, click View Log.
A log file is displayed.
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Method Editor

The AssurelD Method Editor is used to edit your methods including changing the instrument
settings, adding materials and sample spectra to define the materials, setting the algorithm
and pre-processing parameters, reviewing the model, troubleshooting any problems,
validating the model, and setting up the workflow.

The Method Editor screen is divided into six areas:

Menu e %
Toolbar __ ["g . > terse
]
= e —_  Work Panel
Method __| . ——
SRR iy Information
/ Panel
Status
7 Bar

) The menus give you access to the commands available from the Method Editor.
o The toolbar enables quick access to certain commands.

o The Method Tree gives you access to the different aspects of a method as shown
below.

- %3 Method

.. o Ingtiurment Settings
- Ml Matenials

[_]. b adel

j; Algorithim

M Pre-Processing
Review

A Troublezhooting
[_]‘ Y alidation

[]---» Analyziz Workflow

) The Work Panel displays the details for the selected step on the Method Tree and
enables you to set up the method as required.

o The Information Panel shows information about the selected step. It can also give
information about what you should do next and may contain links to the helpfile.

) The Status Bar displays context sensitive messages and shows who is currently logged
into the system.
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Editing a Method

To edit a method:

1. Select the required step from the Method Tree.
The Work Panel displays the information for that step.

2. Edit the details as required.
Information to help you is displayed in the Information Panel.

When you have finished editing the method, select Save from the File menu to save the

method under the same name and overwrite the previous version, or select Save As from
the File menu and save the method under a new name.

Locking and Approving Methods

Personnel with the appropriate levels of access to the system can lock methods to prevent
editing and can sigh methods off as approved before they are released to analysts.

These options are found on the Tools menu.

NOTE: Approving methods is only available in AssurelD ES.
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Analyzer

The Analyst (or any person who has permission to run methods) will use the AssurelD
Analyzer to analyze samples and, in the Enhanced Security version of AssurelD, to sign off
their results.

{5 Assureld Analyzer - Analyst

Analysis

AssurelD

Chogse the method that you want to use:
[MIR Methad (Instrument) =

Analysis

A new MIR method with connection to instrument,

Analyze.. |Analyze your sample using the chosen method,
yalidate,,, | ¥alidate your instrument to make sure that it is
warking correctly,

CalibrateawI|Perform an Instrument AVI calibration,

The Analysis part of the Analyzer can be used to run sample analyses, validate the
instrument to make sure that it is working correctly (where appropriate) and perform an AVI
Calibration (again, where appropriate).

When performing a sample analysis, the Analyst selects the correct method from the list of
available methods and then clicks Analyze and follows the Analysis Workflow that has been
previously defined by the Developer. The steps and messages that the Analyst will see are
set by the Developer in the Analysis Workflow section of the Method Tree in AssurelD
Method Editor. As part of the Analysis Workflow, after the sample has been analyzed, the
Analyst is able to view the spectrum, and view and print the report of the analysis.

You can also Validate the instrument. You will be informed if the instrument needs validating
before the next analysis can be performed. In the Enhanced Security version of AssurelD,
when the results of any analyses or validations have been signed they are saved to the
results database and can be accessed by users with permission to access the Results
Browser. In the Standard version of AssurelD, the results of analyses and validations are
directly saved to the results database and are available in the Results Browser.

To perform an Absolute Virtual Instrument (AVI) calibration, click Calibrate AVI. The AVI
calibration routine involves collecting a spectrum of the methane in the cell in the filterwheel,
and then calculating the correction needed for the current sampling configuration.

NOTE: If your instrument does not have a filterwheel, or if the filterwheel does not have a
methane cell, you are prompted to insert one in the sample area by the software.
Click Continue to start the calibration.
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Results Browser

1 Results Browser
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The AssurelD Results Browser is used to investigate and manage the results generated from
the AssurelD Analyzer.

All sample analysis results and instrument validation results are stored in a database. The
Results Browser provides the means to investigate and manage these results.

The Results Browser is used in two ways; the Sample Analysis View and the Instrument

Validation View. The selected view is generated by using the Query Editor dialog to specify
the requirements to use when searching the results database.

Approving Results

NOTE: It is only possible to approve results in AssurelD ES.

Only users who are members of groups who have the permission to Approve results are
able to approve results in the Results Browser.

1. Select the result from the Results Table that you want to approve.

2. From the Tools menu select Approve.

The Add Approver Signature dialog is displayed as specified by the Signature Point
settings. See Configuring Electronic Signature Points on page 40.

3. Enter your User name and Password.
4. Enter any Comment you want saved with the file.

5. Click OK.
The approval is stored

NOTE: It is possible for more than one person to approve a result.
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Database Tools

The AssurelD Database Tools is used to manage the databases which store the methods, the
results and the security information. The databases are listed in the AssurelD Databases
pane.

¥ Database Tools

Fie Wiew Help

AssurelD Databases | | [T =T T

@ denotes the currently active database.

Set Active Database | Set the active repository database. This is the database that will be used by the AssurelD
Method Explorer and Analyzer.
Compact Database | Compact the database to remove deleted methods and free up disk space,
Create Database... Scarre‘;aatf anew empty repository database. Use this to create a new repository on a netwark file
Register Databass... | REGISEr an existing database with the system, Use this to connect to & database on a network
file server,
Chesk Databass.., | Intearity check, Use this to check if the database has been tampered with or corrupted in
some way, You can also view the log of earlier database checks.
Migrats Database... | Miarate a Version 1 database. Use this to migrate an old database to work with Version 2 or
later of the software,
Un-Register Database | Un-Register an existing database. Lise this to remove the database from the list of databases

2 Lagin : Administrator Y,

NOTE: You must be logged in as an Administrator to use Database Tools.

For more information see Using Database Tools on page 28, and the on-screen Database
Tools Help.
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Information Panel

Both the Method Explorer and the Method Editor use an Information Panel to provide extra

information to help you work with the AssurelD software.

5 AssuralD Methed Explarar

O [t pew Ioock e J > PerkinEine™
L
Fulder Lit X Name Modfied hatus
(] In Developmeant
1 For Apgrovel
] Preeureed Mot b
1 swehwe
S Racych o
e smpcnsiny comtar sum toktee anasgrma b yins by 1w Auctrmrentratcr (e e Actmenmtratcs b e 1 T 8 s whe has
Airmasion 10 perform sdministration tasks) From here you Create of eot methods. and organize methods in foiders.
> To creale a few folder, ssiect New from Me Fie mefu a0d Men sekect New folder
Thae mew foider wil be Privebe, accessibie oaly 12 you. Uness you are an Adminsiraler, n which case £ will e Fuble, scoesaibie o ol
> To croate 8 new methos, seiect the foder in wikch you wish 12 3ave the method, seiect New Fom the File meny and Mos seiect New
The Mew Method Wizard starts.
7 To et 0 exntng method SECE the fBoured MeMOd, 40d then select Open from e Fie mesu.
The Ueitod Fstor opena and dogliya S detais of the selecied mothod
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P
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ey y4 B admwwtraton ; Logged 3

Information Panel —/

The Information Panel displays three types of information:

) Information to help you work with the currently displayed screen is shown at the top of
the panel.
o Information to help you decide what to do next is available as hidden text viewed by

clicking on (st can 1 do nesd 2 . The text will be displayed and can be hidden by

clicking on th

o Further background information relevant to the task at hand is displayed from the

e link again.

on-screen help by clicking a link called More information, for example.

I:E' htore information about Analysis Workflows
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Appendix 1: Configuring TCP/ZIP
Communication

TCP/IP is the communications protocol used by Frontier IR Systems, Spectrum Two,
Spectrum 400 Series and Spectrum 100 Series spectrometers to connect to the PC. If TCP/IP
communication is not configured on your PC you will need to do so before you can establish
communications between the PC and your instrument.

NOTE: You must be logged on at Windows Administrator level to configure TCP/IP.

NOTE: The dialogs shown below are typical examples of a straightforward installation, they
should not be taken as exact representations of what you will see on your PC. If you
need assistance, please talk to your network administrator.

Before you Start (Spectrum Two only)

If you are using AssurelD with Spectrum software and the Spectrum software was installed
for use with a Spectrum Two instrument, TCP/IP configuration will have been carried out
automatically during installation. No further action is required.

However, if you are using AssurelD as standalone software, without Spectrum, or if
Spectrum software was installed for use with another type of instrument, a Frontier IR
spectrometer for example, you should follow the steps below before you configure TCP/IP.

1. Navigate to the folder C:\Program Files\PerkinElmer\ServiceIR\LAN9500 or
C:\Program Files (x86)\PerkinElmer\ServiceIR\LAN9500, as applicable.

2. Double-click install.exe
The LAN95XX Device Installer starts.

LAN95XX Device Installer

Welcome to the LAN95SXX Device
Installer!

This wizard will walk, you through installing or updating the
driver for your LAM35:3 device.

0 smsc’
success av oesign 10 continue, cliick Mest.

[ Mewt> |[ Cancel
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3. Click Next.
The LAN95XX Device End User Licence Agreement page is displayed.

LAN95XX Device Installer,

End User License Agreement

3 To continue, accept the following licensze agreement. To read the entire
= agreement, use the scroll bar or press the Page Down key.

YOU [THE INDIVIDUAL CLICKING OM THE ACCEPT BUTTON A~
BELDW/) FOR YOURSELF OR AMY ENTITY FOR *HOM YOU ARE

AN EMPLOYEE OR AGENT AND WHICH OBTAINS THE SOFTWARE
MADE THE SUBJECT OF THIS SOFT'WARE LICENSE AGREEMENT,
AGREE TO THE TERMS AND CONDITIONS OF THIS SOFT'WARE
LICENSE AGREEMENT [REFERRED TO AS THIS AGREEMEMT ar
“Agreement”] BY EITHER [1) CLICKING ON THE "ACCEPT” BUTTON
BELDW, DR [2) ACCESSIMNG OR USING ANY OF SUCH SOFTWARE
FROGRAMS OF CODE. PLEASE READ THIS AGREEMEMNT BEEFORE +

()1 accept this ELIL Save As ] [ Print
()1 do mat accept this ELILA,

4. Read the license and if you accept the terms, select that option and then click Next.
The LAN95XX Device is then installed.

When the installation is complete, the screen shown below is displayed.

Congratulations! You have finished
installing your LAN95XX device.

The diivers were successfully installed on this computer.

You can how connect your device to this computer. |f vour device
came with instructions, please read thern first.

Drrivver Mame Statuz
w SMSC LANIS00 USE 2., Readyto use

l Firigh I [ Cancel ]

5. Click Finish.

6. Connect your Spectrum Two to the PC, using the USB cable supplied with the
instrument.

7. From the Start menu, select Settings and then Control Panel.
The Control Panel dialog is displayed.
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8. Click Network Connections.
The Network Connections dialog is displayed.

9. Right-click on PerkinElmer Spectrum Two and then select Properties.

You can now configure TCP/IP communications for use with your Spectrum Two.

TCP/IP Configuration Procedure

To configure the TCP/IP settings for your PC:

1. For Windows 7, from the Start menu, select Settings and then
Control Panel.

For Windows 8, right-click at the bottom of the Start screen to display the Apps toolbar,
and click the All Apps icon to display the Apps. For Windows 8.1, click the down arrow
on the Start screen to display the Apps. Double-click the Control Panel icon in the
Windows System group.

The Control Panel dialog is displayed.

2. For Windows 7 and 8, display the Network and Sharing Center dialog, and then select
Change adapter settings.
OR
For Windows 10, right click “Start” button, from the prompted menu, select Network
Connections. Settings dialog is displayed. Click “Change adapter options™.

The Network Connections dialog is displayed.

Fle Edt Vew Fovortes Tooks  Advanced  Hel

Guedcv T s Febdars

8 Metwork Connections
s LN e High Speed Enternet

3. Select the Local Area Connection you want to use, right-click and then select
Properties.

The Local Area Connecton Properties dialog is displayed.

-4 Local Area Connection Properties

General | Authertication | Advanced

Connect using

HE Intel(R) PROA000MT Metwaork Con

This connection uses the following items:
El Clierit for Microsaft Metworks
gFlle and Prinker Sharing for Microsoft Metworks

EQDS Packet Scheduler
L Intemet Protocol [TCFAR)

Drescription

Transmigsion Control Protocal/Internet Protacol. The default
wide area network. protocol that pravides communication
actoss diverse interconnected networks

[] Show ican in natification area when connected
Motify me when this connection has limited or no connectivity
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4. If Internet Protocol TCP/IP or Internet Protocol (TCP/IPv4) is already listed on the
dialog, go to step 8.

5. If Internet Protocol (TCP/IP) or Internet Protocol (TCP/IPv4) is not listed on the
dialog, click Install.

The Select Network Component Type dialog is displayed.

Select Network Component Type EIE'

Click the type of network component you want to install:

=)
S Service
% Protocol

D' escription

A client provides access to computers and files on
the network you are connecting to.

[ add. | [ cancel |

6. Select Protocol and then click Add.
The Select Network Protocol dialog is displayed.

7. Select Internet Protocol (TCP/IP) and then click OK.

The Local Area Connection Properties dialog is re-displayed, and Internet Protocol
(TCP/IP) has been added to the list.

8. For Windows 7 and 8 and 10, select Internet Protocol Transfer 4 (TCP/IPv4) and then click
Properties.

The Internet Protocol Version 4 (TCP/IPv4) Properties dialog is displayed.
OR

For Windows XP, select Internet Protocol (TCP/IP) and then click Properties.
The Internet Protocol (TCP/IP) Properties dialog is displayed.

Internet Protocol (TCP/IP) Properties

General | Alternate Configuration

You can get IP zettings assigned automatically if wour network, supports
this capability. Otherwise, you need to ask your network. administrator for
the appropriate P settings.

(%) Obtain an IP address automatically
(O Use the fallowing IP address:

(3) Obtain DNS server address automatically

(O Use the fallowing DMS server addresses:

0k Cancel

9. Select Use the following IP address.
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10. Enter the IP address and Subnet mask.

If your PC is on a network, you may need to consult your network administrator to get
an IP address or it may be automatically assigned.

NOTE: If you connect the PC to an Internet enabled network you must make sure that the
IP address and Subnet mask you use are safe.

If your PC is not on a network, you should enter 167 116 185 70 for the first port and
enter 255 255 0 0 as the subnet mask.

For subsequent ports you should enter 167 116 185 69 or lower. The Spectrum Two
instrument IP address will be set at 167 116 185 71 or higher, so you should not use
these numbers.

Internet Protocol (TCPSIP) Properties

General | Alternate Configuration

Y'ou can get IP settings azsigned automatically if wour nebwork, supparts
thiz capability. Othemnwize, you need to azk vour nebwork, administrator for
the appropriate [P zetlings.

) Dbtain an IP address automatically
(%) Uze the following IP address:

IP address: | 167 . 116185 . 70 |

Subriet mask: | 255,255, 0 . 0 |

Default gateway: | . . . |

(%) Obtain DMS server address autamatically
) Use the following DNS server addresses;

[ 1] H Cancel ]

11. Select Obtain DNS server address automatically.

12. Click OK to exit the dialog.
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Changing the IP Address of your Instrument

If you want to use your instrument over a network, then you will need to assign a unique IP
address to your instrument. Use the Set IP Address Utility to amend the IP address of your
FT-IR instrument.

Take care to enter new IP address information correctly. We recommend
CAUTION that you keep a record of the new address.

You cannot communicate with an instrument ifits 1P address is unknown.

If you are unable to connect to your Spectrum Two instrument because you do not know the
IP address, refer to the Spectrum Two Support website:
www.perkinelmer.com/SpectrumTwoSupport

For other types of FT-IR instrument, contact your PerkinElmer Service Representative.

NOTE: Ensure that AssurelD and Spectrum software is not running while using this utility, as
SetlP may not run correctly.

If you have not yet installed the instrument

1. Connect the Ethernet cable between the instrument and the PC.

| NOTE: At this stage neither the PC nor the instrument should be connected to the network.

2. Connect the instrument to mains power and turn it on.

For details of how to connect up your FT-IR spectrometer, refer to the User’'s Guide
supplied with your instrument.

NOTE: The PC’'s TCP/IP address must be compatible with the instrument’s IP address so that
you can connect to the instrument. Refer to TCP/IP Configuration Procedure on
page 84.

3. Open Windows Explorer and double-click the Set IP Address shortcut, which is found
in the C:\Program Files\PerkinElmer\ServicelR or C:\Program Files (x86)\PerkinElmer\
ServicelR directory.

The Confirm Connection Type dialog is displayed.

Confirm Connection Type

Important

Use this ufility only if you are connecting to yvour instrument using an
ETHERNET cable

If you are connecting to your instrurment using a USE cable, press Cancel

Cancel

4. Ensure that you are connected using an Ethernet cable, and then click OK.
The Set IP Address program starts.


http://www.perkinelmer.com/SpectrumTwoSupport
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Have you already added your instrument ?

" Yes. my instrument is available to Spectrum software

Chaoss this option to change the IP addiess of an instrument after installing it

" No. my instrument is not available to Spectrum software

Chaoss this option to change the IP address of an instrument before instaling it

Cancel ‘ Mext

5. Select No, my instrument is not available to Spectrum software.
The dialog updates to show the factory default IP address for instruments.

Have you already added your instrument ?

" Yes. my instrument is available to Spectrum software

Chaoss this option ta change the IP addiess of an instrument after installing it

+ No, my instrument is not available to Spectrum software

Chooss this option ta change the P address of an instrument befors instaling it Enter the current IP Address of the targst instrument

TCPYIP addisss 167.116.185, 71

Cancel | Mext

6. Enter the current IP address for the instrument and then click Next.

The Enter the new IP Address and Subnet Mask value dialog is displayed. Refer to the
instructions on the dialog.

TCP/IP Address Utility v3.0.0

Enter the new IP Address and Subnet Mask value
To use your instrument an a network, you will need to change to the TCR/IP address supplied by your Network Administrator.

“ou must ensure that the TCR/IF address and subnet mask of the PC network adapter are compatible with the instrument,

For example, if the instrument subnet mask is 255.255.255.0 and the IP address is 167.116.185.71, the PC IP address mustbe
167116185 x (where x is a number between 0l and 255, but not 71); the subnet mask should be 255 255 2550

TCPAP address: | (3. 116,185, 71
Subret Mask: 255,255, 0 . 0

Press Next when ready

Cancel Mext
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7. Enter the new address in TCP/IP address and Subnet Mask and then click Next.
The dialog updates to display a confirmation message and further instructions.

TCP/IP Address Utility v3.0.0

Enter the new IP Address and Subnet Mask value
To use your instrument on a network, you will need to change to the TCPAP address supplied by your Network Administrator.

“ou must ensure that the TCR/IP address and subnet mask of the PC network adapter are compatible with the instrument,

For example, ifthe instrument subnet mask is 255.255.255.0 and the |P address is 167.116.185.71, the PC IP address mustbe
167116185 x (where x is a number between 0 and 255, but not 71); the subnet mask should be 255 255 255 01

TCP/IP address: . . .
Subret Mask: . . .

Press Next when ready

New Details set without error. Press Finish and Restart instrument ‘ Finish

NOTE: The address shown here is only an example and may not reflect the TCP/IP address
that you need to use.

8. Click Finish to close the Set IP Address utility.

9. Switch the instrument off and then, a couple of seconds later, switch the instrument on
again.

The TCP/IP address of the instrument has been successfully changed.

The instrument will not be recognized by AssurelD until it has been installed, in either
AssurelD or Spectrum.

If you have already installed the instrument

1. Ensure that the Ethernet cables between the instrument and the network and between
the PC and the network are connected.

2. Connect the instrument to mains power and turn it on.
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3. Open Windows Explorer and double-click the Set IP Address shortcut, which is found
in the C:\Program Files\PerkinElImer\ServicelR or C:\Program Files (x86)\PerkinElmer\
ServicelR directory.

The Confirm Connection Type dialog is displayed.

Confirm Connection Type

Important

Use this utility only If you are connecting to your instrument using an
ETHERNET cable

IT you are connecting to your instrument using a USE cable, press Cancel

Cancel

4. Ensure that you are connected using an Ethernet cable, and then click OK.
The Set IP Address program starts.

TCPAIP Address Utility v3.0.0

Have you already added your instrument ?

" Yes. my instrument is available to Spectrum software

Chaoss this option ta change the IP addiess of an instrument after installing it

" No. my instrument is not available to Spectrum software

Choose this option ta change the P addiess of an instrument before installing it

Cancel | Nest

5. Select Yes, my instrument is available to Spectrum software.

The dialog updates to display a drop-down list of instruments installed in Spectrum
software. The Serial Number and current IP Address for the currently selected
instrument are also displayed.

TCP/IP Address Utility v3.0.0

Have you already added your instrument ?

& ¥es. my instrument is available to Spectrum software

Select your instrument from the drop-down list
Choose this option to change the IF address of an instrument after instaling it

2. PerkinElmer FT-IR C86213 j

Serial Mumber:  [Cag219
IF Address: 167 116.185.71

" No. my instrument is not available to Spectrum software

Choose this option to change the IF address of an instrument before installing it.

Cancel ‘ MNewt
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6. Select the instrument you connected to in step 1 from the drop-down list.
The Serial Number and current IP Address of the instrument are displayed.

7. Click Next.

8. The Enter the new IP Address and Subnet Mask value dialog is displayed. Refer to the
instructions on the dialog.

TCP/IP Address Utility v3.0.0

Enter the new IP Address and Subnet Mask value
To use your instrument on a network, you will need to change to the TCPAP address supplied by your Network Administrator.

“ou must ensure that the TCR/IP address and subnet mask of the PC network adapter are compatible with the instrument,

For example, ifthe instrument subnet mask is 255.255.255.0 and the |P address is 167.116.185.71, the PC IP address mustbe
167116185 x (where x is a number between 0l and 255, but not 71); the subnet mask should be 255 255 2550

TCPAP address: | [[F4. 116,185, 71
Subret Mask: 295,255, 0 . O

Press Next when ready

Cancel Next |

9. Enter the new address in TCP/IP address and Subnet Mask and then click Next.
The dialog updates to display a confirmation message and further instructions.

Enter the new IP Address and Subnet Mask value
To use your instrument on a network, you will need to change to the TCPAP address supplied by your Network Administrator

“ou must ensure that the TCR/IP address and subnet mask of the PC network adapter are compatible with the instrument.

For example, ifthe instrument subnet mask is 255.255.265.0 and the |P address is 167.116.185.71, the PCIP address musthe
167 116.185 x (where x is a number between 0l and 255, but not 71); the subnet mask should be 255 255 255.0)

TCPAP address: | (% . 116.185. 72
Subnet Mask 295_255. 0 . O

Press Next when ready

New Details set without error. Press Finish and Restart instrument |

NOTE: The address shown here is only an example and may not reflect the TCP/IP address
that you need to use.

10. Click Finish to close the Set IP Address utility.
11. Switch the instrument off and then, a couple of seconds later, switch it on again.

The TCP/IP address of the instrument has been successfully changed.
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Appendix 2: Administering the PerkinElmer
Security Server Windows User Account

The default PerkinElmer Security Server Windows User Account is called 21cfr. This account
is used by the Windows Login functionality.

However, your company’s security policy may require you to use some other account. This
appendix describes how to create a new account and then change the password of the
account.

Creating a New Account

To set up Windows login you should create a new Windows Administrator account, and use it
to replace the default Windows Administrator account called 21cfr:

1. ldentify or create a new general purpose Windows Administrator account (called for
example Local_Administrator).

To create a new account, use the User Accounts dialog which can be opened from the
Control Panel.

The new account must be made a member of the local Administrators, Users, and
21CFR_Admin groups.

2. If you are not already logged on using this account, then log out and back in to
Windows using this account.

3. Create another new Windows Administrator account.

As an example you could enter the User name New_21cfr, however we recommend
that you use a different User name and Password.

The new account must be made a member of the Administrators, Users, and
21CFR_Admin groups.

This new account will replace the account called 21cfr, which is used by the AssurelD
security system. The 21cfr account will then be disabled.

4. Browse to the program C:\Program Files\PerkinEImer\PE21CFR\config21cfr.exe or
C:\Program Files (x86)\PerkinElmer\PE21CFR\config21cfr.exe.

5. If your computer is using Windows XP, double-click the file to run the program.
OR

If your computer is using Windows 7 and 8 and 10, right-click the file and select
Run as administrator.

This provides the elevated permission level required to run the program in Windows 7
and 8. If you are not already logged on as a Windows administrator, the software will
request you to do so.

NOTE: For further information on the config21cfr.exe utility, see Appendix 3: Administering
the PerkinElmer Enhanced Security Application Account on page 94.

6. Login using the Local_Administrator account User name and Password
identified/created in step 1.

The Enhanced Security Configuration program is displayed.




10.

11.

12.
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Enter the User name of the account created in step 3 into the Account Name field.

In our case we would enter New_21cfr. You must enter the User name defined when
creating the account.

Click Update.

Enter the Password of the account created in step 3 into the Current Password field.
Click Save.

When the information has been successfully updated, select to restart the computer.

When the computer has restarted, login as the Local_Administrator.

Changing the Account Password

Your company’s internal security policy may require you to regularly change the password of
the AssurelD security system account (New_21cfr). If so, it is essential that you follow the
procedure below exactly.

To change the password of the account:

1.

10.

11.

Start the program C:\Program Files\PerkinElmer\PE21CFR\config21cfr.exe or
C:\Program Files (x86)\PerkinElmer\PE21CFR\config21cfr.exe.

Login using the Local_Administrator account User name and Password
identified/created in step 1 of the previous instructions.

The Enhanced Security Configuration program is displayed.

Select the Passwords tab.

Select Update password in this program after changing in Operating System.
Leave the Enhanced Security Configuration program open at the Passwords tab.
From the Start menu, select Settings and then select Control Panel.

Double-click User Accounts.
The User Accounts dialog opens.

Select the AssurelD security system account (New_21cfr), and then click Reset
Password.

The Reset Password dialog is displayed.

Enter the new password, confirm the new password, and then click OK.
You should remember this password.

In the Enhanced Security Configuration program, enter the password in the New
Password and Confirm Password fields.

Click Save to save the changes to the Enhanced Security Configuration program.

You will have to restart the PC after making the changes, then you will be able to run
AssurelD using Windows Logins again.
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Appendix 3: Administering the PerkinElmer
Enhanced Security Application Account

NOTE: The Enhanced Security Configuration program should be used when you wish to
change the default User name and/or Password for the default account 21cfr. This
account is called the Enhanced Security Application Account.

The Security Server functions as an extension of the computer's operating system and is
used by the Windows Login functionality of AssurelD ES software. The Security Server
passes to the Windows operating system the account credentials of any user that attempts to
log on to the software or perform a signature. Windows can then verify the account
credentials of the user. If the account credentials are verified, the user is allowed to log on to
the software and sign-off signatures.

The Enhanced Security Configuration program allows the Windows Administrator
(Local_Administrator) to set preferences and maintain the PerkinElmer Enhanced Security
Application Account used by the Windows Login functionality.

To run the Enhanced Security Configuration program:

1. Ensure that the Enhanced Security Application Account is a member of the
Administrators, Users and 21CFR_Admin groups on your PC.

2. Start the program C:\Program Files\PerkinElmer\PE21CFR\config21cfr.exe or
C:\Program Files (x86)\PerkinElmer\PE21CFR\config21cfr.exe, and log on using the
Enhanced Security Application Account name and password.

NOTE: The default initial Enhanced Security Application Account is called 21cfr and has the
initial password PerkinElmer1.

For details of how to change the account see Changing the Enhanced Security
Application Account on page 95. For details of how to change the account password,
see Using the Passwords Tab on page 97.

The Enhanced Security Configuration program is displayed.
There are five tabs, only two of which are applicable to AssurelD ES users:

o Security Server — Allows you to change the Enhanced Security Application Account
details; change the Network Connection settings; and change the default printer.

) Passwords — Allows you to change the password for the Enhanced Security Application
Account.
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Using the Security Server Tab

The Security Server functions as an extension of the computer’s operating system and is
used by the Windows Login functionality of the AssurelD ES software. The Security Server
passes the account credentials of any user that attempts to log in to the software or apply an
electronic signature to the Windows operating system.

I> Enhanced Security Configuration

Erhanced Security Server Settings
E S ‘welcome to PerkinE lmer Enhanced Security Server zetup. This program will take pou through a
Enhanc_;ed step-by-step process to configure the warious options for your installed instruments. On this screen
Security you will define the global S ecurity Server settings.

Security Server l Logon Security Passwords Primary Data Archive | Backup Data dichive

MNetwork Connections Enhanced Security Application Account

Server Port Number  [1pan Domain Mame Account Name
(1023 S [LASSGNLLIZ RINEE
Servers a Client can |3

connect to 1 to 10] ] Use the Passwords tab to Current Password
change the curment password. |

Clignts connected to [ —=

a Server 1 to 101 =l
Default printer |NeD2:Mic:msofl Office Document Image ‘Writer Update:
Wersion 2.2.6 Copyright (2] 2002-07 PerkinElmer Inc. s | Giia |

Changing the Enhanced Security Application Account

If your company’s security policy requires you to use an account other than 21cfr as the
PerkinElmer Security Server Windows User Account you should follow the steps described
below to change it.

1. Create a new Administrator account in Windows.

The new account must be a member of the local Administrators, Users, and
21CFR_Admin groups.

2. Enter the name of the new account in the Account Name field.

3. Ensure that the Domain Name is correct.
The domain name is most likely to be the local PC.

4. Click Update.
5. Enter the password of the new account in the Current Password field.

6. Click Save to save the changes to the Enhanced Security Configuration program.
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Changing the Network Connection settings

It is unlikely that you will need to change the Network Connection settings for the Enhanced
Security Application Account. However, if there are problems connecting to the security
server or an instrument, the following steps may be necessary:

1. If you have installed an application that has the same TCP/IP server port number as
that shown in the Server Port Number field, change the server port number.

The Servers a Client can connect to field represents the maximum number of Security
Servers, including the local computer, that a client application can be connected to at
any one time. This value will be greater than one if an application must start programs
on other computers on the network.

2. The Clients

connected to a Server field represents the number of applications that a

server can have connected at any one time.
The default value is 10.

Changing the printer

To change the default printer:

1. Change the printer using the Windows operating system tools.

2. Return to this tab and click Update.

Using the Passwords Tab

ES

Enhanced

I-) Enhanced Security Configuration g|

Paszword Change and Update Options

The passwaord for the curently selected instrument application account or for the Enhanced
Security applization account can be changed or updated by selecting the various options here.

Security
Securty Server ] Lagon Security l Primary Data Archive | Backup Data Archive
Account Tupe Password Policy Domain Mame
{* Password never expires |LASSGNLL1 S
" Usge thiz program ta change Aazauit M
pazzword in Dperating
IS System. |2‘l cfr
) " Update password in this
g Enh‘_ancgd Security program after changing
application account in Operating System. |
[~ Show status of =]
pazswords on = |
‘Wersion 2.2 6 Copyright (2] 2002-07 PerkinElmer Inc. Clase | Save |

The Passwords tab of the Enhanced Security Configuration program allows you to change the
password for the Enhanced Security Application Account.
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Changing the password for the Enhanced Security Application
Account

To change the Enhanced Security Application account password, follow the steps described
below.

1. Leave the Enhanced Security Configuration program open at the Passwords tab.

2. On the Control Panel, open User Accounts.
The User Accounts dialog opens.

3. Select the Enhanced Security Application Account name (displayed in the Account

Name field in the Enhanced Security Configuration program), and then click Reset
Password.

The Reset Password dialog is displayed.
4. Enter the new password, confirm the new password, and then click OK.

5. In the Enhanced Security Configuration program, select Update password inthis
program after changing in Operating System in the Password Policy section.

The New Password and Confirm Password fields are enabled.
6. Enter the new password in the New Password and Confirm Password fields.

7. Click Save to save the changes to the Enhanced Security Configuration program.
You must restart your PC after making any changes.

Troubleshooting the Enhanced Security Configuration
Program

The information below describes how to responds to error messages you may encounter
when running the Enhanced Security Configuration program.

Server error message

The Server error message, shown below, is typically displayed when you try to run the
Enhanced Security Configuration program when the Security Server is not running.

Security Manager

PEZ21CFR. Server error: Server error

Chedk the PEZ1CFR. Server is installed and started,
Ctherwise contact vour system administrator,

To resolve this issue:

1. Restart the computer and try again.
If restarting does not resolve the problem, continue with the steps described below.

2. On the Control Panel, open Administrative Tools and then select Services.



98. AssurelD Administrator’s Guide

3. Under Services, select PE21CFR.
The Services dialog is displayed.

*4 Services
File Action ‘Yiew Help

[zal B 2mE »
% Services (Local)

*u Services (Local)

PE21CFR

Start the service

Description:
PerkinElmer Security Server

Mame
%Netwurk Access Pro.,
Metwork Connections
% Network DDE
& Network DDE DSOM

Metwork Location A,
%Network Provisionin, .,

S NT LM Security Sup. .
%Office Source Engine
SmPEZICAR
Performance Logs ...
%Plug and Play
%Portable Media Seri...
%Print Spooler
%Protacted Storage
005 RSP
i o P

Descripkion

Allows win,.,,

Manages o...

Provides n...

Manages D...
Caollecks an...
Manages ...

Provides s..,
Saves insk...

PerkinElme. ..
Collects pe...
Enables ac...
Retrievest...
Loads files ...
Provides pr...

Provides ...

Status

Started

Started

Started

Started
Started

Starkup Type
Manual
Mariual
Disabled
Disabled
Mariual
Marual
Mariual
Manual
Automatic
Mariual
Autarnatic
Mariual
Autarnatic
Autarnatic
Mariual

Log On As

Local System
Local System
Local System
Lacal Systemn
Lacal Systemn
Lacal Systemn
Lacal Systemn
Local System
Local System
Network 5.,
Local System
Lacal Systemn
Lacal Systemn
Lacal Systemn
Lacal Systemn

\ Extended A Standard

4. At this point:

— If the Startup Type is Automatic, click Start the service. The Security Server

should start running.

— If the Startup Type is either Manual or Disabled, you must change this to
Automatic, and then click Start the service. This change may require the
intervention of your Windows System Administrator.

To change the Startup Type:
1. Right-click PE21CFR.

2. Select Properties from the menu.

The PE21CFR Properties (Local Computer) dialog is displayed.

PE21CFR Properties (Local Computer)

General |Log On | Recovery | Dependencies

Service name: FE21CFR

Digplay name:

Description: PerkinElmer Security Server

Path to executable:
C:AwINDOMW S hapstem32hped 1 cfr exe

Startup type: [Diizabled

Service status: Stopped

from here.

You can specify the start parameters that apply when you start the service

[ Ok ] [ Cancel
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3. Select Automatic from the Startup type drop-down list.
4. Click OK.
5. Press Start in the Services window.
Logon failure message
If the password for the 21cfr account (or the account it has been changed to) has been

changed but the system has not been properly updated, the following error message is
displayed whenever a user tries to log in to AssurelD ES.

Security Manager

@ PEZ1CFR Server error: Logon Failure: unknown user name or bad password,

Check the PEZ1CFR Server is installed and started.
Otherwise contact your system administrator,

To resolve the problem, follow the instructions in Changing the Enhanced Security
Application Accounton page 95, and Changing the password for the Enhanced Security
Application Account on page 97 that describe how to change the account name and
password respectively.

Installation error message

During installation of the Enhanced Security Configuration program, you may see a
Configuration error message stating “Program does not have access rights to continue’.

This message is displayed in response to the following circumstances:

) The password for the Enhanced Security Application Account was changed prior to
running the Enhanced Security Configuration program for the first time.

You must run the Enhanced Security Configuration program prior to changing the
password for the Enhanced Security Application Account for the first time. This allows
the Enhanced Security Application Account credentials to be verified correctly.

To resolve this issue, you must delete the Enhanced Security Application Account and
reinstall the Enhanced Security program.

o The Enhanced Security Configuration program will not run.
The local operating system Administrators users group may have been deleted.

Recreate the Administrators users group on the local system computer. Add the
Instrument Application account and the Enhanced Security Application Account to this
users group.
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Error when running the Enhanced Security Configuration Program
(config2l1cfr.exe)

The following error indicates that the password for the Enhanced Security Application
Account has been changed using Windows but not updated in the Enhanced Security
Configuration program.

Enhanced Security Administrator Account

The Enhanced Securty adminiztrator account
pazsword has been changed by another program.
Enter the new pazsword here, Yaou will nat need to
update the password in the Passwords tab.

Press Restart to save the new value and restart the

computer, or DK anly bo save the new walue, The
update will occur when the computer restarts.

Enhanced Security
Administrator Password

Restart | Cancel |

To resolve the problem, enter the new password in the Enhanced Security Administrator
Password field and then click Restart. The Enhanced Security Configuration program and
AssurelD ES will work correctly once the PC has been restarted.

Status Monitor

The Status Monitor is a troubleshooting tool that you can use to learn about the status of the
Enhanced Security program’s Security Server. The Security Server is the portion of the
Enhanced Security program that communicates with the Windows operating system to verify
the credentials of the accounts that attempt to log in to it.

Starting the Status Monitor
If you have enabled Password Notification with the Enhanced Security Configuration
program, the Status Monitor should start automatically. If it does not, follow the steps below

to start it manually:

1. Start the program C:\Program Files\PerkinElImer\PE21CFR\pe21cfrsvr.exe or
C:\Program Files (x86)\PerkinElmer\PE21CFR\pe21cfrsvr.exe.

This starts the Status Monitor, as indicated by a key icon in the system tray.

I 43
% = .I.‘_:;;r_..ﬂ_ﬂ_.l'l..- 10:45

2. Double-click the key icon to display the Status Monitor.

—* PerkinElmer Enhanced Security Server E|[E|g|
Query Help

PerkinElmer Enhanced Security Server version 2.0 started successfully.
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The Query menu allows you to view:

o The status of the Security Server.

o Information about the connections made to the Security Server.

o Information about the software applications that have connected to the Security Server.
e Alist of users that have logged on to the Security Server.

) The password status for the Application accounts.

Status

This indicates when the Security Server starts and stops running.

—% PerkinElmer Enhanced Security Server
Query Help

PerkinElmer Enhanced Security Server version 2.0 started successfully.
Security Server started 1f24f2005 at 7:26:5.

Connections

This shows the computer name, application name, and the instrument and serial number that

are connected to the Security Server. It also shows the name and port number of the
connection.

—% PerkinElmer Enhanced Security Server
Query Help

PerkinElmer Enhanced Security Server version 2.0 started successfully.

Connection Name Port Application Name Instrument{Serial Number

DARLINTADT [DARLINTAD1)3571 Configuration Configuration Utility

DARLINTAD1 [DARLINTAD1)3772 ServerMonitor Security Server Monitor Utility
Applications

This shows the software applications that are connected to the Security Server. It also shows
the number of instances of these applications, the names of the Application accounts, and
the name of the computer on which each Application account is stored. It also shows the
References; that is, the number of applications that are using an Application account.

In the example shown below, there are two software applications running: Configuration and
ServerMonitor. There is one instance of each application. The name of the computer on
which the Application account is stored is DARLINTAO1. The name of the Application account
is 21cfr. The number of references for the Application account is 2.

—* PerkinElmer Enhanced Security Server El@lgl

Query Help
s
Security Server Connection Status

A

pplicati Currently E:

Application Name Instances Application Account References
Configuration 1 DARLINTAD1Y21 cfr 2
ServerMonitor 1 DARLINTAD 1421 cfr 2
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Users

This shows the name of the user(s) that have logged onto the Security Server. In the
example shown below, the user named DARLINTAO1 has logged on to the Security Server.
The Logon Count is the number of logon sessions for the user DARLINTAOL.

—* PerkinElmer Enhanced Security Server

Query Help

A
PerkinElmer Enhanced Security Server version 2.0 started successfully.
Logged On Application Users

User Name

Logon Count
DARLINTADTA21cfr 1

Passwords

This shows the Application account(s) password status.

In the example shown below, password monitoring is not enabled.

—* PerkinElmer Enhanced Security Server

FEX
Query Help

PerkinElmer Enhanced Security Server version 2.0 started successfully.

[E3

Password monitoring not enabled

You can change the status of the password on the Passwords tab of the Enhanced Security

Configuration program. See Changing the password for the Enhanced Security Application
Account on page 97 for details.
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