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1. Introduction

This document explains how PerkinElmer’'s UV Express Security software assists in
meeting the regulation of 21 CFR Part 11 for electronic records and electronic

signatures.

1. 21 CFR Part 11 Compliance

Title 21 CFR Part 11 of the Code of Federal Regulations includes the Food and Drug
Administration’s (FDA) guidelines on electronic records and electronic signatures in the
United States. Part 11, as it is commonly called, defines the criteria under which
electronic records and electronic signatures are considered to be trustworthy, reliable

and equivalent to paper records.

1.1 Subpart A. General Provisions

Sec. 11.1. Scope

(a) The regulations in this part set forth the criteria under which the agency considers
electronic records, electronic signatures, and handwritten signatures executed to
electronic records to be trustworthy, reliable, and generally equivalent to paper

records and handwritten signatures executed on paper.

(b) This part applies to records in electronic form that are created, modified, maintained,
archived, retrieved, or transmitted, under any records requirements set forth in agency
regulations. This part also applies to electronic records submitted to the agency under
requirements of the Federal Food, Drug, and Cosmetic Act and the Public Health
Service Act, even if such records are not specifically identified in agency regulations.
However, this part does not apply to paper records that are, or have been, transmitted

by electronic means.

(c) Where electronic signatures and their associated electronic records meet the
requirements of this part, the agency will consider the electronic signatures to be

equivalent to full handwritten signatures, initials, and other general signings as
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required by agency regulations, unless specifically excepted by regulation(s) effective
on or after August 20, 1997.

(d) Electronic records that meet the requirements of this part may be used in lieu of

paper records, in accordance with 11.2, unless paper records are specifically required.

(e) Computer systems (including hardware and software), controls, and attendant

documentation maintained under this part shall be readily available for, and subject to,
FDA inspection.

() This part does not apply to records required to be established or maintained by
1.326 through 1.368 of this chapter. Records that satisfy the requirements of partl,
subpart J of this chapter, but that also are required under other applicable statutory

provisions or regulations, remain subject to this part.

Sec. 11.2. Implementation

(a) For records required to be maintained but not submitted to the agency, persons may
use electronic records in lieu of paper records or electronic signatures in lieu of

traditional signatures, in whole or in part, provided that the requirements of this part
are met.

(b) For records submitted to the agency, persons may use electronic records in lieu of

paper records or electronic signatures in lieu of traditional signatures, in whole or in
part, provided that:

1) The requirements of this part are met, and

2) The document or parts of a document to be submitted have been identified in
public docket No. 925-0251 as being the type of submission the agency accepts in
electronic form. This docket will identify specifically what types of documents or
parts of documents are acceptable for submission in electronic form without paper
records and the agency receiving unit(s) (e.g., specific center, office, division,
branch) to which such submissions may be made. Documents to agency receiving
unit(s) not specified in the public docket will not be considered as official if they are
submitted in electronic form, paper forms of such documents will be considered as
official and must accompany any electronic records. Persons are expected to

consult with the intended agency receiving unit for details on how (e.g., method of
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transmission, medja, file formats, and technical protocols) and whether to proceed

with the electronic submission.

Sec. 11.3. Definitions

1. The definitions and interpretations of terms contained in section 201 of the act apply

2.

1)

2)

3)

4)

5)

6)

7)

8)

to those terms when used in this part.

The following definitions of terms also apply to this part:

Act means the Federal Food, Drug, and Cosmetic Act (secs. 201-903 (21 U.S.C.
321-393)).

Agency means the Food and Drug Administration.

Biometrics means a method of verifying an individual’s identity based on
measurement of the individual’s physical feature(s) or repeatable action(s) where
those features and/or actions are both unique to that individual and measurable.
Closed system means an environment in which system access is controlled by
persons who are responsible for the content of electronic records that are on the
system.

Digital signature means an electronic signature based upon cryptographic methods
of originator authentication, computed by using a set of rules and a set of
parameters such that the identity of the signer and the integrity of the data can be
verified.

Electronic record means any combination of text, graphics, data, audio, pictorial, or
other information representation in digital form that is created, modified,
maintained, archived, retrieved, or distributed by a computer system.

Electronic signature means a computer data compilation of any symbol or series of
symbols executed, adopted, or authorized by an individual to be the legally binding
equivalent of the individual’s handwritten signature.

Handwritten signature means the scripted name or legal mark of an individual
handwritten by that individual and executed or adopted with the present intention
to authenticate a writing in a permanent form. The acts of signing with a writing or
marking instrument such as a pen or stylus Is preserved, The scripted name or
legal mark, while conventionally applied to paper, may also be applied to other

devices that capture the name or mark.
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9) Open system means an environment in which system access is not controlled by
persons who are responsible for the content of electronic records that are on the

system.

1.2 Subpart B. Electronic Records

Sec. 11.10. Controls for closed systems

Person who use closed systems to create, modify, maintain, or transmit electronic records
shall employ procedures and controls designed to ensure the authenticity, integrity, and,
when appropriate, the confidentiality of electronic records, and to ensure that the signer
cannot readily repudiate the signed record as not genuine. Such procedures and controls

shall include the following:

(a) Vvalidation of systems to ensure accuracy, reliability, consistent intended performance,

and the ability to discern invalid or altered records.

All records are stored in encrypted. Access is controlled by User Name and secret

password.

(b) The ability to generate accurate and complete copies of records in both human
readable and electronic form suitable for inspection, review, and copying by the agency.
Persons should contact the agency if there are any questions regarding the ability of the

agency to perform such review and copying of the electronic records.

If the user of UV Express Security software has the authority to save data, they can save
it in its own file format. (*.dgdt, *.dkdt, *.dbdt, *.dqdt, *.dsrdt, *.dskdt, *.dsqdt, *.dthdt,
*.dcdt, *.dpdt, and *.dvdt). This file includes experiment information, signature history
and data modification history, etc. Spectrum data can be exported as CSV file, standard
ASCII and JCAMP format but a CSV file cannot be imported into UV Express software. The

system owner must determine which file format should be maintained and saved.

(¢) Protection of records to enable their accurate and ready retrieval throughout the

records retention period.*

The data created by UV Express Security software is saved in the designated folders and

these data can be read. The system owner must determine how the files will be archived

Lambda 365 Security Software Guide 4



and backup and have the procedure to ensure that retrieval records can be read.

(@) Limiting system access to authorized individuals.

The only administrator can allocate who is authorized to access the system. It is possible
for an administrator to give each user the authority to access the system in Microsoft
Windows 7 Professional and Ultimate. To access the system, the user should be given a

unique user name and a password.

(e) Use of secure, computer-generated, time-stamped audit trails to independently record
the date and time of operator entries and actions that create, modify, or delete
electronic records. Record changes shall not obscure previously recorded information.
Such audit trail documentation shall be retained for a period at least as long as that

required for the subject electronic records and shall be available for agency review and

copying.

Event log contains the User name, time stamp and all data log when the data file was
created, modified or deleted, the new value, the old value, and the type of modification.
Change to the data file do not obscure previously saved information. All logs can be

review and printed for inspection purposes.

() Use of operational system checks to enforce permitted sequencing of steps and events,

as appropriate.

Enforced sequencing is carried out in the application: The system can be set up to
enforce the carrying out of certain tasks to ensure correct sequencing. Examples of these
are: running standards during an analysis, mandatory data entry and calibrating the

instrument.

(g9) Use of authority checks to ensure that only authorized individuals can use the system,
electronically sign a record, access the operation or computer system input or output

device alter a record, or perform the operation at hand.

Security Server Software manages the authority to use the system and electronic

signature for the electronic records.
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(h) Use of device (e.g., terminal) checks to determine, as appropriate, the validity of the

source of data input or operational instruction.

UV Express Security software will only read recognized PerkinElemer file formats. During
installation the instrument serial number is recognized. Instrument model and serial

number are stored with all data collected.

(1) Determination that persons who develop, maintain, or use electronic record/ electronic
signature systems have the education, training, and experience to perform their

assigned tasks.

It is the responsibility of customer and should be part of the system’s procedural

compliance. Electronic or hardcopy documentation is provided.

() The establishment of and adherence to, written policies that hold individuals
accountable and responsible for actions initiated under their electronic signatures, in

order to deter record and signature falsification.

It is the responsibility of customer and should be part of the system’s procedural

compliance.

(k) Use of appropriate controls over systems documentation including:

1) Adequate controls over the distribution of, access to, and use of documentation for
system operation and maintenance.
2) Revision and change control procedures to maintain an audit trail that documents

time-sequenced development and modlfication of systems documentation.

It is the customer’s responsibility to maintain appropriate controls of the installed system

and this should be part of the system’s procedural compliance.

Sec. 11.30. Controls for open systems

Persons who use open systems to create, modify, maintain, or transmit electronic records
shall employ procedures and controls designed to ensure the authenticity, integrity, and,
as appropriate, the confidentiality of electronic records from the point of their creation to

the point of their recelpt. Such procedures and controls shall include those identified in
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11.10, as appropriate and additional measures such as document encryption and use of
appropriate digital signature standards to ensure, as necessary under the circumstances,

record authenticity, integrity, and confidentiality.

The UV Express Security software implementation requires the use of a closed system as
we do not employ data encryption on our data files with this software. For Windows 7
Professional and Ultimate, security is embedded in the UV Express software structure and
set up through the Windows 7 security feature. The Windows log-in and password, in
conjunction with the password reverification required when a user starts UV Express,
provide a way to control access to the UV Express software and a spectrophotometer. By
following the guidelines in this document, you can achieve compliance with 21 CFR Part

11 as it pertains to a closed system.

Although data encryption is not used, the system administrator may choose to store the
data in a secure folder such that only authorized users may access data according to their
privileges. These privileges must be controlled by a unique user name and password

combination.

If compliance is desired in an open system, those responsible for maintaining system

records must take adequate measures to ensure that UV Express complies.

Sec. 11.50. Signature manifestations

(@) Signed electronic records shall contain information associated with the signing that

clearly indicates all of the following:

1) The printed name of the signer;
2) The date and time when the signature was executed;

3) The meaning (such as review, approval, responsibility, or authorship) associated with
the signature.

UV Express security software implement as follows:

1) The printed name is the User Name.

2) The data and time are recorded. PerkinElmer users the PC’s log data format and
includes time zone information.

3) The meaning of each signature event is recorded and stored in the history record with
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the User Name of the signer E-signatures are configurable. Signature is selected by

the security server software.

(b) The items identified in paragraphs al, b1, and c1 of this section shall be subject to the
same controls as for electronic records and shall be included as part of any human

readable form of the electronic record (such as electronic display or printout).

The history record for the method or results stores this information. This record can be

viewed on screen and printed.

Sec. 11.70.  Signature/record linking

Electronic signatures and handwritten signatures executed to electronic records shall be
linked to their respective electronic records to ensure that the signatures cannot be

excised, copied, or otherwise transferred to falsify an electronic record by ordinary mearns.

The digital signature is stored in the same data file or report that is signed. Because the
signature is stored in the same file as the electronic record, all digital signatures produced
by UV Express are directly linked to the electronic record. A check of an electronic record
can verify whether the signature is valid. An invalid signature could be caused by a record
that was never signed or a record that was modified after it was signed.

If an invalid signature was attached to an electronic record, or if the record was tampered

with, simply checking the signature on the electronic file will reveal the problem.

1.3 Subpart C. Electronic Signatures

Sec. 11.100. General requirements

(a) Each electronic signature shall be unique to one individual and shall not be reused by,
or reassigned to, anyone else.

No two users can have the same User Name and secret password combination.

(b) Before an organization establishes, assigns, certifies, or otherwise sanctions an
individual’s electronic signature, or any element of such electronic signature, the

organization shall verify the identity of the individual.
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It is the responsibility of the customer to include this as part of the system’s procedural

compliance.

(c) Persons using electronic signatures shall, prior to or at the time of such use, certify to
the agency that the electronic signatures in their system, used on or after August 20,
1997, are intended to be the legally binding equivalent of traditional handwritten
signatures.

1) The certification shall be submitted in paper form and signed with a traditional
signature, to the Office of Regional Operations (HFC-100), 5600 Fishers Lane, Rockville,
MD 20857.

2) Persons using electronic signature shall, upon agency request, provide additional
certification or testimony that a specific electronic signature is the legally binding

equivalent of the signer’s handwritten signature.

It is the responsibility of the customer to include as part of the system'’s procedural

compliance.

Sec. 11.200. Electronic signature components and controls

(a) Electronic signatures that are not based upon biometrics shall:

1) Employ at least two distinct identification components such as an identification code

and password.

. When an individual executes a series of signings during a single, continuous period of
controlled system access, the first signing shall be executed using all electronic
signature components, subsequent signings shall be executed using at least one
electronic signature component that is only executable by, and designed to be used only
by, the individual.

ii. When an individual executes one or more signings not performed during a single,
continuous period of controlled system access, each signing shall be executed using all of

the electronic signature components.
2) Be used only by their genuine owners,

3) Be administered and executed to ensure that attempted use of an individual’s
electronic signature by anyone other than its genuine owner requires collaboration of

two or more individuals.
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(b) Electronic signatures based upon biometrics shall be designed to ensure that they

cannot be used by anyone other than their genuine owners.

Digital signature used by UV Express is based on the user’s ID and Password based on
non-biometrics. This signature is encrypted in the data file and cannot be opened in any

other application software.

Sec. 11.300. Controls for identification codes/passwords

Persons who use electronic signatures based upon use of identification codes in
combination with passwords shall employ controls to ensure their security and integrity.

Such controls shall include.

(a) Maintaining the uniqueness of each combined identification code and password, such

that no two individuals have the same combination of identification code and password.

No two users can have the same User Name and secret password combination. When a
user leaves the company the system will not allow that particular User Name to be

reused by anyone else. This should be made part of the system’s procedural compliance.

(b) Ensuring that identification code and password issuances are periodically checked,

recalled, or revised (e.g., to cover such events as password aging).

UV Express has the facility to allow password ageing. New passwords are checked
according to the administrator settings for password ageing. The password aging
intervals must be defined by the security server software an administrator and should be

part of the system’s procedural compliance.

(c) Following loss management procedures to electronically deauthorize lost, stolen,
missing, or otherwise potentially compromised tokens, cards, and other devices that
bear or generate identification code or password information, and to issue temporary

or permanent replacements using suitable, rigorous controls.
The system allows an administrator to disable access via the compromised User Name.

This should be part of the system’s procedural compliance. The system administrator can

issue temporary and permanent replacement access
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(d) Use of transaction safeguards to prevent unauthorized use of passwords and/or
identification codes, and to detect and report in an immediate and urgent manner any

attempts at their unauthorized use to the system security unit, and, as appropriate, to

organizational management.

Regular review of the log is customer/client responsibility, and should be part of the

system’s procedural compliance.

(e) Initial and periodic testing of devices, such as tokens or cards, that bear or generate

identification code or password information to ensure that they function properly and

have not been altered in an unauthorized manner.

Devices such as tokens or cards are not used by UV Express.

2. Security Program

UV Express Security Software is provided to run in Network PC and Local environment.
This runs as service under Windows and enforces the security policies defined with the
Security Server Program. UV Express Security automatically tracks changes to data file.
As mathematical processing or renaming occurs, the changes are saved in the data
history information. It also handles the data history, method history and electronic
signatures. The data used in UV Express Security software is binary code based and

cannot be opened in any other application software.
i.  Security Server software provides the functions for setting up the privilege and
access control of application software, measurement method and etc. The audit

trail function is included in the Event Viewer and each audit trail can be viewed.

ii. UV Express software is the program to run the Lambda 365 meeting the regulation

of 21 CFR Part 11 for electronic records and electronic signatures.
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11. Overview of Windows Administration

1. Basic Network concepts

PerkinElmer Security Server software is designed to run in a networked or local
environment. The security functionality of Security Server is fundamentally linked to
the security features of your Windows network operation system. Understanding of
some of the concepts and terms may give you more confidence in using the Security

Server software.

2. Network Terms

2.1 Server and Client

A network server is a computer or device that provides information or services to other

computers on a network.
A client is the requesting program or user in a client-server relationship.

Client-server describes the relationship between two computer programs in which one
program, the client, makes a service request from another program, the server, which

fulfills the request.

Network E I \

e —

~ -
~ Server machines
~

~ A I
Client
machines
Client 1 Client 2 Client 3 Client 4 Client 5
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2.2 Supported configurations

You can use Security Server to set and enforce security policies in network:

In the Network System, Security Server is installed on Windows 7 that is a member of
the domain. The client application is installed on multiple workstations that are
members of the domain. The client workstations run Windows 7 Professional and

Ultimate.

In the stand-alone configuration (Local System), Security Server is installed and run
along with the client application on a single non-networked computer that acts as both
client and server. This computer runs Windows 7 Professional and Ultimate. Stand-

alone configurations are intended for small laboratories with no network facilities.
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111. Network System

1. Pre-Installation

Before installing the UV Express Application, the local administrator needs to
designate users or groups and assign their authority of access. Users and Groups are
designated in the Control Panel of the Windows Operating System. You need to set
up user accounts in each computer in the workgroup, not just on a server. Each user

must have the same user name and password on each computer in the workgroup.

* Administrator account:
- User account design
(Refer to 111-1.1 User Account Design)
- Installation Security Server software (Refer to 111-2.1
Installation of Security Server Software)
- Check IP address
(Refer to 111-2.3 Setting IP address)
E { \ - Setting Windows Firewall
L I—— (Refer to 111-2.5 Setting Windows Firewall)
/

—— \ - Run the Security Server Software

P .

Sarat il (Refer to 111-3 Operating Security Server)

Client
machines
Client 1 Client 2 Client 3 Client 4 Client 5

|

* Administrator account:

- User account design (Refer to I11-1.1 User Account Design)

- Installation of UV Express and UV Express Security software (Refer to 111-2.2 Installation of UV Express
and UV Express Security Software)

- Setting Folder permission (Refer to I11-2.4 Folder Permissions)

- Setting Windows Firewall (Refer to 111-2.5 Setting Windows Firewall)

* User (Standard) account:

- Run the UV Express software (Refer to 111-4 Operating UV Express Software)
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1.1 User Account Design

NOTE: User account design should be same name on the Administrator account both the Server

and the Client computer.

£ N
Em
l d —)
\ — /= /
Server machines/
N ~ _|, -~
Client
______________ﬂchines
( \
'l HEHE N
Client 1 CI;eng 2 Cli;n! 3 Ciienl 4 Ciient 5 |

1.1.1 Create the User account(s) in Windows 7

1. Log on to the computer as an administrator of server computer.

2. Select Control Panel > User Accounts from the Start menu in the Windows

operating System.

3. Click Manage another account > Create a new account.

= o =58

@\:‘)vkﬁ) &« User Accounts » Manage Accounts - |$,‘ ‘ Search Control Panel el |

Choose the account you would like to change

TEST | Guest
Administrator Guest account is off

n

Additional things you can do
’f‘:.' Set up Parental Controls

Go to the main User Accounts page
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4. Enter the Name (ex. userl) of the new account, select Standard user and click
Create Account.

==
o

@Qvlg"_’, &« Manage Acco.. b Create New Account - |é,| ‘ Sean

Name the account and choose an account type

This name will appear on the Welcome screen and on the Start menu,
userl

@ Standard user
Standard account users can use maost software and change system settings that do not affect other users or
the security of the computer,

Administrators have complete access to the computer and can make any desired changes, Based on
notification settings, administrators may be asked to provide their password or confirmation before
making changes that affect other users.

We recommend that you protect every account with a strong password.

Why is a standard account recommended?

| Create Account I Cancel

5. Verify the new account was created correctly.

@C)vlﬂﬂ < User Accounts » Manage Accounts - |&,‘ | Search Control Pane Pl

Choose the account you would like to change

TEST | userl
Administrator Standard user

Guest
Guest account is off

1

6. Additional accounts can be created in the same way as above.

7. The procedure for creating user account is complete.

8. Reboot and log on to the computer as an administrator.

9. Log on the computer as an administrator of client computer. Create the user account

same as sever computer following procedure from #2 to #8.

17 Lambda 365 Security Software Guide



2. Software Installation

2.1 Installation of Security Sever Software

NOTE: Security Server Software should be installed on the Server computer.

-~
/B I— N\
N=—8
\ —r== /
\ Server machines /"
~ _|, -
Client
machines
L == =N = e
Client 1 Client 2 Client 3 Client 4 Client 5

1. Log on to the computer as an Administrator account of the Server computer.

2. Input the Security Server software CD into the CD drive. Security Server Software

is installed automatically. The default installation folder is “C:\ SecurityServer”.
3. If the automatic setup window is not shown, click Setup.exe in the CD.

4. Security Server InstallShield® Wizard starts. Click Next.

i b
8 Security Server - InstallShield Wizard ﬁ

Welcome to the InstallShield Wizard for
Security Server

The Installshield(R) Wizard will install Security Server on your
computer, To continue, dick Mext.

WARNIMG: This program is protected by copyright law and
international treaties.

< Back [ Mext = ] Cancel
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5. Enter your information and Click Next.

-
8 Security Server - InstallShield Wizard u

Customer Information

Please enter your infarmation.

User Name:
[21cFR|

Organization:

Installshield

<Back | Next> ||| cancel

6. Click Next.

-
ﬁ Security Server - InstallShield Wizard u

Destination Folder

Click Mext to install to this folder, or dick Change to install to a different folder,

D Install Security Server to:
C:\securityServer)|

Installshield

<Back || mext> || cancel
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Click Anyone who users this computer (all users).

-
i Security Server - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Install this application for:

[ 85 Anyone who uses this computer (all users) i
[ Cnly for me (TEST) ]

Installshield

After the setup is complete successfully, click Finish.

. — =
#4 Security Server - InstallShield Wizard . ﬁ

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Security
Server, Click Finish to exit the wizard.

&

After the Security Server software installation is complete, the icon === will be

created on the Desktop.
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2.1.1 Security Server Software Interface

Describes the unique display features of the security software.

r
s Security Server

[E=yEE)

Software List

@ IAt:aunt I Help I@

Delete

Access Control

Access control information grants or denies indvidual users of
users access to protected functionality in the application(s).

Users, Groups

) rsminsiors

sers
Administrator

<<

>>

Signatures

Signature meanings are text strings that are used to provide
the meaning for an electronic signature.

Add Delete | [ Eai
Users, Groups
@ Administrators

Users
Administrater

<

=

(O Account: Control to set / change user account and password.

@ Help: Display the security software Guide and version of Security Server.

(@ Software List: Register the software to be used (UV Express).

@ Access Control: Display the software function of the selected software in the

Software List section. (File, Edit, Math, Measure, View, Math, etc.)

(® Users, Groups: Select user account(s) to be given the access permission to each

function in the Access control section.

® Signature: Set electronic signature. (Default-Authorship, Resposibility, Approval,

Review, etc.)

(D Users Group: Select user accunt(s) who will have the authority to apply each

signature.
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2.1.1.1 Account

(w] The Account menu includes commands to perform account functions as shown in the

following table.

Add |
Deactivate/Activate

Lockout Setting
Unlock

Change Password

Command Function
Add Add new user account
Deactivate/Activate Deactivate or activate the user account
Lockout Setting Set the lockout function
Unlock Unlock the user account and set new password
Change Password Change the password of user account

Add
(m] Use the Add command to add a new user account.

(] Procedure

1. To add a new user account, select user account and enter a password. Click Add.
r- Add Account [_ﬂ

Account

Account

Password

Confirm Pass word

NOTE: Password must be of minimum 6 characters and include at least one letter and a number
each.

NOTE: When the new user logs on for the first time they will be forced to change their password.
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Deactivate/Activate
m] Use the Deactivate command to deactivate and prevent an activated user account
from accessing the UV Express software.
m] Use the Activate command to activate and allow a deactivated user account to
access the UV Express software.
(w] Procedure
1. To deactivate a registered user account, click the “Name” drop-down list in the
“Deactivate account” section, and then the currently activated accounts are listed.
2. Select the account to be deactivated and then click Deactivate.
[ Setting activate =5c=)

Deactivate Account

Name

- Deactivate
user2

userl |

Activate Account

MName

v] [ Activate

L%

3. To activate a registered user account out of deactivated accounts, click the “Name”
drop down list in the “activate account” section and the currently deactivated
accounts are listed.

4. Select the deactivated account to be activated and then click Activate.

[ Setting activate =)

Deactivate Account

MName

- ] [ Deactivate

Activate Account

Name

user? - ] [ Activate
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Lockout Setting

(w] Use the Lock out setting command to set the number of failed logins, lockout
duration and password age.

Lock Qut Setting &J

Lockout

Mumber of failed logins allowed before lockout

Lockout duration

_) Permanent, untl administrator unlocks

@ Duration {minutes) 30 =
Password age

_) Password never expires

@ Password expires after (days) 30 =

a. Lockout: In executing the UV Express software or signing the measured file, enter

the limit number of failed logins. Once locked out, execute the Unlock function and
set a new password.

b. Lockout duration: Set the time (minutes) when the UV Express software is closed
in case that there is no action after it is executed.

c. Password age: Set the password expiration (days). Alarm message is displayed
from 3 days before the password is expired.

Unlock Account

[m] Use the Unlock Account command to unlock the user account when user failed

logins over setting lockout number and set the new password.
(W] Procedure

1. To unlock user account, select user account and enter the new password and click
unlock.
[ Unlock Account @1
Unlock Account

Mame

v] [ Unlodk

MNew Password

Confirm Password
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Change Password
(@] Use the Change Password command to change the user account password.
(w] Procedure

1. To change password, select user account and enter the new password and click OK.
rﬁ"a"ge Password &11

User

Name

Mew Password

Confirm Password

2.1.1.2 Help

] The Help menu contains the Help contents for Security Server Software.

Help
El Contents
About...
Command Function
Contents Open the Security Software Guide as PDF file
About... Display the version of Security Server Software
Contents

w] Contents links to external document of the Security Software Guide.

About

m] About Security Server contains information on the version of the software.
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2.2 Installation of UV Express and UV Express Security Software

NOTE: UV Express and UV Express Security software should be installed on a client computer.

1. Log on as an Administrator account on a Client computer.

Client
machines
[ - - | =
Client1 Client 2 Client 3 Client 4 Client 5

2. Input the UV Express software CD into the CD drive. UV Express software is

installed automatically. The default installation folder is “C:\UV Express”.

NOTE: /f UV Express Software has already been installed, please skip the procedures #2-9 and
then, UV Express Security software only needs to be installed on a client computer.

3. If the automatic setup window is not shown, click Setup.exe in the CD.

4. UV Express InstallShield® Wizard starts. Click Next.

T I
3 UV Express Basic Package - InstallShield Wim
| — —.

Welcome to the InstallShield Wizard for Uv
Express Basic Package

The Installshield(R) Wizard will install UV Express Basic Package
on your computer, To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties.

Cancel
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5. Enter your information and click Next.

F B
8 UV Express Basic Package - InstallShield Wizard u

Customer Information

Flease enter your information.

User Mame:

| RigR |
Organization:

.

]

I Install this application for:

@ Anyone who uses this computer (gl users)

| (™) Only for me (21CFR)
Installshield
<Back || Next> ||| cCancel
6. Click Next.
r ™
8 UV Express Basic Package - InstallShield Wizard u
Destination Folder

Click Mext to install to this folder, or dick Change to install to a different folder, 1'-.1.

G Install UV Express Basic Package to:

- '

InstallShield

< Back Next> ||| cancel

=
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10.

11.

12.

Click Install.

8 UV Express Basic Package - InstallShield Wizard ﬁ

Ready to Install the Program

The wizard is ready to begin installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Current Settings:

I Setup Type: I

Destination Folder:
C: UV Expressiit
User Information:
Name: 21CFR

Company:

Installshield

< Back Install [ Cancel

After the setup is complete successfully, click Finish.

{|
After the UV Express Software installation is complete, the UV Express folder Wi

will be created on the Desktop.

Input the Security software CD into the CD drive. UV Express Security software is

installed automatically. The default installation folder is “C:\UV Express”.
If the automatic setup window is not shown, click Setup.exe in the CD.

UV Express Security InstallShield® Wizard starts. Click Next.
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13. Enter your information and click Next.

r -
5 UV Express Security Package - InstallShieIdeard

Customer Information

Flease enter your infarmation.

User Name:
ILI_"I]I

Organization:

Ll Install this application for: N
@ Anyone who uses this computer (zll users) I
I 1 Only for me (TEST)
| |
Installshield
<Back || Next> ||| cancel
14. Click Next.
-— ™
8 UV Express Security Package - InstallShieIdEzard u
Destination Folder

Click Mext to install to this folder, or dick Change to install to a different folder., "-.].

G Install UV Express Security Package to:

e

Installshield I

<Back | Nexts || cancel i
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15. Click Install.

r -
8 UV Express Security Package - InstallShieIdEzard

Ready to Install the Program

The wizard is ready to begin installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:

Destination Folder:
C: UV Expressiit

User Information:

Name: TEST 0

Company: N

|

Installshield I
< Back ]| Install | [ Cancel ]

16. After the setup is complete successfully, click Finish.
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2.3 Setting IP address
The IP Address of the Server computer should be addressed in the Client computer
for networking as follows.

2.3.1 Check the Server computer IP address
1. Log on to the computer as an Administrator account of the Server computer.
PR, \
/E |—J
[ = |
\ = /

[—=\

\ Server machines /
~ _|, -~

Client
machines
Client 1 Client 2 Cliem 3 Client 4 Client 5

2. Press and hold the “Windows” key and then press the R key to open Run, and after

writing “cmd”, click OK.

-
= Run S|
= Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.
Open: cmd -

[ OK II Cancel ‘ ‘ Browse...

3. Type “ipconfig” and press the Enter key.

E=E B

BN C\Windows\system32icmd.exe
Microsoft Windows [Version 6.1.76B81]

m| »

Copyright (c)> 2809 Microsoft Corporation. All rights reserved.

C:Uszers~TEST >ipconfiyg
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4. Check the Server computer’s IP address: ex. 192.168.10.23.

B C:\Windows\system32\cmd.exe o = =

icrosoft Windows [Uer
Copyright <(c) 2889 Hic

ion 6.1.7688)
nsoft Corporation.

All rights reserved.

rsNTEST >ipconfig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Con i ific S Suffix
Li "

1Pud
Subnet Ha
Default

2.3.2 Input the Server IP address information in the Client computer

1. Log on as an Administrator account on a Client computer.

Client

machines
| Client 1 Client 2 Client 3 Client 4 Client 5 |
—— e — e e — e e — e ———

2. Open the “C:\” directory, and click the “UV Express” folder. Open
AccessControList.aci file on the notepad and type the above Server IP address

instead of the currently set IP address. Click File and Save the modified server IP

52
@Uv\ + Computer » Local Disk(C) » UV Express » By
Organize = | open ~ Bumn Mew folder _ | AccessCentrolList - Notepad
File Edit Format View Help
Name
't Favorites P
B Desktop AutoSave Number=192.168.u.0.23|
& Downloads Calib [serverport]
Recent Places Data Number=2002
D [List]
; = Number=17
4 Libraries Help )
I Documents Images [Listi] 1
o Music Manual oo 1
List
) Pictures Method e e
Videos Simulat .
=] imulation [Listz]
Standard Name=view
1% Computer SW Validation [Listd]
&, Local Disk (C) Temp Name=Measure
s New Volume (D) BDiive [Lists]
s New Volume (G) || AccessControlList Name=method
e Removable Disk (1) 2] Actbar2.ocx [Listé]
5] ACTSGOL.OCK Name=tath
i Network [&] CCRPFD6.OCK [List7]
Name=5can
%] CCRPPRGE.OCK
[List8]
(2] DsWizard.ocx Name=quantification
2] np200p_ocx.ocx
[Lista]
1] olch2:@.00x Name=Scanning Kinetics L
&) oLcH2X32.00%
B leb3.8 e
< nr v
AccessControlList Date modified: 03/06/201517:09 Date created: 03/06/2015 17:09
ACIFile Size: 588 bytes
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2.4 Folder Permissions

The Administrator account is already present on the PC. This gives the administrator
full access to the whole system, including the ability to delete and rename files, and
run any application, and change user and file/folder permissions.

In order for data files to be protected, data saved in this protected folder can only be
accessed by authorized users. This all permissions of file and folder follow the

Windows system’s procedural compliance.
2.4.1 Setting the “Write” permission to the “UV Express” folder

Note: User(s) should be granted the “Wirite” permission to run the UV Express security software.
To set up write access permission Is cartried out only on the Client computer’s Administrator

account.

1. Log on to a Client computer as an Administrator account.

L_-—\
Client
machines
‘H EEE N
Client 1 Client 2 Client 3 Client 4 Client 5 |

2. Open the “C:\” directory, and right-click the “UV Express” folder, and then click

Properties.
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3. Click “Security” tab and click Edit.

O w—

(e

Oeganize = “4 Open Inchude n library Share with = Burn. Mews falder =2 [ &
< £ harme = Date modified Type Size -
B Desktop B i e 2015-03-05 28 1:.  File folder
B Downloads N oiuAsgn Open e folder
L Recent Places B e aieienfas Open in new window e folder
B i ihe foldes
il Libraties i TP Shanewath " File tolder "
f *1 Docurments " sElA Restore previaus verssons she Toldes
o e sk Include in library o B
= Pictures ! s Send to 3 File folder
B videos " Ll ile folder
TR Cun ile folder
/8 Computer gt Cony e folder
B S beden & Create shoricut ihe folder
i Network T R Delete ile folder
e Rename ihe folder
A - - ihe Folder
Ij. UV Express I I Erpuiia | T
o 2015-04-16 LW 4i.  File folder
WY T 2015-03-05 2} 1: Fibe faldes
K o . 2014-09-30 2 % File folder
R 2015-06-001 23 1.  File folder
Bl n3ir 32 (& “am 7 A maetLog 20130003 £% % Text Document 1 KB
WA AT AT O X0 TO1 Cil= AL WD =
J | UV Express Date modidied: 2015:06-03 2 % 545
File folder

|| UV Express Propert =x=)

|Generd|51’13rhj|53cum)'|FreuiousVersions|CuHonize|

Cbject name:  C:H\UY Express

QI'OLID ar user names:

2 4 A thenticated Users

52, 5YSTEM

%Administmtors (TEST-PC \Administratars)
52, Users (TEST-PC\Users)

To change pemissions, click Edi.

Pemizsions for Authenticated
Users

Full cortrol

Modify

Read & execute
List folder contents
Read

White

For special permissions or advanced settings, 1-anc5::|
click Advanced. Ady

Leam about access control and permissions

oK | [ Cancel ]|
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4. Select Users and check the Allow box for Write on the Permissions for Users

window and click OK.

-
. Permissions for UV Express u

Security

CObject name:  C:AUV Bxpress

Group or user names:

82 Autherticated Users
52 SYSTEM
s Administrators (T PO

Administrators)

= § Users (TEST-PChUsers)

[ Add ] [ Bemaove ]
Pemizsions for Users Allow Deny
Read & execute | i
I List folder contents & I
Read ¥ 2
Write
Special permissions [l O -

Leam about access control and permissions

Lok [ Concel || sooy |

5. To allow a specific account (e.g. user 1) the write permission, not all Users, set as

below.
[ | Permissions for UV Express )
Security
Object name:  C:\UV Express
Group or user names:
£2, Authenticated Users
2,SYSTEM 5 ‘
82 Administrators (TEST-PC\Administrators) Select Users or Groups 2
Slict i atiart o
Users. Groups. or Builtn securty prncipals Obioct Types,
® [From this location:
e ey |} =
- Enterthe object names to select (sxamples)
Pemissions for Users Allow Deny Im1 5 —
Read & execute ]
' List folder contents @) ‘ ®
e 2 24
Leam about access control and pemissions
ok J[ Cance || zo0y
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Select userl and check the Allow box for Write on the Permissions for Userl

window and click OK.

-
.. Permissions for UV Express ﬂ

Security

Object name:  C:M\UV Express

Group or user names:
82, Autherticated Users

P [v]
2 userl (TEST-PCuserl)

Pemissions for userl Allow D

ey
Read & execute ]
[ List folder cortents B
O
0

Read
Write
Special permissions -

Leam about access control and pemissions

I| oK I[ Cancel | [ Apply |
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2.4.2 Setting the “Delete and Change” prevention to the “UV Express” folder

NOTE: 7o prevent user from deleting or changing the UV Express folder (C:\UV Express) and its
subfolders and files, the delete permission should be set as Deny. It can be set with

Administrator’s account in the Client computer.

1. Log on a Client computer as an Administrator account.

Client
machines

2. Open the “C:\” directory, and right-click the “UV Express” folder, and then click
Properties.

3. Select Security tab in the Properties window and click Advanced.

| UV Express Properties @

—
| General | Sharirb | Security | Rrevious Versions I Customize|
| iSRRItk m

Object name:  CAUV Express

Group or user names:

2, Mutherticated Users -
52 SYSTEM '"
b Jusert (TEST-PCwserl)

[+ RN — ro ITES T Adminictrotam

1| i | 3

(o
-

To change pemissions, click Edit. @ Edit .

Permissions for user1 Alloww Derry

Full contral i
Modify

Read & exscute
List folder contents
Read

Write

For special pemmissions or advanced settings,
click Advanced. Advanced

Leam about access control and pemissions

LA S

-

OK || Cancel || ool
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Select the permissions tab and “userl” and click Change Permissions.

[ . i
| Advanced Security Settings for UV Express ' u

Permissions | b diting I Owner I Effective Pemissions

To view details of a permission entry, double-click the entry. To modify pemissions, click Change Permissions.

Cbject name: CAUV BExpress

Pemission entries:

'r' Type Name Permission Inherited From Apply To

Read, write & exec...  «not inherited> This folder, subfolders and.... |

.- = Full contral Ex This folder, subfolders and... |
Allow SYSTEM Full contral EXx This folder, subfolders and....
Mlow Users (TEST-PC\zers) Read & execute CN This folder, subfolders and...
Allow Autherticated Lsers Modify Ch This folder, subfolders and....

| Include inhertable permissions from this object’s parent

Managing pemission entries

OK ][ Gamcel ][ ool

Select “userl” in the permissions window and click Edit.

—
K Advanced Security Settings for UV Express . u

Permissions

To view or edit details for a permission entry, select the entry and then dick Edit.

Cbiject name: C:\JV Express

Permission entries:

Type Permission Inherited From Apply To
userl (TEST-PC\user1) Read, write &exe...  <not inherited> This folder, subfolders a...
et et = Full control c:y This folder, subfolders a... |
Allow SYSTEM Full control C:y This folder, subfolders a...
Allow Users (TEST-PCYJsers) Read & execute c:\ This folder, subfolders a...
Allow Authenticated Users Madify C:y This folder, subfolders a...
[ Add... [ Edit.... ] Remove ]

[¥] Include inheritable permissions from this object's parent

[T replace all chid object permissions with inheritable permissions from this ebject

Managing permission entries

L e )

Lambda 365 Security Software Guide 38



6. Under permissions for Delete subfolders and files, Delete, Change

permissions and Take ownership, select or check Deny and click OK.

7 B
. Permission Entry for UV Express &
Object

Mame:  userl (TEST-PCluser1)
Apply to: [This folder, subfolders and files ']
Permissions: Allow Deny

£ad permissions

Change permissions
Take ownership

Read attributes = |-
| Read extended attributes |} i
Create files [ write data |
Create folders [ append data ]
Write attributes [
\rite sxtended attribyutes 71 [
Delete subfolders and files = E
Delete 0
I/ —
O
]

ml Apply these permissions to objects andfor Clear Al H

containers within this container only

Manaaqing permissions

[ OK J[ Cancel ]

2.4.3 Setting the “Overwrite” prevention to the “Data” folder

NOTE: 7o prevent user from overwriting data into the Data folder (C:\UV Express\Data) , the
Create Folders / append data permission should be set as Deny. It can be set with

Administrator’s account in the Client computer.

1. With the Administrator’s account logged on, open the “C:\ UV Express” directory,

and right-click on the “Data” folder and then click Properties.

2. Select Security tab in the properties window and click Advanced.
'g Data Properties &

I |
‘Gﬁﬂﬂfﬂlﬂ’\m’dl Security _FervlouxVetwns Customize

Object name:  C:\UV Express\Data

Group or user names:
82, Authenticated Users a
82 SYSTEM

3 P

2 Acdmimictratnre (TECT. DM Adminictratarel
« m »

L To change pemissions, click Edit. Edt...

Pemnissions for user1 Allow Deny

Ful control =
Mody

Read & execute =
List folder contents

Read

Write ¥

For special pemissions or advanced settings.
click Advanced.

Leam about access control and pemissions ‘

ok ][ concel
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Select the permissions tab and “userl” and click Change Permissions.

-

| Advanced Security Settings for Da‘lz: — —
-

==

1
Permissions |I|N.Jdi‘ting I Owner I Effective Pemissions

To view details of a permission entry, double-click the entry. To modify pemissions, click Change Permissions.

Cbject name: CAUV Bpress'\Data

Pemission entries:

L Type ame Permission Inherited From Apply To
u! (TEST-PChwuserl) Special CAUV Bxpress'. This folder, subfolders and....
Read, write & exec...  C:\UV Express\ This folder, subfolders and...
Allow Administrators (TEST-PC*...  Full control Ch This folder, subfolders and....
Allow SYSTEM Full cantral EX This folder, subfolders and...
Allow Users (TEST-PC'\Users) Read & execute Ch This folder, subfolders and....
Mlow Authenticated Users Madify CN This folder, subfolders and...

| Include inhertable permissions from this object’s parent

Managing pemission entries

[ ok |[ Cance

Select “userl” in the permissions window and click Edit.

-

= -
. Advanced Security Settings for Data

Permissions

To view or edit details for a permizsion entry, select the entry and then dick Edit.

Chject name: C:\UV Express\Data

Permission entries:

[¥] indude inheritable permissions from this object's parent

i [ replace all child object permissions with inheritable permissions from this object

Managing permission enfries

Type Permission Inherited From Apply To
C:\UV Express) This folder, subfolders a...

Allow Read, write &exe.., C:\JV Express} Thig folder, subfolders a...
| Allow Administrators {TEST-PC...  Ful control C:y This folder, subfolders a...
| Allow SYSTEM Full control Czy Thig folder, subfolders a...

Allow Users (TEST-PC\Users) Read & execute C:y This folder, subfolders a...

Allow Authenticated Users Maodify Czy Thig folder, subfolders a... i
| [ Add... ] [ Edit... ] Remove

Apply
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5. Under permissions for Create folders/ append data, select or check the Deny
and click OK.
[ ., Permission Entry for Data - Mw

Object

This permission is inherited from the parent object. Make changes
here to override the inherited permissions.

o Mame:  userl (TEST-PCluser1) Change...
Apply to: | This folder, subfolders and files

Permissions: Deny

Create folders [ append data
T ST ouTEs
Write extended attributes
Delete subfolders and files
Delete

Read permissions

Change permissions
I Take ownership

Apply these permissions to objects and for Clear Al |

containers within this container only

wlslelel=lsl l=] |
J

Managing permissions

[ 0K ] [ Cancel ]
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2.5 Setting Windows Firewall

Windows Firewall is a program to prevent malicious software from gaining access to
your PC through the Internet or a network. In the Network System, if the windows
Firewall programs is turned on and the programs for UV Express Security software are
blocked, it should be set to allow the programs to communicate through the Windows

Firewall.

NOTE: /In case that user uses other firewall programs, it should also be set to allow the programs
for UV Express Security software to communicate through those firewall programs.

2.5.1 UV Express access through the Windows Firewall

1. Log on as an Administrator account on the Server computer.

— ——

z" ~
(E[E Y
\ N Ser{;eT_c:;\s 7 /
=T - R
EEEEN
Client 1 Client 2 Client 3 Client 4 Client 5

2. Select Control Panel from the Start menu in the windows operating system. And

the click Windows Firewall.

3. Click Allow programs to communicate through Windows Firewall.

-

Control Panel H . . .
S N Help protect your computer with Windows Firewall

Allow a program or feature. nrfeature Windows Firewall can help prevent hackers or malicious software from gaining access to your
through Windows Firewall computer through the Internet or a network.
ange notincation settings How does a firewall help protect my computer?

@' Turn Windows Firewall on or What are network locations?

off - ~
. [ | i I.. )
) Restore defaults . @ Home or work (private) networks Not Connected (v)
i Advanced settings 3 . ~
L : . & Public networks Connected (#)

Troubleshoot my network
Metworks in public places such as airports or coffee shops

Windows Firewall state: On |

Incoming connections: Block all connections to programs that are not
on the list of allowed programs

Active public networks: = SCINCO 2nd
Motification state: Motify me when Windows Firewall blocks a
new program I
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4,

activated. Click “Allow another program”.

Select “Change settings” , and then the “Allow another program” button is

2 ' | @ « Windows Firewall » Allowed Programs - Search Control Panel el |

Mame

Core Networking
[ Daemonu.exe

EventLogServer

Google Chrome

To add, change, or remove allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate?

M| BranchCache - Content Retrieval (Uses HTTP)
[ BranchCache - Hosted Cache Client (Uses HTTPS)
[ BranchCache - Hosted Cache Server (Uses HTTPS)
[ BranchCache - Peer Discovery (Uses WD)

[J Connect to a Metwork Projector

Dissolution Analysis Software
[ Distributed Transaction Coordinator

File and Printer Sharing

Allow programs to communicate through Windows Firewall

@ Change settings

Allowed programs and features:

Home/Work (Private)

ROODO®ROOO0O

Public *

| | Allow another program...

| ok

|

4. Click Browse...

@u @ « All Control Panel tems » Windows Firewall » Allowed Programs

+ [ 42 [ Search Controt Pa... 0|

(| File Edit View Tools Help

Allow progran
To add, change, of

‘What are the risks

[ BranchCach||
[ BranchCach||
[ BranchCach|
[ BranchCach

Add a Program

S

Select the program you want to add, or dick Browse to find one that is not
listed, and then dick OK.

s Programs:
Allowed prograr {2 Internet Explorer i
3 ‘Lambda 35
hlame & Security Administration
21CFRServe] | | #4USB Monitor Pro
21CFRServer | | [=1uv kinLab

@Wﬂdows DVD Maker
25 Windows Fax and Scan
QW\ndows Media Center

m

| ol Windows Remate Assistance
[ Connecttoq|| A XPS Viewer -
Core Netwol|
[ Distributed /| Path: C:\Windows'ehome'\ehshell.exe E Browse. .. i
EventLogSer |
Ol Eile and Pri]| What are the risks of unblocking a program?

| »

e settings |

m

OO0ROROOOO0O0O0O®™

] HomeGroug | You can choose which network location types to add this program to. ) 5
Network location types... Add ] [ Cancel
-
-— -_—
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6.

10.

Open each executable measurement modes.

0 Browse - - - . ﬂ
—a — - -
@uv| .« Local Disk (C:) » UV Express » - | +y | Search UV Express ye ‘
Organize = Mew folder =~ i @'
¢ Eavorites - Marme Date modified Type e
W
B Deskt 1 USB Drivers 03/06/201517:44 File folde
eskto =
T ‘p " =", Alignment 01/06,/2015 12:30 Applicati
ownloads —_
‘*1 o ofl = Board 01/06/201512:27 Applicati
1= Recent Places
- e Density 03/06/2015 17:04 Applicati
e 18] Kinetics 03/06/201517:03 Applicati
ibraries L
ﬁj - . = | ] Nucleichcid 03/06/2015 17:05 Applicati
< Documents i
J Musi [#] Protein Analysis 03/06/201517:01 Applicatif
1 Music =
[ Picts ¥ Quantification 03/06/201517:04 Applicatil
| Pictures
B vid ] Scan 03/06/2015 17:02 Applicatil
ideos .
|2] Scanning Kinetics 03/06/2015 17:05 Applicati{ =
. " | ‘Ir;l Scanning Quantification 03/06,/2015 17:06 Applicatiy
1% Computer
& . || Thermal Denaturation 03/06/201517:03 Applicatif
&, Local Disk (C:) =
[ validation 01/06/2015 14:37 Applicatiy
—a Mew Volume (D) ; | &
| Wavelength Program 03/06/201517:02 Applicatii «
—a Mew Volume (G:) : | -
B M- frgxe;”.com;icd) |
Il Open || [ Concel |

After selecting the entire measurement mode of UV Express (such as Scan)
and check Home/Work (Private) and public, then click OK.

[ESRE5)
G| < Al Contol Paneltems » Windows Firewall » Allowed Programs ~ [ 4| [ Search CantrolPa.. |

Allow programs to communicate through Windows Firewall

To add, change, or remave allowed programs and ports, click Change settings.

What are the risks of allowing a program to communicate? ) Change settings

Allowed programs and features:

Name Home/Work (Private)  Public =
| [ Performance Logs and Alerts m] O
[ Remote Assistance O
[ Remote Desktop ] O
[IRemote Desktop - RemoteFX O O

[ Remote Event Log Management m] o
[ Remote Scheduled Tasks Management m] O

[ Remote Service Management m] O ‘E

[1Remote Volume Management O o
Ceousi A Bemoie o il

| [ Sean I

ZeTTE SoCRET TORReEng ProtocaT T =

SecurityServer o -

ot ([ Canee )

Set to allow the Security Server software to communicate through Windows

Firewall following procedures #5~7.

Log on as an Administrator account of Client computer.

Referring to procedures #2~#7, it should be set to allow the entire mode of UV
Express programs for security software to communicate through the Windows

Firewall of the Client computer.
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3. Operating Security Server

NOTE: Security Server cannot be executed under the User account because the authority and
permission have to be controlled by Administrator only.

NOTE: /n the network system, to run the security program properly, the Administrator account of
the Server computer should be kept logged-on.

ILE \\

\ Server machines
~— _|_ -
Client
machines
Client 1 Client 2 Client 3 Cliem 4 Client 5
e
e\‘ﬁ-

1. Run the Security Server software ==, then Security Server window will appear.

Account  Help
Software List Access Control Signatures
Access contral information grants or denies individual users of Signature meanings are text strings that are used to provide
users access to protected functionality in the application(s). the meaning for an electronic signature_
[ Add l l Delete ] [ Edit l
Users, Groups Users, Groups : l
Administrators Administrators
Users Users
Administrator Administrator
Add Delete
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2. In case that the message pops up as below, proceed with the following steps to get

the administrator account logged in properly.

§ l: You should be logged in with an administrator account.

NOTE: The account has to be grouped in proper type, e.g., Administrator or Standard user (Local
account). If the account is involved in unintended group like homeusers, the access to

software could be denied.
3. Press and hold the “Windows” key and then press the R key to open Run. After
writing “netplwiz”, click OK.

. =)

= Run

Type the name of a program, folder, document, or Internet
resource, and Windows will open it for you.

Qpen: -

@ This task will be created with administrative privileges.

g

[ OK ] [ Cancel I [ Browse...

4. If the user is grouped other than Administration, i.e., homeusers, select user and

click Properties.

User Accounts

Users | Advanced

Use the list below to grant or deny users access to your computer,
and to change passwords and other settings.

[¥]Msers must enter a user name and password to use this computer.

Users for this computer:

User Name Group
& - Db
%TEST homeusers; Administrators I I
-%userl Users L
52 user2 Users

Add... ] ’ Remove Properties ] |

Password for TEST

To change your password, press Ctrl-Alt-Del and select Change
Password,
Reset Password...

OK. I [ Cancel Apply
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5. Select Group Membership and check Administrator. Click Apply and OK.

@ —— e - - e B
TEST-PC\TEST Properties = = gi
Genedl | Group Membership
What level of access do you want to grant this user?
() Standard user (Users Group)
Standard account users can use most software and change
o system settings that do not affect other users.
(Administrators Group) W
complete access to the computer and
can make any desired changes. Based on notification settings, i
administrators may be asked to provide their password or i
confirmation before making changes that affect other users. fl
i
() Other: homeusers :
ok J[ camcd J[ oo |
= ——

6. Confirm the group is properly modified. After the following message appear, Click

Yes to restart computer.

Users | Advanced

% Use the list below to grant or deny users access to your computer,

and to change passwords and other settings.

Users must enter a user name and password to use this computer.,

Users for this computer:

[l User Name Group I

TR UTers W

l& user2 Users
I
i
Add... ] ’ Remove ] [ Properties ] f
i
Password for TEST I
I
To change your password, press Ctrl-Alt-Del and select Change
Password.
Reset Password...
1
I [ ok || concl Apply
L — =
[ . -— ™
User Accounts a - - l-&-l
You have made changes to your user account. You must log off and
L& log back on for these changes to take effect. |

Do you want to log off now?

= |
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Despite all that, if accessing to Security Server is still denied, the unwanted group

(homeusers) has to be deleted itself. Right-click on Computer and then click

Manage.
= > Metwork | ocation (1
4 (M Copy @
Collapse
" -
>LJIWE' Manage I
> o Me Open in new window
i M Map network drive...
. Disconnect network drive...
> €l Nehy
Add a network location
; Caolg Delete
Rename
Properties

o qca

TEST-PC Workgroup: WORKGROUP
Processon Intel(R) Core(TM] i5-23...

Open Groups in Local Users and Groups.

‘A Computer Management

-

- —

SR L R e

File View Help

e @ = H

Action

A Computer Management (Local
4} System Tools
o @ Task Scheduler
> (2] Event Viewer
» a| Shared Folders
a4 M Local Users and Groups
" Users
> .5\:\ Performance
=4 Device Manager
4 5 Storage
=7 Disk Management
s :ﬂ(} Services and Applications

Mame

P Administrators
P Backup Operators

% Cryptographic Operat...

P Distributed COM Users
e Event Log Readers

e Guests

TS TUSRS

P Network Configuratio...

P performance Log Users

& Performance Monitor ...

P power Users

e Remote Desktop Users
P Replicator

el Users

P homeusers

Description

Administrators have complete an...
Backup Operators can override se.
Members are authorized to perfor...
MMembers are allowed to launch, a...
Members of this group can read e...
Guests have the same access as m...
Built-in group used by Internet Inf...
Members in this group can have s...
Members of this group may sche..
Members of this group can acces...
Power Users are included for back...
Members in this group are grante...
Supperts file replication in a dom...

Users are prevented from making ..
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9. Select homeusers and click Delete icon.

W e—
m Computer Managemen

File Action View Help
EY
A/ Computer Manager| Delete F" Name Description

4 ff} System Tools
> @ Task Scheduler
» 2] Event Viewer
> | Shared Folders
a M Local Users and Groups

&% Adrninistrators Administrators have complete an...
d Backup Operators Backup Operators can override se...
&% Cryptographic Operat.. Members are authorized to perfor...
&% Distributed COM Users  Members are allowed to launch, a...

% Users &% Event Log Readers Members of this group can read e...
| Groups & Guests Guests have the same access as m...
. () Perfarmance TS USRS Built-in group used by Internet Inf...
=l Device Manager &% Network Configuratic... Members in this group can have s..
4 23 Storage &% Performance Log Users - Members of this group may sche...
i=¥ Disk Management :E Performance Menitor ... Members of this group can acces...
. T Services and Applications || #& Power Users Power Users are included for back...

&% Remote Desktop Users  Members in this group are grante..,
&= Replicator Supports file replication in a dom...

m Users are prevented from making ...

10. The following box will appear. Click Yes to delete homeusers group.
NOTE: Other functions of windows system could be affected by deleting this homeusers group.

Carefully consider the deletion.

o = B
Local Users and Groups pap— lﬂ

. Each group has a unique identifier in addition to its name. Deleting a
_J; group deletes this identifier and it cannot be restored, even if you create
a new group with an identical group name. This can prevent members
of the deleted group from accessing resources they currently have
permission to access,

b Are you sure you want to delete the group homeusers?

11. Restart the computer and execute the Security Server.
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3.1 Set [Account]

On UV Express security software, user’s account(s) should be added in the Security
Server software following the procedures below.

1. Select Account of the Security Server window. Click Add.

Account - Help | ACCOUI‘!‘I ]
; Actess
Accoss 4 a0t st tha ar used 1 pride
users acd + alactronic aignaturs

Deactivate/Activate

Lockout Setting
Unlock

Change Password

Users, Groups Users, Groups l

Administrators

Users
__ | Audministrater

2. As the Add Account window appears, select account and set the password. Click
Add.
r. Add Account ﬁ1

Account

Account

userl v] [ Add J

Password

Confirm Password

NOTE: Password must be of minimum 6 characters and include at least one letter and a number
each.

NOTE: When the new user logs on for the first time, they will be forced to change their password.
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3. The following message will appear, and then click OK.

-
Security Server u

@ Mew account is registered.

| |

i ;

k

4. Confirm the account was listed on Users, Groups.

- - )
Account  Help
Software List Access Control Signatures
Access control information grants of denses mdmdual usens of Swgnature meamngs are Lext stnngs that are usod 1o prowde
users aocess 1o protected Rnchanably i the apphcation{s) the meanng for an ekectrome signalure.
Add | | Delete | | Eda
Users, Groups - Users. Groups
| Admrnsirators | Admanistrators
Users Users
| | Admirestrator _ Administrator
F <)
|; | 22
ridli i
add | | eiete
——
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3.2 Set [Software List]

In order to set Access Control for UV Express security software functions, the

software must be registered on the Software List in advance. Set the Software List

as follows.

1. Click Add in the Software List section of the Security Server window.

Software List Access Contral Signatures
Access control inkarmation granls of denses mdmidual users of Signature mugarmgs are Lext stnngs that are used 1o prowde
users sccess to probected unchonably i the spplication(s) the mearmng bor an eleclrome signature
Add Delete Edit
Usess, Greups Usrs. Groups
Admrnsirators Admanistrators "
Users Users
_ | Admirasirator | Administrator
| e | [umert | |user!
=
L Dote
]

2. As the open window appears, select UV Express.afs and click Open. Then, the UV

Express will appear in the Software List.

& Securmy Server _
Account  Helg Q; Security Server

Software List Access Gontrol Signatures Account  Help

Accazs contrel information grams or denigs indnvidual users of Signature masnings are text sirings z
wsers socess bo p y in the the meamng for an electrome signa Software List
Toe o
I (5 * tecnibei©) » Secuigters » ][ earenscumyener '
Organize v Hew fokder o i’
e Marne
B Desktop k& Manusl
& Downleads s - resfs
5. e s
UV Express.afs
24 Libraries 4 Dwisbate
| Docuenents .
o Music
| Pictistes
B videos i
plete
B Computer
i Local Disk (C)
s Local Disk (%)
s New Volume () ¥
TR =fy| B
=
|==| '“:
P L
b
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3.3 Set [Access Control]

Access Control assigns users the authority to access various functions in the UV

Express security software. Set access controls as follows.

1. Click on the UV Express in the Software List. And then items are displayed in each

section.
. Security Server o] = =
Account  Help
Software List Access Control Signatures
L Access control information grants or denies individual users of Signature meanings are text strings that are used to provide

users access to protected functionality in the application(s). the meaning for an electronic signature.

File - Authorship

Edit Responsibility

View Approval

Measure Review

Method

Math

Scan

Quantification L

Scanning Kinetics 3

Wavelength Program

Thermal Denaturation

Kinetics

Validation

Scanning Quantification

Protein Analysis

Nucleic Acid Analysis

Cell Density -

[ Add l [ Delete l l Edit ]

Users, Groups © Users, Groups -
Administrators Administrators
Users Users
Administrator Administrator

user userl
Add Delete

Each ‘function’ corresponds to a menu item in the main menu of the UV Express

software or a specific command. See the UV Express software Users Guide for more
details.

File : Allows user to access each command in the File menu.

Edit : Allows user to access each command in the Edit menu.

View : Allows user to access each command in the View menu.

Measure : Allows user to access each command in the Measure menu.

Method : Allows user to access each command in the Method menu.

Math : Allows user to access each command in the Math menu.

Scan : Allows user to access Scan mode executable program.

Quantification : Allows user to access Quantification mode executable program.
Scanning Kinetics : Allows user to access Scanning Kinetics mode executable
program.

Wavelength Program : Allows user to access Wavelength Program mode
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executable program.

Thermal Denaturation : Allows user to access Thermal Denaturation mode
executable program.

Kinetics : Allows user to access Kinetics mode executable program.

Validation : Allows user to access Validation functions. Validation Software is
optional.

Scanning Quantification : Allows user to access Scanning Quantification mode
executable program.

Protein Analysis : Allows user to access Protein Analysis mode executable program.
Nucleic Acid Analysis : Allows user to access Nucleic Acid Analysis mode
executable program.

Cell Density : Allows user to access Cell Density mode executable program.

Multicomponent Analysis : Allows user to access Multicomponent Analysis mode
executable program.

Select the user account(s) to be given the access permission to each and click M

Access Control

Access control information grants or denies individual users of
users access to protected functionality in the application(s).

File

Edit

View

Measure

Method

Math

Scan

Quantification
Scanning Kinetics
Wavelength Program
Thermal Denaturation
Kinetics

Validation

Scanning Quantification
Protein Analysis
Nucleic Acid Analysis
Cell Density

Users, Groups -

I-user1 | Administrators
Users

IEST
<<I userl I
USer.

v]
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3.4 Set [Sighature Meanings]

Set the signature meanings for users as follows.

. Security Server

To create a new signature, click Add in the Security Server window.

Account  Help

Software List

Add Delete

Access Control

Access control information grants or denies individual users
users access to protected functionality in the application(s).

File

Signatures

of

Signature meanings are text strings that are used to provide

the meaning for an electronic signature.

[E=SECR ==

Scanning Kinetics
Wavelength Program
Thermal Denaturation
Kinetics

Validation

Scanning Quantification

- Authorship
Edit Responsibility
View Approval
Measure Review
Method
Math
Scan
Quantification

Protein Analysis
Nucleic Acid Analysis

Cell Density

Users, Groups ©

| aa

|[ Delete ] [ Edit

Users, Groups -

Administrators
sers
Administrator

user1

A
”

Administrators
Users
Administrator
user?

Signature meaning

=

Operator|

Cancel
|
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3. The created signature meaning is shown in the Security Server window.

P T ——— e e =
Account  Help

Safware List

Access Control Sigratures
| OETOT o contol information geants or denies indvidual users of Signature maaningt a4e 141 strings that as used 10 provide
s ACCass to profecied functicnality in the application(s) hir maaning for an ebectionic signaturs.
|Fia {Auhorship
Edit | Respansibality
View | Approwal
Measure
Mathod
Math
Sean
Chsantsbcation
Scanning Kinetics
Wanelength Program
Thermal Denaturation
Kinatcs
Vabdation
Scanning Quantification
Frotemn Analysrs
Nucle: Acwd Anslysis
|Cell Densay

| Opasato

Usies, Groups

| Admnistrators 1 Administiators
| Usors Users
| Administrator | Admistaator
les |
[e] uwert
1)

5l

—r— T

Users for each signature are listed in the “Users, Groups” section. Select a signature

and select users who will have the authority to apply the selected signature using
. in the Users, Groups section.

Signatures

Signature meanings are text strings that are used to provide
the meaning for an electronic signature.

Authorship
Responsibility
Apgnwal

Users, Groups ©

luseﬂ | Administrators

Users
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4. Operating UV Express Software

4.1 Operating UV Express Software

1.

Client
machines

Log on to a client computer as a Standard user account.

NOTE: UV Express software cannot be executed under a Windows “Computer Administrator”
account because the administrator account has the authority to modify and delete data.

2.

3.

4.

Execute one of the measurement modes of UV Express software, and then ‘Log on to
Security Server’ message will appear. Enter the registered User Name and Password

of the account and click OK.

[ Log On to Security Server &J

OK
User Mame: useri
Password: G

If the password is correct, the following message will appear, and then click OK.

UV Express I.ﬂ

Log on to the Security Server: OK

If it is the first time to log on to UV Express security software, the following message

will appear and click OK.
rUV Express &Jw

You should reset the password.
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5. Enter the old password (assigned password by administrator) and a new password,

User Name:
Old Password: Cancel

MNew Password:

NOTE: Password must be of minimum 6 characters and include at least one letter and a number
each.

6. The “Password successfully changed” message will appear, and then click OK.

7. Log on again with the changed password. If the instrument is connected and ready

to measure, click On-Line or Off-Line.

UV Express Selection Mode '

- Off-Line

8. A user’s access to each menu is determined by the privileges given to each user
account. In the following example, userl was given access to log on and execute the
Scan mode of UV Express software with the file, method, measure and signature

menu.

9. Open an existing sample data or measure the sample. Save a data.
NOTE: [/fthe data is not saved, signatures cannot be applied. Ensure that data is saved first.

NOTE: Data must be saved in a folder which the user has been granted the access to.

10. Apply a signature to measured or archived data by clicking Current File on the

window.

B File Fdit Yiew Mespore Method Math Window Help
D@ & & [mle[x] | [a mmim €]

00.0000 | 0000.00 P> P [> P>
om Zoro

Eneigy Raseling Blank Sample

scon Sewp | B D BRG] - 0 M X 42484, Y: 20948

™
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11. In the Digital Signature dialog box, enter User Name and Password, select the

signature meaning, and click OK.

] Digital Signature

=
oK
_ Cancal |

User Mame:
Password: | CETE
Meaning for Signature: |Auth0rship -

Review

= 0 D

Responsibility

Approval

12. After the Signature is complete, the following message will appear. Click OK.

e 5
UV Express &J

I.-"'_"\-.I Successfully signed file CA\UV Express\SW
WY validation\test_ AUTHORSHIP.dgdt

NOTE: [/f you enter any incorrect password, the below message will appear. Your account is
locked out when you exceed the limit number of failed logins and it can be unlocked by
setting a new password by the administrator.

UV Express @

| Incorrect password. The remaining allowable attempt number is 3

13. The signature record is shown in the main window and the signed data is saved as a
new file.

Current File: user1, Authorship, May 27 2016 09:49:00 (GMT -8:00)

[= e
@uv| , & UV Express » SW Validation - |%", | | Search SW Validation pe |
rganize * ncludein library « are with » urn ew folder 4= - (7]
0 i Include in lib Sh ith B New fold H== 7
& Favorites Mame Date modified Type
esktop aseCorrection. t J0b/ : ile
Bl Deskt || BaseC ion.dgd 01/06/2015 13:50 DGDT Fil
4. Downloads || derivative.dgdt 01/06/2015 13:50 DGDT File
15| Recent Places || PickPeak.dgdt 01/06/2015 13:51 DGDT File
|| Quant.dqdt 01/06/201513:15 DQDT File
-l Libraries test.dgdt 27/05/2016 09:00 DGDT File
3 Documents ' || test_Authorship.dgdt I 27/05/2016 09:04 DGDT File
J‘- Music g
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14. If the second signature is applied to the data file, it is saved as a new file again as
shown below.

Current File: user1, Responsibility, May 27 2016 09:49:33 (GMT

@'\:/"| , « UV Express » SW Validation

Organize « Include in library « Share with + Burn Mew folder i= « i i@l
X Favorites MName ° Date modified Type
BE Desktop || BaseCorrection.dgdt 01,/06/201513:50 DGDT File
4 Downloads || derivative.dgdt 01,/06/2015 13:50 DGDT File
=] Recent Places || PickPeak.dgdt 01,/06/201513:51 DGDT File
|| Quant.dgdt 01,/06/201513:15 DQDT File
4 Libraries || test.dgdt 27,/05/2016 09:00 DGODT File
3 Decuments || test_ Authorship.dgdt 27/05/2016 09:04 DGDT File
rJ“- Music || test_Authorship_Responsibility.dgdt 27/05/2016 09:05 DGDT File

I .

15. Click Print to view the saved data using a printed report.

4.2 Changing Methods

If any Method is changed or data is modified in the signed file, user has to enter the
User Name and Password to change methods. After typing the reason, click OK to
save the changed data. The method change history could be checked in the print

window.

NOTE: Be sure that if the method or data is modified, the data is needed to be saved and signed
again.

Log On to Change the Experimental Parameter

User Mame:

Ok
Cancel

Password:

Reason:

[ Urit] -
0ld : sbsorbance, Mew : Transmittance

[\ avelength [nm]]

0id : 440, 455, 5461, 590, 625

Mew : 465, 546,71, 530, 635
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Method History

Method Change Date: 08-03-2015 14:37.57 (GMT +5:00)
Method Change Operator: ser

Method Change Reason: test

Changed Method Applied to File: Untitled-1

Methed Change Contents:

[SBW {nmj]

Oid: 1.0, New : 0.5

[ Unit]

Old : Absorbance, New : Trans mittance

Method Change Date: 08-03-2015 14:38:11 (GMT +5:00)
Methed Change Operator: user

Method Change Reason: test2

Changed Method Applied to File: Untitled-1
Method Change Contents:

[Inter nal Reference Use]

Old : Mo, New :es

[Inter nal Reference Type]

Old : Single Point, New : Single Point
[Inter nal Reference Wave |

Oid : 1100, , Mew : 550

4.3 Lockout for unattended operation

This function is performing automatic lockout after some set time of inactivity. The

automatic lockout time (Lockout duration) is set in the security server software by

the administrator. If there is no action in the set time after the UV Express security

software is executed, it is locked out and the following message will appear. Enter

the User Name and Password to unlock the UV Express security software again.

Re-Logon after Lock Out Duration

User Name:

Password:

NOTE: Your account is locked out when you exceed the limit number of failed logins and it can be

unlocked by setting a new password by the administrator.
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4.4 Deleting Spectra

If a user deletes an acquired spectrum from the sample measurement result, it is
mandatory to enter the User Name and Password in the ‘Reason of the deleting data’
message box. Deleted data is stored in the ‘Deleted Spectra’ folder. (C:\UV
Express\Deleted Spectra).

Reason of the deleting data
ak. |
User Name: ||
Password: e |
Reason:

4.5 Retrieve the deleted spectra

1. In order to retrieve and re-analyze the deleted spectrum in the UV Express security
software, click Open in the menu and select the deleted file [*.b+ file extension (e.g.
*.bdgdt)] in the ‘Deleted Spectra’ folder.

(1= open ===

Look in-|| | Deleted Spectr | ~| = @ cf -

MName Date modified Ty

L |01-12-201608-21-38 test.bdgdt 171272006 8:21 AM BI
L | 01-12-2016 08-39-13 Testbdgdt 1,1.2/3016 8:39 AM Bl

Ll m L}

Fres ol tpe: [EERT T TR -]  Covos

Tithe:

Unititiad-1

Drale

09-16-2015 18:08:25
Experiment Type
Scan Setup
Comment

Signatune.
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5. Event Log

The Logs of Changes are displayed in the Windows Event Viewer to trace the history

of all setup changes in the Security Server and UV Express Security software.

NOTE: /n the network system, they are shown in the server PC.

Server machines/
b ~~ -

Client
machines
Client 1 c|'|.nm s Client 3 Client 4 Client 5
1. Click Start > Control Panel.
2.  Open Administrative Tools > Event Viewer.
[ R < )
\,/\,/ [Z» Control Panel » All Cantrol PanelTtems » Administrative Tools ~ [ 42| [ Search Administrative Tools |
Organize « Burn i - E:I "é'

[#- Component Services
(A Computer Management

Data Sources (QDBC)
@ Event Viewer '
[k 1505 Initiator
[ Local Security Policy
@‘_ﬂper‘fnrmance Menitor
EpPrint Management
[a);, Services
(2] System Configuration
é]—_\.lTask Scheduler
@Windaws Firewall with Advanced Security
Eﬁ]Wmdaws Memory Diagnostic
@Windnws PowerShell Modules
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3.

The Event View contents are displayed. Expand the Applications and Services
Logs folder, and then select 21CfrPart11.

,
{3] Event Viewer

[ Subscriptions

« i b

@ Event Viewer (Local)
[> _}}: Custom Views

==

e
File Action View Help [ Lmd Windows Logs
= -

**‘ﬁ|ﬂ PRE=TNE and C Lo
[ Event Viewer (Local) 21 CfrPartll tioes
b [ Custom Views
N Zi N Level Date an e 21CHPartll =
2111 Applications and services Lg | () Information 15 9:25:04 AM {] Internet Explorer @ Open Saved Log..

] 21chiPartil (D) Informaticn 6/5/2015 9:23:09 AM @ Key Management Service ¥ Create Custom View..

£ Hardware Events ()Informa 6/5/2015 9:22:52 AM ] Media Center R

£ Internet Explorer (D Infpefiation 6/5/2015 9:21:03 AM o

{2 Key Management Servicd | (i) Information 6/5/2015 :21:00 AM |24 Subscriptions Clear Log.

§] Media Center (DInformation 6/5/2015 819:56 AM .|| ¥ Filter Current Log...

<

T

[E] Properties

Event 1006, UV Express

®x |[@R Find...

General | Details

Jed Save All Events As..

Username: userl, LogOn: LOGON SUCCEEDED.

View
|G| Refresh

Help

Event 1006, UV Express
[E] Event Properties

Log Name: 2ACHPa1

Source: UV Express Logged: 6/5/20158:21:03 AM ) Attach Task To This Event..
EventID: 1006 Task Category: Login Audits & Copy 4
Level: Information Keywords: Classic Il Save Selected Events..

User WA Computer:  TEST-PC 6 Refresh

OpCode: B Her R
More Information:  Event Log Online Help

Attach a Task To this Log...

Opens an existing log file.

4, The event logs of the windows applications related to the UV Express Security

Software are listed in the 21CfrPart11 section. Select a particular event log in the

list.
21CfrPartll  MNumber of events: 72
Level Date and Time Source it
@Im‘ormation 6/5/2015 9:25:04 AM UV Express El
@Information 6/5/2015 9:23:09 AM UV Express
@Iﬂformﬂtior‘l 6/5/2015 9:22:52 AM UV Express
@Information 6/5/2015 9:21:03 AM UV Express
@Information 6/5/2015 9:21:00 AM UV Express
l:BlInfﬂ-rrﬂation 6/5,/2015 8:19:56 AM Security Administrati...
@Information 6/5/2015 8:19:46 AM Security Administrati...
@Iﬂformﬂtior‘l 6/5/2015 8:19:04 AM Security Administrati...
@Information 6/5/2015 8:18:53 AM Security Administrati... =
' 11 | 3
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5. You can see more detailed information (Username, software, event, date, time, etc).

Some of types of the events are described as follows.

Event 1006, UV Express »

General | Details

Username: userl, LogOn: LOGON SUCCEEDED.

Log Name: 2ACfPartll

Source: UV Express Logged: 6/5/2015 9:21:03 AM
EventID: 1006 Task Category: Login Audits

Level: Information Keywords: Classic

User: N/A Computer: TEST-PC

OpCode:
More Information:  Event Log Online Help

a) Description of Security Server

Account and Permission modified : Change the account settings.

Ex.1) Username: Administrator. Added “UV Express” to Application Software.

Ex.2) Username: Administrator. Deleted “UV Express” from Application Software.

Ex.3) Username: Administrator. Changed the Lockout Setting.

Ex.4) Username: Administrator. Changed the password : “userl”.

Ex.5) Username: Administrator. Added “userl: in the users list.

Ex.6) Username: Administrator. Deactivated the user account: “userl”.

Ex.7) Username: Administrator. Activated the user account: “userl”.

Ex.8) Username: Administrator. Unlocked : “userl”.

Ex.9) Username: Administrator. Added “userl” to “Review” Signature Permission.

Ex.10) Username: Administrator. Deleted “userl” from “Review” Signature Permission.

Ex.11) Username: Administrator. Added “userl” to “Wavelength Program” Access Permission.

Ex.12) Username: Administrator. Deleted “userl” from “Wavelength Program” Access
Permission.

b) Description of UV Express

Performance : Note the serial number of instrument with every operation.

Ex.) Username: user 1. “Scan” was performed. Instrument : Lambda 365. Serial number :
365K5050403.

Account modified : Change the account settings.

Ex.) Username: userl, Scan: Password successfully changed.

Logon : Execute the UV Express software.
Ex.1) Username: userl, LogOn: LOGON SUCCEEDED.
Ex.2) Username: userl, LogOn: LOGON FAILED.

Ex.3) Username: userl. Scan(Log On) : The ID is not registered.
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Ex.4) Username: userl. Scan(Log On) : Incorrect password. The remaining allowable attempt
number is 1.

Ex.5) Username: userl. Scan(Log On) : User has entered wrong password over the lock out
number and account is disabled.

Ex.6) Username: userl. Quantification : User does not have permission to access the

Quantification.

Re-logon : Re-access UV Express software after lockout time.

Ex.1) Username: user 1, Scanning Kinetics : RELOGON SUCCEEDED.

Ex.2) Username: user 1, Scanning Kinetics : RELOGON FAILED.

Ex.3) Username: userl. Scan(Relog On) : Incorrect password. The remaining allowable
attempt number is 2.

Ex.4) Username: userl. Scan(Relog On) : User has entered wrong password over the lock out
number and account is disabled.

Ex.5) Username: user 1, Scanning Kinetics : RELOGON succeeded for change the method.

Created : Save data to new file or create the sample.

Ex.1) Username: userl. The file “C:\UV Express\Data\time.dkdt” was created.

Ex.2) Username: userl. The data “Samplel” was created. The file “C:\UV Express
\Data\Untitled-1.dgdt”.

Ex.3) Username: user 1. The data “Samplel + 1.0000” was created. The file “C:\UV
Express\Data\datal.dgdt”.

Modified : Save the modified data or save as different name.

Ex.1) Username: userl. The file “C:\UV Express\Data\time2.dkdt” was modified.

Ex.2) Username: userl. Protein Analysis : The delete all was undone. The file “C:\UV
Express\Data\Untitled-1.dpdt”.

Ex.3) Username: userl. Protein Analysis : The data Sample 1 was pasted. The file “C:\UV
Express\Data\Untitled-1.dpdt”.

Ex.4) Username: userl. Protein Analysis : The data Sample 1 was copied. The file “C:\UV
Express\Data\Untitled-1.dpdt”

Ex.5) Username: userl. The data “Sample 1 + Sample 2” was modified. The original data is
“Sample 1, Sample 2”. The file is “C:\UV Express\Data\Untitled-1.dgdt”.

Ex.6) Username: userl. The file “C:\UV Express\Data\Untitled-1_Approval.dgdt” was modified.
The original file is “C:\UV Express\Data\Untitled-1.dgdt”.

Ex.7) Username: userl. Scan : Method change reason - Test.
[Internal Reference Use]

Old : No, New : Yes
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[Internal Reference Type]
New : Single Point
[Internal Reference Wave.]
New : 300.

Deleted : Save the delete a single data or all the data.

Ex.1) Username: userl. The data “sample 1” was deleted. The file C:\UV Express
\Data\datal.dgdt.

Ex.2) Username: userl. The data “Sample 1” was deleted. The file is Untitled-1.

Ex.3) Username: userl. Deleted all data. The file is Untitled-1.

Signature : Provide the electronic signature.
Ex.) Username: user 1. The file “C:\UV Express\Data\time.dkdt” was signed.

Reason : Review.

Log off : Close the UV Express software.

Ex.) Username: user 1, successfully exited or logged off the application.

Validation: Check the instrument’s status (Wavelength, Photometric, Resolution,
Stray Light, Noise and Stability) only in Validation software.

Ex.) Username : user 1. The data “Noise” was created. The file Untitled-1
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IV. Local System

1. Pre-Installation

Before installing the UV Express Application, the administrator needs to designate
users or groups and assign their authority of access. In the Local System, UV Express
software with the security function can be run on a user account, not on the
Administrator account. To set up account design and write access is possible only on

the Administrator account in the Local System.

* Administrator account:

p— ) _
- User account design (Refer to 1V-1.1 User Account Design)
= - Installation Security Server software & UV Express and UV Express
- Security Software (Refer to 1V-2 Software Installation)
—

- Check IP address (Refer to 1V-2.3 Setting IP address)

t" - _;_Ij - Setting Folder Permission (Refer to 1V-2.4 Folder Permission)

- Setting Windows Firewall (Refer to 1V-2.5 Setting Windows Firewall)

- Run the Security Server Software (Refer to 1V-3 Operating Security Server)

* User account:

- Run the UV Express software (Refer to 1V-4 Operating UV Express Software)

1.1 User Account Design

1.1.1 Create the User account(s) in Windows 7

1. Log on to the computer as an administrator.

2. Select Control Panel > User Accounts from the Start menu in the Windows

operating System.

3. Click Manage another account > Create a new account.
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4. Enter the Name (ex. userl) of the new account, select Standard user and click

Create Account.
= EER 5

Search Control Pane 2 |

e
@'\Jv‘i’d « Manage Acco.. b Create New Account - |£,

Name the account and choose an account type

Thiz name will appear on the Welcome screen and on the Start menu,

userl

@ Standard user
Standard account users can use most software and change system settings that do not affect other users or
the security of the computer,

(@ Administrator
Administrators have complete access to the computer and can make any desired changes, Based on
notification settings, administrators may be asked to provide their password or confirmation before
making changes that affect other users.

We recommend that you protect every account with a strong password,

Why is a standard account recommended?

{ Create Account ] [ Cancel

5. Verify the new account was created correctly.

== e e
@Qvl&i <« User Accounts » Manage Accounts - | 5 ‘ | Search Control Panel jel |

Choose the account you would like to change

| TEST userl

= Administrator Standard user
“ __r I Guest
e ¢

| -

Guest account is off

m

Create a new account

What is a user account?

Additional things you can do

) Set up Parental Controls

Go to the main User Accounts page

6. Additional accounts can be created in the same way as above.

7. The procedure for creating user account is complete.

8. Reboot and log on to the computer as an administrator.
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2. Software Installation

In the local system you should install three separate software, which are Security
Server, UV Express and UV Express Security software on the Administrator account.
However, the UV Express and UV Express Security software is running only in the

Standard User account.

2.1 Installation of Security Sever Software

1. Log on to the computer as an Administrator account.

2. Input the Security Server software CD into the CD drive. Security Server Software

is installed automatically. The default installation folder is “C:\ SecurityServer”.

3. If the automatic setup window is not shown, click Setup.exe in the CD.

4. Security Server InstallShield® Wizard starts. Click Next.

F ™
# Security Server - InstallShield Wizard ﬁ

Welcome to the InstallShield Wizard for
Security Server

The Installshield(R) Wizard will install Security Server on your
computer. To continue, dick Next.

WARNIMG: This program is protected by copyright law and
international treaties.

= Back [ Mext = ] [ Cancel
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5.  Enter your information and Click Next.

-
8 Security Server - InstallShield Wizard u

Customer Information

Please enter your infarmation.

User Name:
[21cFR|

Organization:

Installshield

< Back Mext = Cancel

6. Click Next.

-
ﬁ Security Server - InstallShield Wizard u

Destination Folder

Click Mext to install to this folder, or dick Change to install to a different folder,

D Install Security Server to:
C:\securityServer)|

Installshield

<Back [| mext> I| cancel
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Click Anyone who users this computer (all users).

-
i Security Server - InstallShield Wizard

Ready to Install the Program

The wizard is ready to begin installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

Install this application for:

[ 85 Anyone who uses this computer (all users) i
[ Cnly for me (TEST) ]

Installshield

After the setup is completed successfully, click Finish.

. — =
#4 Security Server - InstallShield Wizard . ﬁ

InstallShield Wizard Completed

The Installshield Wizard has successfully installed Security
Server, Click Finish to exit the wizard.

&

After the Security Server software installation is complete, the icon === will be

created on the Desktop.
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2.1.1 Security Server Software Interface

Describes the unique display features of the security software.

r
s Security Server

[E=yEE)

Software List

@ IAt:aunt I Help I@

Delete

Access Control

Access control information grants or denies indvidual users of
users access to protected functionality in the application(s).

Users, Groups

) rsminsiors

sers
Administrator

<<

>>

Signatures

Signature meanings are text strings that are used to provide
the meaning for an electronic signature.

Add Delete | [ Eai
Users, Groups
@ Administrators

Users
Administrater

<

=

(O Account: Control to set / change user account and password.

@ Help: Display the security software Guide and version of Security Server.

@ Software List: Register the software to be used (UV Express).

@ Account Control: Display the software function of the selected software in the

Software List section. (File, Edit, Math, Measure, View, Math, etc.)

(® Users, Groups: Select user account(s) to be given the access permission to each

function in the Access control section.

® Signature: Set electronic signature. (Default-Authorship, Resposibility, Approval,

Review, etc.)

(D Users Group: Select user accunt(s) who will have the authority to apply each

signature.
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2.1.1.1 Account

(@] The Account menu includes commands to perform account functions as shown in

the following table.

Add |
Deactivate/Activate

Lockout Setting
Unlock

Change Password

=

Command Function

Add Add new user account
Deactivate/Activate Deactivate or activate the user account

Lockout Setting Set the lockout function
Unlock Unlock the user account and set new password
Change Password Change the password of user account

Add

(m] Use the Add command to add a new user account.
(] Procedure

1. To add a new user account, select user account and enter a password. Click Add.

r ~
m7 Add Account [_J&

Account

Account

Password

Confirm Pass word

NOTE: Password must be of minimum 6 characters and include at least one letter and a number

each.

NOTE: When the new user logs on for the first time, they will be forced to change their password.
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Deactivate/Active

m] Use the Deactivate command to delete deactivate and prohibit an activate user

account to access the UV Express software.

(m] Use the Active command to activate and allow a deactivate user account to access

the UV Express software.

(] Procedure

1. To deactivate a registered user account, click the “Name” drop-down list in the

“Deactivate account” section, and then the currently activated accounts are listed.

2. Select the account to be deactivated and then click Deactivate.

Setting activate

S=X)

Deactivate Account

Name

userl

Activate Account

MName

- Deactivate
user2 |

v] [ Activate

L%

3. To activate a registered user account out of deactivated accounts, click the “Name

drop down list in the “activate account” section, and then the currently deactivated

accounts are listed.

4. Select the deactivated account to be activated and then click Activate.

Setting activate

|

Deactivate Account

MName

- ] [ Deactivate

Activate Account

Name

user? - ] [ Activate
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Lockout Setting

(w] Use the Lock out setting command to set the number of failed logins, lockout

duration and password age.

Lock Qut Setting &J

Lockout
Mumber of failed logins allowed before lockout

B =

Lockout duration

_) Permanent, untl administrator unlocks

@ Duration {minutes) 30 =
Password age

_) Password never expires

@ Password expires after (days) 30 =

a. Lockout: In executing the UV Express software or signing the measured file, enter

the limit number of failed logins. Once locked out, execute the Unlock function and
set a new password.

b. Lockout duration: Set the time (minutes) when the UV Express software is closed
in case that there is no action after it is executed.

c. Password age: Set the password expiration (days). Alarm message is displayed
from 3 days before the password is expired.

Unlock Account

(@] Use the Unlock Account command to unlock the user account when user failed

logins over setting lockout number and set the new password.

(] Procedure

1. To unlock user account, select user account and enter the new password and click
unlock.
Unlock Account &11

Unlock Account

MName

New Password

Confirm Password
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Change Password
[w] Use the Change Password command to change the user account password.
(w] Procedure

1. To change password, select user account and enter the new password and click OK.
Change Password &J

User

Name

New Password

Confirm Password

2.1.1.2 Help
] The Help menu contains the Help contents for UV Express Software.

Help

@ Contents
About...

Command Function

Contents Open the Security Software Guide as PDF file

About... Display the version of Security Server Software

Contents

w] Contents links to external document of the Security Software Guide.

About

(m] About Security Server contains information on the version of the software.
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2.2 Installation of UV Express and UV Express Security Software

1. Log on as an Administrator account.
2. Input the UV Express software CD into the CD drive. UV Express software is

installed automatically. The default installation folder is “C:\UV Express”.

NOTE: If UV Express Software has already been installed, please skip the procedures #2-9 and

then, UV Express Security software only needs to be installed on the computer.

3. If the automatic setup window is not shown, click Setup.exe in the CD.
4. UV Express InstallShield® Wizard starts. Click Next.

~—
4 UV Express Basic Package - InstallShield Wizard
| c—  —

Welcome to the InstallShield Wizard for UV
Express Basic Package

The InstallShield{R) Wizard will install UV Express Basic Package
on your computer. To continue, dick Next.

WARNING: This program is protected by copyright law and
international treaties,

[ Cancel

5.  Enter your information and click Next.

-
5 UV Express Basic Package - InstallShield Wizard

Customer Information

Flease enter your information.

User Name:

pic]

Organization:
I

I Install this application for:
@ Anyone who uses this computer (all users)
Ll (2) Only for me (21CFR)

InstallShield

< Back ][ Mext = J [ Cancel
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6. Click Next.

F R
) UV Express Basic Package - InstallShield Wizard u

Destination Folder \
Click Next to install to this folder, or didk Change to install to a different folder.

@ Install UV Express Basic Package to:

o e

InstallShield

< Back Mext = ] [ Cancel

[

7. Click Install.

-
# UV Express Basic Package - InstallShield Wizard

Ready to Install the Program
The wizard is ready to begin installation.

If you want to review or change any of your installation settings, dick Badk. Click Cancel to
exit the wizard.

Current Settings:
I Setup Type: I

Destination Folder:
C:WUV Expressi

User Information:
Mame: 21CFR

Company:

Installshield

< Back l| Install i [ Cancel

8. After the setup is complete successfully, click Finish.

9. After the UV Express Software installation is complete, the UV Express folder W

will be created on the Desktop.
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10. Input the Security software CD into the CD drive. UV Express
Security software is installed automatically. The default installation folder is “C:\UV

Express”.

11. If the automatic setup window is not shown, click Setup.exe in the CD.

12. UV Express Security InstallShield® Wizard starts. Click Next.

4 UV Express Security Package - InstallShisld Wizar

Welcome to the InstallShield Wizard for UV
Express Security Package

The InstalShield{R) Wizard will install UV Express Security
Package on your computer. To continue, dick Next.

WARNIMG: This program is protected by copyright law and
international treaties.

< Back E Mext = i l Cancel

13. Enter your information and click Next.

P' -_—
#8 UV Express Security Package - InstallShield Wizard
d—

Customer Information

Flease enter your information,

User Name:
ILI_"IJI

Organization:

L Install this application for: W
(@ Anyone who uses this computer (all users)
(7 Only for me (TEST)
InstallShield
< Back “ Mext = ] [ Cancel ]
= —
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14. Click Next.

- A
) UV Express Security Package - InstallShieIdeard g

Destination Folder \
Click Next to install to this folder, or didk Change to install to a different folder. .\'i

@ Install UV Express Security Package to:

cHEorrt
l |

InstallShield

< Back [ Mexts | Cancel 1

15. Click Install.

r -—
#8 UV Express Security Package - InstaIIShieIdEzard

Ready to Install the Program
The wizard is ready to begin installation.

If you want to review or change any of your installation settings, dick Badk. Click Cancel to
exit the wizard.

Current Settings:

Setup Type:

Destination Folder:
C:WUV Expressi

User Information:

Mame: TEST |

Company: |

|

Installshield I
<gack || hnstai | cancel |

16. After the setup is complete successfully, click Finish.
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2.3 Setting IP address

Open the “C:\” directory, and click the “UV Express” folder. Open

AccessControlList.aci file on the notepad and save the modified IP address as

127.0.0.1.

@_O-\ )l v Computer v Local Disk (C:) » UV Express »{ @) AccessControll st - Notepad e

Organize » j Open

0 Favorites
Ml Desktop
& Downloads

| Recent Places

- Libraries
@ Documents
&' Music

] Pictures

B videos
1 Computer

G‘j Network

':] ACIFile

Burn New folder

Name

J AutoSave
) Calib

J Data

| Diag

| Help

J Images

J Manual

| Method

J Simulation
J Standard

J SW Validation
| Temp

%) Actbar.ocx

%] ACTSGOL.OCX

|; | Alignment

C-J Board

|%| CCRPFD6.0CX

|%| CCRPPRGE.OCX
&) Cell Density

=) Default_Instrument
2] DSWizard.oox

[t5] Kinetics

AccessControllist Date modified: 6/3/2015 5:09 PM|

Size: 588 bytes

[serverIr]
Number=127.0.0.1
[serverport]
Number=2002]

[List]
Number=17

[List1]
Name=File

[List2]
Name=Edit

[List3]
Name=View

[List4]
Name=Measure

[List5]
Name=Method

[List6]
Name=Math

[List7]
Name=5can

[List&]
Name=Quantification

[Lista]
Name=Scanning Kinetics

[List10]
Name=wavelength Program

[List1l]
Name=Thermal Denaturation

m

Lambda 365 Security Software Guide 82




2.4 Folder Permissions

The Administrator account is already present on the PC. This gives the administrator
full access to the whole system, including the ability to delete and rename files, and
run any application, and change user and file/folder permissions.

In order for data files to be protected, data saved in this protected folder can only be
accessed by authorized users. This all permissions of file and folder follow the

Windows system'’s procedural compliance.

2.4.1 Setting the “Write” permission to the “UV Express” folder

NOTE: User(s) should be granted the “Write” permission to run the UV Express security software.

1. Open the “C:\” directory, and right-click the “UV Express” folder, and then click

Properties.
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Organize » i Open Include in library Share with « Burn Mew folder &= [
Jr Favorites Hame Date modified Type Sie 2
B Desktop E cocihaste 015-03-05 2% 1. File folder
& Downloads ko Open File folder
4| Recent Places ¥ Open in new window ibe folder
el File folder E
- Libraries B Laihi 5. Share with File folder 1
Docurnents T Restore previous versions bl folder
o Music Include in library il folder
k| Pictures B Erene Send to
8 videos K wenlon
Cut
1% Computer Copy
R s Create shorteut
€ Metwork B ety Geives Dielete
Rename
rhv R ile folder
UV Express I Eopatc: ite foldes
‘i .. File folder
PRARE p D
b VISIOMNepllart
PHIT NS
ko Text Document 1KB
Al Y Yon B SAE VD
UV Express Date modified: 2015-06-03 2 3 5:45
| File folder




2. Click “Security” tab and click Edit.
oo re R ==

3.

| General I Shannﬂj Security ||:‘rev1'ous Versions | Custom.ize|

CObject name:  C:AUV Express

Group or user names:

* 4 Authenticated Users

52 SYSTEM

%Mministlators (TEST-PC\Administrators)
82, Users (TEST-PC\Users)

To change pemissions, click Edit.

Pemizzions for Authenticated
Users

Full control

Madify

Fead & execute
List folder cortents
Read

Write:

=

For special permissions or advanced settings,
click Advanced.

Leam about access control and permissions

[ ok ][ cancel

Select Users and check the Allow box for Write on the Permissions for Users

window and click OK.

-

|, Permissions for UV Express

==

Security

Object name:  CAUV Express

Group or user names:

82 Authenticated Users
82, 5YSTEM
St Administrators (TEST-PCAdministrators)

A Users (TEST-PC\Users)

[ Add. ] ’ Bemaove ]
Permissions for Users Allowy Deny
Read & execute ¥ i
I List folder contents # |
Read ] =
Write
Special pemissions | 0 B
Leam sbout access control and pemissions
[ ok || camce || opy |
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4. To allow a specific account (e.g. User 1) the write permission, not all Users, set as

below.
B Permissions for UV, Express [
Security
Object name:  C:\UV Express
Group or user names:
| 82, Authenticated Users
#2,SYSTEM r :
Eﬁ"' istrators (TEST-PC\Admi ors) Select Users or Groups l ?
Select this object ype
Users. Groups, or Buikin security principals Object Types...
® From this location:
o Jliamn rresm
Enter the object names to select (sxamples)
Permissions for Users Alow Deny le @ o ar—
Read & execute B |-
. List folder conterts B = @
o 2 B2
s " 3 -a - ;
Leam about access control and permissions
[ ok J[ concat || ooy

5. Select userl and check the Allow box for Write on the Permissions for userl

window and click OK.

|, Permissions for UV Express u

Security

Object name:  C:M\UV Express

Group or user names:
82, Autherticated Users

vl
2 user (TEST-PCuserl)

&, rdministrators (TES T+

gt

sers (TEST-PC\Users)

[ Add ] [ Bemove ]

Pemissions for userl Allow Deny
Read & execute 0

| List folder contents
Read =

(| Write
Special permissions L] -

Leam about access control and pemissions

I
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2.4.2 Setting the “Delete and Change” prevention to the “UV Express” folder

NOTE: 7o prevent user from deleting or changing the UV Express folder (C:\UV Express) and its
subfolders and files, the delete permission should be set as Deny. It can be set with

Administrator’s account.

1. Open the “C:\” directory, and right-click the “UV Express” folder, and then click

Properties.

2. Select Security tab in the Properties window and click Advanced.

| UV Express Properties
—
General | Shari[lg Security |I’revious Versions Customize|

Object name:  C:A\UV Express

Group or user names:
52, Autherticated Users -
82, 5YSTEM

b ¥ sert (TEST-PCuserl)
*F] PR

8 re (TES T Ardrmirs et
4 [ ] »

To change permissions, click Edit. @ Edit

-

Permissions for userl Allow Deny

Full control A
Modify

Read & execute e
List folder contents v
Read v
Write 4

For special permissions or advanced settings,
click Advanced. L

Leam about access control and permissions

=l

3. Select the permissions tab and “userl” and click Change Permissions.

-
| Advanced Security Settings for UV Express ‘ u

Permissions |iN.|d'rting I Crwner I Effective Pemissions

To view details of a permission entry, double-click the entry. To modify permissions, click Change Permissions.

Object name: CA\UV Express

Pemission entries:

Type b Bemission Inherited From Apply To
userl (TEST-PChuserl)

<not inherited >

R :ad, write & exec... This folder, subfolders and...

TS T e =Fal cortrol CA This folder. subfolders and...
Allow SYSTEM Full cortral CA This folder, subfolders and...
Allow Users (TEST-PC'\Users) Read & execute Ch\ This folder, subfolders and...
Allow HAutherticated Users Madify CA This folder, subfolders and...

Include inheritable permissions from this object’s parent

Managing pemission entries

= =
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4. Select “userl” in the permissions window and click Edit.

| Advanced Security Settings for UV Express ’ u

Permissions

To view or edit details for a permission entry, select the entry and then dlick Edit.

Object name: C:\UV Express

Permission entries:

Type Permission Inherited From Apply To
user1 (TEST-PC\uszer 1) Read, write &exe...  <notinherited> This folder, subfolders a...
poed trat == Full control Czy This folder, subfolders a...
Allow SYSTEM Full control c:\ This folder, subfolders a...
Allow Users (TEST-PC\Jzers) Read & execute Czy This folder, subfolders a...
Allow Authenticated Users Modify C:\ This folder, subfolders a...
’ Add... ’ Edit..... ] Remove ]

[¥] Include inheritable permissions from this object's parent

[CIreplace all child object permissions with inheritable permissions from this object

Managing permission enfries

L 0K | ’ Cancel ] &plpl‘f'

—— = —— = ==

5. Under permissions for Delete subfolders and files, Delete, Change

permissions and Take ownership, select or check Deny and click OK.

F ™y
| Permission Entry for UV Express g
Object
Name:  userl (TEST-PCluser1)
Apply to: ’This folder, subfolders and files v]
N Permissions: Allow Deny
Read attributes m |- |
i Read extended attributes I W
i Create files [ write data H
| Create folders [ append data =
| Write attributes ]
| : ; il "
Delete subfolders and files [l E
Delete 0
Change permissions =
i Take ownership 0 52
Apply these permissions to objects and/or _Cl_ear All I
Dmniﬁiners within this container only -
"| | Managing permissions

[ ok ][ cancel |

— — |
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2.4.3 Setting the “Overwrite” prevention to the “Data” folder

NOTE: 7o prevent user from overwriting data into the Data folder (C:\UV Express\Data) , the

Create Folders / append data permission should be set as Deny. It can be set with

Administrator’s account.

1.

With the Administrator’s account logged on, open the “C:\ UV Express” directory,

and right-click on the “Data” folder and then click Properties.

Select Security tab in the properties window and click Advanced.

r | . Data Properties ﬂ
— 1
Generail&banﬂ Securty ﬂlravimu\’eﬁionsl&ﬂmiu
Object name:  C:\UV Express\Data
g'mp oF USEr names ‘
2, Authenticated Users s

|| | 82 sysTem

|| | & S

H2 Seemivictrstore [TECT.OM Sdminisbratres] &
«

To change permissions. click Edit.
HAlow Deny
Full control =

[
L

\| | Pemissions for user1
i

\ Maodify
L

i

|

)

Read § execute =
List folder contents

Read

Write i

For special pemmissions or advanced settings,
[l click Advanced.

Leam about access control and pemissions

Select the permissions tab and “userl” and click Change Permissions.

-
| Advanced Security Settings for Data
L o —

S5

Pemissions | Mditing | COwner | Effective Permissions

Object name: CAUY ExpresstData

Permission entries:

To view details of a permission entry, double-click the entry. To modify permissions, click Change Pemmissions.

Type Permission
00 T ——— |
userl (TEST-PChuser1)
e T i ————hi— -

. - ™ Read, write & exec...

Allow Administrators (TEST-PC*...  Full control
Alow SYSTEM Full contral
Allow Users (TEST-PCUsers) Fead & execute
Allow Autherticated Users Modify

Inherited From
CAUV Expressh,

CAUV Expressh This folder. subfolders and...
CA This folder, subfolders and...
EX This folder, subfolders and...
Ch This folder, subfolders and...
CA This folder, subfolders and...

Apply To
This folder, subfolders and...

Include inhertable permissions from this object’s parent

Managing pemission entries

ok | [ cancel Aoply
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4. Select “userl” in the permissions window and click Edit.
[ |, Advanced SecuﬁtySettT;'lgs for Dalz‘ M1

Permissions

To view or edit details for a permission entry, select the entry and then dick Edit.

Object name: C:\UV Express\Data

Permission entries:

Type MName Permission Inherited From Apply To
userl (TEST-PCiuser1) C:\UV Express, This folder, subfolders a...
= SFECRos Read, write &exe.., C:\JV Express) This folder, subfolders a...

Allowe Administrators (TEST-PC...  Ful control c:l This folder, subfolders a...

Allow SYSTEM Full control oy Thig falder, subfolders a...

Allowe Users (TEST-PCYJsers) Read & execute C:l This folder, subfolders a...

Allow Authenticated Users Madify oy} This folder, subfolders a... i
| [ Add... ’ Edit... ] Remaove

[¥] Include inheritable permissions from this object’'s parent

| [T Replace all child object permissions with inheritable permissions from this object

Manaqing permission entries

E oK ] ’ Cancel Apply

5. Under permissions for Create folders/ append data, select or check the Deny
and click OK.

N1 Permission Entry for DacR )

[ Object |

This permission is inherited from the parent object. Make changes
here to override the inherited permissions.

o Name: userl.ﬂ'I.EST—PC-‘;userl} : Change...
Apply to: | This folder, subfolders and files |

Permissions: Deny

Create folders [ append data
[ VWTItE atTIoUtes
Write extended attributes
Delete subfolders and files
Delete

Read permissions

O
m

Change permissions
|| Take ownership

Elslelelefels sl
|

-

Apply these permissions to objects and for |

containers within this container only

Manaqing permissions

ok [ cancel |||
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2.5 Setting Windows Firewall

Windows Firewall is a program to prevent malicious software from gaining access to
your PC through the Internet or a network. If the windows Firewall programs is
turned on and the programs for UV Express Security software are blocked, it should

be set to allow the programs to communicate through the Windows Firewall.

NOTE: /In case that user uses other firewall programs, it should also be set to allow the programs
for UV Express Security software to communicate through those firewall programs.

2.5.1 UV Express access through the Windows Firewall

1. Log on as an Administrator account.

2. Select Control Panel from the Start menu in the windows operating system. And

the click Windows Firewall.

3. Click Allow programs to communicate through Windows Firewall.

Control Panel Home

Help protect your computer with Windows Firewall

Allow 2 program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to your
through Windows Firewall computer through the Internet or a network.
EIEI N TR HITISE How does a firewall help protect my computer?
) Tum Windows Firewall on or What are network locations?
off = =
/1] : (~)
B Restore defaults . @ Home or work (private) networks Not Connected (¥
) Advanced settings ) . o~
% 2 . '-@‘ Public networks Connected (&)

Troubleshoot my network

Metworks in public places such as airports or coffee shops

Windows Firewall state: On

Inceming connections: Block all cennections to programs that are not
on the list of allowed programs

Active public networks: = SCINCO 2nd

Motification state: Motify me when Windows Firewall blocks a

new program

See also
Action Center
Network and Sharing Center
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4. Select “Change settings” and the “Allow another program” button is activated.

Click “Allow another program”.

2 ' | @ « Windows Firewall » Allowed Programs - Search Control Panel el |

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

@ Change settings

What are the risks of allowing a program to communicate?

Allowed programs and features:

Mame Home/Work (Private] Public *
M| BranchCache - Content Retrieval (Uses HTTP)
[ BranchCache - Hosted Cache Client (Uses HTTPS)
[ BranchCache - Hosted Cache Server (Uses HTTPS)
[ BranchCache - Peer Discovery (Uses WD)

[J Connect to a Metwork Projector

Core Networking

[ Daemonu.exe

Dissolution Analysis Software

[ Distributed Transaction Coordinator
EventLogServer

File and Printer Sharing

[¥] Google Chrome

ROODO®ROOO0O

|| Allow another program... ||
o | ()

5. Click Browse...
e i ol

@Qv|ﬂ <« All Control Panel Items » Windows Firewall » Allowed Programs i |‘7| ‘ Search Control Pa... B |

| File Edit View Tools Help
Add a Program M =
Allow prograr
Select the program you want to add, or dick Browse to find one thatis not
Toadd, change, o | 015 2nd then dick OK.
‘What are the risks e settings |
~ 4| Programs:
Allowed progra (& Internet Explorer -
N i ‘lLambda 35 Publi N
ame & Security Administration ubhe
21CFRServel] | | 4 USE Monitor Pro
21CFRServeq | | XLV kinLab [}
Ol BranchCach| | | [fL]vstonite o
O BranchCach]l @Wiﬂdcws DVD Maker O A
[BranchCachll| | #2AWindaws Fax and Scan E 0 3
[lBranchCach| OWindcws Media Center 0
ol Windows Remote Assistance
[ Connectto §l| A XPS Viewer . O
Core Metwoll|
[ Distributed 1/| Path: C:\Windows\ehome\ehshell.exe O
EventLogSer |
CIFile and Prin]| What are the risks of unblocking & program? O
[JHomeGrouy | You can choose which network location types to add this program to. L O =
Network location types. .. Add ] [ Cancel
. -
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6.

Open all of executable file of UV Express modes.
ﬂBrowse —— T e u
-

#| . <« Local Disk (C:) » UV Express » v |+ Search UV Express yel
G- [+]] 7]
Organize = MNew folder =~ 0 @
¢ Favorites * MName . Date modified Type i

' B Deskt ) USB Drivers 03/06/2015 17:44 File folde
eskto ==
4D Ip : 1=, Alignment 01/06/201512:30 Applicatii
ownloads

= Board

=1 Recent Places

@ Cell Density
4 Libraries [ Kinetics
I Documents Ell [#] NucleicAcid
J’ e %] Protein Analysis
[ Pictures |ﬁ’| Quantification
B Videos "&] Sean

[ Scanning Kinetics

lu:‘i] Scanning Quantification
L4l Thermal Denaturation
[&=| validation

BN | Wavelength Program

1% Computer
£, Local Disk (C)

—w New Volume (D:)

—w New Volume (G:) il

01/06,/2015 12:27 Applicatii
03/06,/2015 17:04 Applicatii
03/06,/2015 17:03 Applicatii
03/06,/2015 17:05 Applicati
03/06,/2015 17:01 Applicatif ]
03/06,/2015 17:04 Applicatil
03/06,/2015 17:02 Applicatil
03/06,/2015 17:05 Applicati|=
03/06,/2015 17:06 Applicatil
03/06,/2015 17:03 Applicatil
01/06,/2015 14:37 Applicatil

03/06,/2015 17:02 Applicatin »

™ T

| +

File narne:

After selecting the entire mode of UV Express (such as Scan) and check

Home/Work (Private) and public, and then click OK.

-

:.IEIQ

= I
@U"ﬂ« All Control Panel ltems » Windows Firewall » Allowed Programs * [ 42| [ Search Controt Pa... P
=

What are the risks of allowing a program to communicate?

Allowed programs and features:

Name

I [0 Performance Logs and Alerts

Remote Assistance

[JRemote Desktop

[ Remote Desktop - RemoteFX

[ Remote Event Log Management

[ Remote Scheduled Tasks Management
[ Remote Service Management

[0 Remote Volume Management

[ Routing and Remote Access

Allow programs to communicate through Windows Firewall

To add, change, or remove allowed programs and ports, click Change settings.

B Change settings

Home/\Work (Private)  Public =

m

Scan

[TGecure Socket Tunneling Protocol
SecurityServer

HOrRpOOO0O0O00O0®O
OOrRpOO0O0O0O0ocoO

Allow another program...

Cancel

Set to allow the Security Server software to communicate through Windows

Firewall following procedures #5~7.
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3. Operating Security Server

NOTE: The user must be logged on as an administrator account of computer in the Local System.

NOTE: Security Server cannot be executed under the User account because the authority and
permission have to be controlled by Administrator only.

Q
Y
1. Run the Security Server software s | then Security Server window will appear.
e - T ===

Account  Help

Software List Access Control Signatures

Access control information grants or denies individual users of Signature meanings are text strings that are used to provide
users access to protected functionality in the application(s) the meaning for an electronic signature

I Add l [ Delete l I Edit l
Users, Groups : Users, Groups - I
Administrators Administrators
sers Users
Administrator Administrator
-
Add Delete

2. In case that the message pops up as below, proceed with the following steps to get

the administrator account logged in properly.

L You should be logged in with an administrator account.

NOTE: The account has to be grouped in proper type, e.g., Administrator or Standard user (Local
account). If the account is involved in unintended group like homeusers, the access to
software could be denied.
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3. Press and hold the “Windows” key and then press the R key to open Run. After

writing “netplwiz”, click OK.

[ = Run g‘

Typethe name of a program, folder, document, or Internet
resource, and Windows will open it for you.

[

Open: | (IR -

@ This task will be created with administrative privileges,

[ QK ] [ Cancel I [ Browse...

4. If the user is grouped other than Administration, i.e., homeusers, select user and

click Properties.

User Accounts

Users | Advanced

Use the list below to grant or deny users access to your computer,
and to change passwords and other settings.

[#]iUsers must enter a user name and password to use this computer:

Users for this computer:

User Name Group

H adcaio ”
[ “TEST homeusers; Administrators I l
e Uzers |

“ user Users

Add... ]’ Remove Properties ] I

Password for TEST

To change your password, press Ctrl-Alt-Del and select Change
Password.

Reset Password...

aoply
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5. Select Group Membership and check Administrator. Click Apply and OK.

r - —- = - . Bl
TEST-PC\TEST Properties = gi
Genersl | Group Membership
What level of access do you want to grant this user?
() Standard user (Users Group)
Standard account users can use most software and change
o system settings that do not affect other users.
L (Administrators Group) W
[
Raministrators nave complete access to the computer and
can make any desired changes. Based on netification settings, i
administrators may be asked to provide their password or i
confirmation before making changes that affect other users, fl
i
() Other: homeusers 'l'
ok J[ Concel J[ sooy |
= ——=J

6. Confirm the group is properly modified. After the following message appear, Click

Yes to restart Computer.
Users | Advanced

% Use the list below to grant or deny users access to your computer,

and to change passwords and other settings,

Users must enter a user name and password to use this computer,

Users for this computer:

[l User Name Group I

8 user? Users

Add... ]’ Bemove ]I Properties

Password for TEST

To change your password, press Ctrl-Alt-Del and select Change
Password.

Reset Password...

| ) [
b —

r ——— B
User Accounts — X

o You have made changes to your user account. You must log off and
L& log back on for these changes to take effect. {l

Do you want to log off now?
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7. Despite all that, if accessing to Security Server is still denied, the unwanted group

(homeusers) has to be deleted itself. Right-click on Computer and then click

Manage.
= > Netwaork | ocation (1
418 Cory M
Collapse
>£ Lg
p—r F Manage I
> = Ne Open in new window
i M Map network drive...
" Disconnect network drive...
> €l Nety
Add a network location
, Cold Delete
Rename
Properties
5 | TEST-PC Workgroup: WORKGROUP
e QC-31 Proceszor Intel(R) Core(TM) i5-23...

8. Open Groups in Local Users and Groups. Select homeusers and click Delete icon.

W e—
W Computer Managemer

Eile

Action ey Help
= HEIRE =

;é' Computer Managej Delete I‘-Eﬂ
4 [fb System Tools

- @ Tazk Scheduler

s @ Event Viewer

» @] Shared Folders

4 P Local Users and Groups

| Users
s @ Performance

sy Device Manager
4 5 Storage
= Disk Management
» ?,-3 Services and Applications

Marme

e Administrators
2% Backup Operators

A Distributed COM Users
% Event Log Readers

I Guests

1S USRS

¥ performance Log Users

2 Power Users
e Remote Desktop Users

% Replicator

¥ Cryptographic Operat...

I Network Configuratio...

& Performance Monitor ...

Description

Administrators have complete an...
Backup Operators can override se...
Members are authorized to perfor...
Members are allowed to launch, a...
Members of this group can read e...
Guests have the same access as m..,
Built-in group used by Internet Inf...
Members in this group can have s...
Members of this group may sche...

Members of this group can acces...

Power Users are included for back...
Members in this group are grante...

Supports file replication in a dom...

.m Users are prevented from making ...

9. The following box will appear. Click Yes to delete homeusers group.

NOTE: Other functions of windows system could be affected by deleting this homeusers group.

Carefully consider the deletion.
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- —— ~
Local Users and Groups

Each group has a unique identifier in addition to its name, Deleting a

r. l . group deletes this identifier and it cannot be restored, even if you create
a new group with an identical group name. This can prevent members
of the deleted group frem accessing resources they currently have
permission to access.

i Are you sure you want to delete the group homeusers?

10. Restart the computer and execute the Security Server.
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3.1 Set [Account]

To UV Express software, user’s account(s) should be added in the Security Server

program following the procedures below.

1. Select Account of the Security Server window. Click Add.
: =g
Account  Help [Account]
- e
Deactivate/Activate o
Lockout Setting
Unlock
Change Password
Al [Ddne] [l
Users, Groups Users, Groups l
Add Dalot,
2. As the Add Account window appears, select account and set the password. Click Add.
r. Add Account ﬁ1
Account
Account
userl v] [ Add J

Password

Confirm Password

NOTE:
each.

NOTE:

Password must be of minimum 6 characters and include at least one letter and a number

When the new user logs on for the first time, they will be forced to change their password.

Lambda 365 Security Software Guide 98



3. The following message will appear, and then click OK.

[ Security Server u

@ MNew account is registered.
L

f

4. Confirm the account was listed on Users, Groups.

e Ty PR —

Account el ]
|
Software Lisl Accoss Control Haraures
Access control information grants or denses indhidual users of Signature meanings are text strings that are used to provide
USRS ACCAnS 10 protected i inthe i the meaning for an alectronic signature
Users, Groups Users. Groups :
Administrators Admmstratars
Ussares Users
| Administrator Administeatar
& 8|z
Bl E
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3.2 Set [Software List]

1.

2.

In order to set Access Control for UV Express software functions, the software must

be registered on the Software List in advance. Set the Software List as follows.

Click Add in the Software List section of the Security Server window.

Access Comrol

Access control infmation grants or denses mdmdual users of

users access 1o protected functanably i the appication(s).

Users, Groups

Admarusirators
Users

_ | Agminsstrator
user]

|22

iW'

Signatures

Signadure meanngs are Lext stings that are used 1o prowde
the mearng bor an electronic signature

Add Edit

Users. Groups

Admanistrators N
Users
. | Administrator
< | |user!

S

As the Open window appears,

Express will appear in the Software List.

B Securmy Server

Aocount  Help

select UV Express.afs and click Open. Then, the UV

% Security Server

Software List

Access Control
Accazs contrel information grams or denigs indnvidual users of

Signatures
Signature maanings are laxt strings

Account  Help

Software List

users sccess Lo p y i the ke meaning for an eleclromc signa
S =] :
I (5 * tecnibei©) » Secuigters » 163 | ScarchSecusysemer 3
Organize v Hew fokder ’
W0 Favorites e
B Desktop & Manusl
& Downlcads | Apphestion Soltware.als

W Recent Places

24 Libraries
= Documenty
o Music
o Pictures
B videos

1M Comguter
i Local Disk (C)
i Local Disk ()
o New Volume (B)

e parmees

|==|

[coseec]
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3.3 Set [Access Control]

Access Control assigns users the authority to access various functions in the UV

Express software. Set access controls as follows.

1. Click on the UV Express in the Software List. And then items are displayed in each

. Security Server el = ==
Account  Help
oftware List I Access Control Signatures
L Access control information grants or denies individual users of Signature meanings are text strings that are used to provide

users access ta protected functionality in the application(s). the meaning for an electronic signature.

File - Authorship

Edit Responsibility

View Approval

Measure Review

Method

Math

Scan

Quantification A

Scanning Kinetics 3

Wavelength Program

Thermal Denaturation

Kinetics

Validation

Scanning Quantification

Protein Analysis

Nucleic Acid Analysis

Cell Density B

[ Add l [ Delete l l Edit ]
Users, Groups Users. Groups :
Administratars Administrators
Users Users
Administrater Administrater
user! userl
Add Delete

Each ‘function’ corresponds to a menu item in the main menu of the UV Express
software or a specific command. See the UV Express software Users Guide for more

details.

File : Allows user to access each command in the File menu.

Edit : Allows user to access each command in the Edit menu.

View : Allows user to access each command in the View menu.

Measure : Allows user to access each command in the Measure menu.

Method : Allows user to access each command in the Method menu.

Math : Allows user to access each command in the Math menu.

Scan : Allows user to access Scan mode executable program.

Quantification : Allows user to access Quantification mode executable program.
Scanning Kinetics : Allows user to access Scanning Kinetics mode executable
program.

Wavelength Program : Allows user to access Wavelength Program mode
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executable program.

Thermal Denaturation : Allows user to access Thermal Denaturation mode
executable program.

Kinetics : Allows user to access Kinetics mode executable program.

Validation : Allows user to access Validation functions. Validation Software is
optional.

Scanning Quantification : Allows user to access Scanning Quantification mode
executable program.

Protein Analysis : Allows user to access Protein Analysis mode executable program.
Nucleic Acid Analysis : Allows user to access Nucleic Acid Analysis mode
executable program.

Cell Density : Allows user to access Cell Density mode executable program.

Multicomponent Analysis : Allows user to access Multicomponent Analysis mode

executable program.

Select the user account(s) to be given the access permission to each and click M
Access Control

Access control information grants or denies individual users of
users access to protected functionality in the application(s).

File

Edit

View

Measure

Method

Math

Scan

Quantification
Scanning Kinetics
Wavelength Program
Thermal Denaturation
Kinetics

Validation

Scanning Quantification
Protein Analysis
Nucleic Acid Analysis
Cell Density

Users. Groups :

I-useﬂ | Administrators
Users
\ TEST

I < |fusert

=

B I
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3.4 Set [Sighature Meanings]
Set the signature meanings for users as follows.

To create a new signature, click Add in the Security Server window.

«. Security Server ol = ===
Account  Help
Software List Access Control Signatures

Access control information grants or denies individual users of Signature meanings are text strings that are used to provide
users access to protected functionality in the application(s). the meaning for an electronic signature.

File - Authorship
Edit Responsibility
View Approval
Measure Review
Method

Math

Scan

Quantification

Scanning Kinetics
Wavelength Program
Thermal Denaturation
Kinetics

Validation

Scanning Quantification
Protein Analysis
Nucleic Acid Analysis
Cell Density

n

Add Delete Edit

Users. Groups :

Users, Groups

Administrators

Administratars
sers

sers
Administrator Administrator

veert veert

Add Delete

2. Enter the name for the new signature meaning and click Add.

Signature meaning M

Operator]

[ Aaw ||| cancel
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3. The created signature meaning is shown in the Security Server window.

A e e
account  Help

| Software List Accoss Control Sxnatures
Access control information grants or denses indhidual users of Signature meanings e text strngs that are used to provide

users access 1a protected funct inthe i the: meaning far an slectronic signature
|File Authorship

|Ednt Responsibility

Wiew Approval

Measure =
Method r Operator I

Math

| Scan

| Cuandification

| Scanning Kinetics.

Warlength Progrm
Thermal Denaturation
(Kinstics

| Validation

| Scanning Quantification

Pratin Analysis

(Mucleic Acid Analysis

| Call Dansity

Users, Groups Users. Groups :
Administrators Admmstratars
Ussaress Users
Administrator Administrator
|| usert ugerl

E s e

I ] ™
[ as Delete

4. Users for each signature are listed in the “Users, Groups” section. Select a sighature

and select users who will have the authority to apply the selected signature using

, in the Users, Groups section.

Signatures

Signature meanings are text strings that are used to provide
the meaning for an electronic signature

Authorship
Responsibility
Appr

oval

s ] (oo ] o]

Users, Groups :

user! | Administrators

Users
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4. Operating UV Express Software

4.1 Operating UV Express Software

1. Log on to a client computer as a Standard user account.

NOTE: UV Express software cannot be executed under a Windows “Computer Administrator”
account because the administrator account has the authority to modify and delete data.

2. Execute one of the measurement modes of UV Express software, and then ‘Log on to
Security Server’ message will appear. Enter the registered User Name and Password

of the account and click OK.

[l Log On to Security Server

oK
User Name: userl
Password: e

b

3. If the password is correct, the following message will appear, and then click OK.

UV Express Lﬁ

Log on to the Security Server : OK

4. If the log on is the first time, the password has to be reset which has to be differed

from given password by administrator.

UV Express ﬁ

You should reset the password.
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5. Enter the old password on the old password (assigned password by administrator)

and a new password, and then click OK.

User Name: userl

Old Password: i Cancel

EEEEEE

Mew Password:

NOTE: Password must be of minimum 6 characters and include at least one letter and a number
each.

6. Click OK.

Password successfully changed.

7. Log on again with the changed password. If the instrument is connected and ready

to measure, click On-Line or Off-Line.

UV Express Selection Mode '
~Off-Line  <On-Line
Ok

8. A user’s access to each menu is determined by the privileges given to each user
account. In the following example, userl was given access to log on and execute the
Scan mode of UV Express software with the file, method, measure and signature

menu.

9. Open an existing sample data or measure the sample. Save a data.
NOTE: [/f the data is not saved, signatures cannot be applied. Ensure that data is saved first.

NOTE: Data must be saved in a folder which the user has been granted the access to.
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10. Apply a signature to measured or archived data by clicking Current File on the

window.

UV Express - [CAUV s Ladgdt]
I Fée Edt Yiew Meagure Mehed Math Window Help
D] &| 5 [%|m[x]-|[a xrizl€]

00.0000 | 000000 P> P [> P [

Encrgy nm Zero Baseline Blank Sample Slop

|SconSewp | & & EEM i+ + M HATABA. Y 20948

Current File: Not Signed

11. In the Digital Signature dialog box, enter the User Name andPpassword, select the

signature meaning, and click OK.

It~/ Digital Signature [=23a]
oK |
User Mame:
Password: Cancel
Meaning for Signature: ||Authorship |Z|
Review

Authorship
Responsibility
Approval

12. After the Signature is complete, the following message will appear, and then click
OK.
rUV Express u1

I.-"""\-.I Successfully signed file CAUV Express\SW
W' validation\test AUTHORSHIP.dgdt

h

NOTE: /f you enter any incorrect password, the below message will appear. Your account is locked
out when you exceed the limit number of failed logins and it can be unlocked by setting a
new password by the administrator.

UV Express @

) Incorrect password. The remaining allowable atternpt number is 3
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13. The signature record is shown in the main window and the signed data is saved as a
new file.

Current File: user1, Authorship, May 27 2016 09:49:00 (GMT -8:00)

(=N B =2
=
@Uv| .« UV Express » SW Validation - |47 | | Search SW Validation P |
Organize * Include in library « Share with = Burn Mew folder =« i '@'
*
v Favorites Name Date modified Type
Bl Desktop || BaseCorrection.dgdt 01,/06/2015 13:50 DGDT File
& Downloads || derivative.dgdt 01/06/2015 13:50 DGDT File
5| Recent Places || PickPeak.dgdt 01/06/201513:51 DGOT File
|| Quant.dqdt 01/06/201513:15 DQDT File
7l Libraries 27/05/2016 09:00 DGOT File
3 Documents | || test_Authorship.dgdt 27/05/2016 09:04 DGDT File
J? Music

14. If the second signature is applied to the data file, it is saved as a new file again as
shown below.

Current File: user1, Responsibility, May 27 2016 09:49:33 (GMT

15.

[F=5|ECR =>4
o
@l\../l'| J ¢ UV Express » SW Validation - | 3 | | Search SW Validation o
Organize « Include in library « Share with Burn MNew folder i= « i I@I
S Favorites MName Date modified Type
Ml Desktop || BaseCorrection.dgdt 01,/06,/201513:50 DGDT File
4. Downloads || derivative.dgdt 01,/06/201513:50 DGDT File
i._"- Recent Places || PickPeak.dgdt 01,/06/201513:51 DGDT File
|| Quant.dqdt 01,/06/201513:15 DQDT File
-l Libraries || test.dgdt 27/05/2016 09:00 DGDT File
3 Documents test Authorship dgdt 27/05/2016 02:04 DGDT File
J’ Music | | test_ Authorship_Responsibility.dgdt 27/05/2016 09:05 DGDT File

Click Print to view the saved data using a printed report as shown below.
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4.2 Changing Methods

If the Method is changed or data is modified in the signed file, user has to enter the
User Name and Password to change methods. After typing the reason, click OK to
save the changed data. The method change history could be checked in the print

window.

NOTE: Be sure that if the method or data is modified, the data is needed to be saved and signed
again.

Log On to Change the Experimental Parameter

ak.
User Name: F——

Password:

Reason:

[ Unit] -
0ld: Absorbance, Mew : Transmittance

[\ avelength [rm]]

0id: 440, 465, 5461, 590, 635

Mew : 465, 546,1, 590, 635

Method His forny

Method Change Date: 08-03-2015 143757 (GMT +200)
Method Change Operator: user

Method Change Reason: test

Changed Method Applied o File: Untitled-1

Method Change Contents:

[SBW {nmj]

Oid : 1.0, New : 0.5

[ Uit}

Old : Absorbance, New : Transmittance

Method Change Date: 08-03-2015 14:38:11 (GMT +200)
Method Change Operator: 15er1

Method Change Reason: test2

Changed Method Applied to File: Untitled- 1
Method Change Contents:

[Internal Reference Use]

Old : No, New : Yes

[Inter nal Reference Type]

Old : Single Point, Mew : Single Point
[Inter nal Reference Wave. ]

Oid : 1100, , New : 550
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4.3 Lockout for unattended operation

This function is performing automatic lockout after some set time of inactivity. The
automatic lockout time (Lockout duration) is set in the security server software by
the administrator. If there is no action in the set time after the UV Express security
software is executed, it is locked out and the following message will appear. Enter

the User Name and Password to unlock the UV Express security software again.
Re-Logon after Lock OQut Duration

User Name:

oK
Password: Cancel
NOTE: Your account is locked out when you exceed the limit number of failed logins and it can be

unlocked by setting a new password by the administrator.

4.4 Deleting Spectra

If a user deletes an acquired spectrum from the sample measurement result, it is
mandatory to enter the User Name and Password in the ‘Reason of the deleting data’
message box. Deleted data is stored in the ‘Deleted Spectra’ folder. (C:\UV

Express\Deleted Spectra).

Reason of the deleting data

Ok
User Name:
Password: e

Reason:
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4.5 Retrieve the deleted spectra

1. In order to retrieve and re-analyze the deleted spectrum in the UV Express security
software, click Open in the menu and select the deleted file [*.b+ file extension (e.g.
*.bdgdt)] in the ‘Deleted Spectra’ folder.

[ [~ Open e |

Lock in: | i Deleted Spocira ~| = @ cf B~

Mame Date modified 'I'!,
L |01-12-2016 08-21-38_test.bdgdt 171272006 8:21 AM BI
L |01-12-2016 08-29-13_Test.bdgdt 171272006 8:39 AW EI

1 i | ’

Fles cftype:  [EEELTc  ~ | Cancel

Tithe:

Unititiad- 1

Date:

09-16-2015 18:06:25
| Exparimant Typs:

Scan Setup

Comment

| Sighatufe:
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5. Event Log

The Logs of Changes are displayed in the Windows Event Viewer to trace the history

of all setup changes in the Security Server and UV Express Security software.

1. Click Start > Control Panel.

2. Open Administrative Tools > Event Viewer.

:Eg

pa—
UU ‘ + Control Panel » All Control Panel kems » Administrative Tools

- | 4 | | Search Administrative Tools R |

Organize * Burn

(#]- Companent Services
fay Computer Management
Data Sources (QDBC
{5} Event Viewer
E}_ iSCSl Initiator
E;b Local Security Policy
@ Performance Monitor
@ Print Management
(@) Services
@ System Configuration
@Task Scheduler
@Window; Firewall with Advanced Security
@Windows Memory Diagnostic
@Wmdows PowerShell Modules

By O @

3. The Event View contents are displayed. Expand the Applications and Services

Logs folder, and then select 21cfrPartl11.

@ Event Viewer (Local)
> [ Custom Views
Windows Logs

POT n S

{2 Event Viewer

File Action View Help

B e

More Information:

Event Log Online Help

Log Neme: 2AChPartll

Source: UV Express Logged: 6/5/2015 9:21:03 AM
EventID: 1006 Task Category: Login Audits

Level: Information Keywords: Classic

User N/A Computer  TEST-PC

OpCode:

Ol n ]

=2 gL
] 2ACfPartll
[&] Event Viewer (Local) b == Actions
» [ Custor Views T Fardwate Events crpenil Z
= Level Date and Jf€ 2
> [ Windows Logs - 5] Internet Explorer ‘ P
s i i Informati 6/5,2015 9.25.04 AM _ [H| [= OpenSavedLog..
4 L0 Applications and Services L nformation i Key Management Service
] 2chPartl (D Information /5/2015 8:23:09 AM ¥ Create Custom View..
22: Media Center :
= :—{ardwar:xE\‘tents (DInformati 6/5/2015 9:22:52 AM i & Import Custom View..
£ Intemet Explorer Infoppfion 6/5/2015 9:21:03 AM [} Subscriptions il
£ Key Management Servic ‘ormation 6/5/2015 9:21:00 AM ear Log..
=] Media Center (DInformation 6/5/2015 819:56 AM - T Fitter Current Log...
s ] (0 [E] Properties
Event 1006, UV Express B Find..
m fd Save All Events As...
Attach a Task To this Log...
Username: userl, LogOn: LOGON SUCCEEDED, View »
@ Refresh
Help »
Event 1006, UV Express -

[E] Event Properties
] Attach Task To This Event...

Gg Copy 4
Jed Save Selected Events...

@ Refresh

Help »

Opens an existing log file.
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The event logs of the windows applications related to the UV Express Security

Software are listed in the 21CfrPartl1 section. Select a particular event log in the list.

21CfrPartll  Number of events: 72

Level Date and Time Source i
(i) Information 6/5/2015 9:25:04 AM UV Express E
@Inform ation 6/5/2015 3:23:09 AM UV Express

@Inform ation 6/5/2015 9:22:52 AM UV Express

@Inform ation 6/5/2015 %:21:03 AM UV Express

@Inform aticn 6/5/2015 2:21:00 AM UV Express

@Information 6/5/2015 8:19:56 AM Security Administrati...
@Information 6/5/2015 B:19:46 AM Security Administrati...
@Information 6/5/2015 8:19:04 AM Security Administrati...
@Informatinn 6/5/2015 8:18:53 AM Security Administrati.., =
4 | 1 | 3

5. You can see more detailed information (Username, software, event, date, time, etc.).

Some of types of the events are described as follows.

Event 1008, UV Express x
General | Details

Username: userl, LogOn: LOGON SUCCEEDED.

Log Mame: 21CfrPartll

Source: UV Express Logged: 6/5/2015 9:21:03 AM
EventID: 1006 Task Category: Login Audits

Level: Information Keywords: Classic

User: N/A Computer: TEST-PC

OpCode:

More lnformition: Event Log Online Hell

a) Description of Security Server

Account and Permission modified : Change the account settings.

Ex.1) Username: Administrator. Added “UV Express” to Application Software.

Ex.2) Username: Administrator. Deleted “UV Express” from Application Software.
Ex.3) Username: Administrator. Changed the Lockout Setting.

Ex.4) Username: Administrator. Changed the password : “userl”.

Ex.5) Username: Administrator. Added “userl: in the users list.

Ex.6) Username: Administrator. Deactivated the user account: “userl”.

Ex.7) Username: Administrator. Activated the user account: “userl”.

Ex.8) Username: Administrator. Unlocked : “userl”.

Ex.9) Username: Administrator. Added “userl” to “Review” Signature Permission.
Ex.10) Username: Administrator. Deleted “userl” from “Review” Signature Permission.
Ex.11) Username: Administrator. Added “userl” to “Wavelength Program” Access Permission.
Ex.12) Username: Administrator. Deleted “userl” from “Wavelength Program” Access

Permission.
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b) Description of UV Express
Performance : Note the serial number of instrument with every operation.
Ex.) Username: user 1. “Scan” was performed. Instrument : Lambda 365. Serial number :

365K5050403.

Account modified : Change the account settings.

Ex.) Username: userl, Scan: Password successfully changed.

Logon : Execute the UV Express software.

Ex.1) Username: userl, LogOn: LOGON SUCCEEDED.

Ex.2) Username: userl, LogOn: LOGON FAILED.

Ex.3) Username: userl. Scan(Log On) : The ID is not registered.

Ex.4) Username: userl. Scan(Log On) : Incorrect password. The remaining allowable attempt
number is 1.

Ex.5) Username: userl. Scan(Log On) : User has entered wrong password over the lock out
number and account is disabled.

Ex.6) Username: userl. Quantification : User does not have permission to access the

Quantification.

Re-logon : Re-access UV Express software after lockout time.

Ex.1) Username: user 1, Scanning Kinetics : RELOGON SUCCEEDED.

Ex.2) Username: user 1, Scanning Kinetics : RELOGON FAILED.

Ex.3) Username: userl. Scan(Relog On) : Incorrect password. The remaining allowable
attempt number is 2.

Ex.4) Username: userl. Scan(Relog On) : User has entered wrong password over the lock out
number and account is disabled.

Ex.5) Username: user 1, Scanning Kinetics : RELOGON succeeded for change the method.

Created : Save data to new file or create the sample.

Ex.1) Username: userl. The file “C:\UV Express\Data\time.dkdt” was created.

Ex.2) Username: userl. The data “Samplel” was created. The file “C:\UV Express
\Data\Untitled-1.dgdt”.

Ex.3) Username: user 1. The data “Samplel + 1.0000” was created. The file “C:\UV
Express\Data\datal.dgdt”.

Modified : Save the modified data or save as different name.
Ex.1) Username: userl. The file “C:\UV Express\Data\time2.dkdt” was modified.
Ex.2) Username: userl. Protein Analysis : The delete all was undone. The file “C:\UV

Express\Data\Untitled-1.dpdt”.
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Ex.3) Username: userl. Protein Analysis : The data Sample 1 was pasted. The file “C:\UV
Express\Data\Untitled-1.dpdt”.

Ex.4) Username: userl. Protein Analysis : The data Sample 1 was copied. The file “C:\UV
Express\Data\Untitled-1.dpdt”

Ex.5) Username: userl. The data “Sample 1 + Sample 2” was modified. The original data is
“Sample 1, Sample 2”. The file is “C:\UV Express\Data\Untitled-1.dgdt”.

Ex.6) Username: userl. The file “C:\UV Express\Data\Untitled-1_Approval.dgdt” was modified.
The original file is “C:\UV Express\Data\Untitled-1.dgdt”.

Ex.7) Username: userl. Scan : Method change reason - Test.
[Internal Reference Use]
Old : No, New : Yes
[Internal Reference Type]
New : Single Point
[Internal Reference Wave.]
New : 300.

Deleted : Save the delete a single data or all the data.
Ex.1) Username: userl. The data “sample 1” was deleted. The file C:\UV Express

\Data\datal.dgdt.
Ex.2) Username: userl. The data “Sample 1” was deleted. The file is Untitled-1.

Ex.3) Username: userl. Deleted all data. The file is Untitled-1.

Signature : Provide the electronic signature.
Ex.) Username: user 1. The file “C:\UV Express\Data\time.dkdt” was signed.

Reason : Review.

Log off : Close the UV Express software.

Ex.) Username: user 1, successfully exited or logged off the application.
Validation: Check the instrument’s status (Wavelength, Photometric, Resolution,

Stray Light, Noise and Stability) only in Validation software.

Ex.) Username : user 1. The data “Noise” was created. The file Untitled-1
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